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About This Document

Intended Audience

This document describes the concepts and configuration procedures of QoS
features on the AR, and provides the configuration examples.

This document is intended for:

e Data configuration engineers
e Commissioning engineers

e Network monitoring engineers
e System maintenance engineers

Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description

Indicates a hazard with a high level of
A DANGER risk which, if not avoided, will result in
death or serious injury.

Indicates a hazard with a medium

AWARN'NG level of risk which, if not avoided,

could result in death or serious injury.

Indicates a hazard with a low level of

ACAUTION risk which, if not avoided, could result

in minor or moderate injury.

Indicates a potentially hazardous
NO TICE situation which, if not avoided, could
result in equipment damage, data loss,

performance deterioration, or
unanticipated results. NOTICE is used
to address practices not related to
personal injury.
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Symbol

Description

L1 NOTE

Supplements the important
information in the main text.

NOTE is used to address information
not related to personal injury,
equipment damage, and environment
deterioration.

Command Conventions

The command conventions that may be found in this document are defined as

follows.

Convention Description

Boldface The keywords of a command line are in boldface.

[talic Command arguments are in /talics.

[] Items (keywords or arguments) in brackets [ ] are
optional.

{x]y]|..} Optional items are grouped in braces and separated
by vertical bars. One item is selected.

[x|y]..] Optional items are grouped in brackets and
separated by vertical bars. One item is selected or
no item is selected.

{x|y]..} Optional items are grouped in braces and separated
by vertical bars. A minimum of one item or a
maximum of all items can be selected.

[x]y]..T Optional items are grouped in brackets and
separated by vertical bars. Several items or no item
can be selected.

&<1-n> The parameter before the & sign can be repeated 1
to n times.

# A line starting with the # sign is comments.

Interface Numbering Conventions

Interface numbers used in this manual are examples. In device configuration, use
the existing interface numbers on devices.
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Security Conventions

Password setting

- When configuring a password, the cipher text is recommended. To ensure
device security, change the password periodically.

- When you configure a password in plain text that starts and ends with
% @%@, @%@%, %#%#, or % \%# (the password can be decrypted by
the device), the password is displayed in the same manner as the
configured one in the configuration file. Do not use this setting.

- When you configure a password in cipher text, different features cannot
use the same cipher-text password. For example, the cipher-text password
set for the AAA feature cannot be used for other features.

Encryption algorithm

Currently, the device uses the following encryption algorithms: 3DES, AES,
RSA, SHA1, SHA2, and MD5. 3DES, RSA and AES are reversible, while SHAT,
SHA2, and MD5 are irreversible. The encryption algorithms DES, 3DES, RSA
(RSA-1024 or lower), MD5 (in digital signature scenarios and password
encryption), and SHA1 (in digital signature scenarios) have a low security,
which may bring security risks. If protocols allowed, using more secure
encryption algorithms, such as AES, RSA (RSA-2048 or higher), SHA2, and
HMAC-SHA?2, is recommended. The encryption algorithm depends on actual
networking. The irreversible encryption algorithm must be used for the
administrator password, SHA2 is recommended.

Personal data

Some personal data may be obtained or used during operation or fault
location of your purchased products, services, features, so you have an
obligation to make privacy policies and take measures according to the
applicable law of the country to protect personal data.

The terms mirrored port, port mirroring, traffic mirroring, and mirroring in this
manual are mentioned only to describe the product's function of
communication error or failure detection, and do not involve collection or
processing of any personal information or communication data of users.

Reference Standards and Protocols

To obtain reference standards and protocols, log in to Huawei official website,
search for "protocol compliance list", and download the Huawei AR Series
Standard and Protocol Comply Table.

Declaration

This manual is only a reference for you to configure your devices. The
contents in the manual, such as web pages, command line syntax, and
command outputs, are based on the device conditions in the lab. The manual
provides instructions for general scenarios, but do not cover all usage
scenarios of all product models. The contents in the manual may be different
from your actual device situations due to the differences in software versions,
models, and configuration files. The manual will not list every possible
difference. You should configure your devices according to actual situations.
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e The specifications provided in this manual are tested in lab environment (for
example, the tested device has been installed with a certain type of boards or
only one protocol is run on the device). Results may differ from the listed
specifications when you attempt to obtain the maximum values with multiple
functions enabled on the device.

e In this document, public IP addresses may be used in feature introduction and
configuration examples and are for reference only unless otherwise specified.

e In this document, AR series access routers include

ART00&AR120&AR150&AR160&AR200&AR1200&AR2200&AR3200&AR3600
Series.

Mappings Between Product Software Versions and
NMS Versions

The mappings between product software versions and NMS versions are as
follows.

AR Product eSight iManager U2000
Software Version

V200R010 V300R009C00 V200R018C50
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MQC Configuration

About This Chapter

This chapter describes how to configure Modular QoS Command-Line Interface
(MQC). MQC enables you to configure certain rules to classify traffic and specify
an action for traffic of the same type. MQC configuration can implement
differentiated services.

1.1 Overview of MQC

1.2 Specifications of MQC

1.3 Licensing Requirements and Limitations for MQC
1.4 Configuring MQC

1.5 Maintaining MQC

1.1 Overview of MQC

Modular QoS Command-Line Interface (MQC) allows you to classify packets
based on packet characteristics and specify the same service for packets of the
same type. In this way, different types of packets can be provided differentiated
services.

As more services are deployed on a network, service deployment becomes
increasingly complex because traffic of different services or users requires different
services. Using MQC configuration, you can classify network traffic in a fine-
grained way and specify the services provided to different types of traffic
according to your needs. MQC enhances serviceability of your network.

MQC Entities
MQC involves three entities: traffic classifier, traffic behavior, and traffic policy.

e Traffic classifier
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A traffic classifier defines a group of matching rules to classify packets. Table

1-1 lists traffic classification rules.

Table 1-1 Traffic classification rules

Layer

Traffic Classification Rule

Layer 2

Destination MAC address
Source MAC address

VLAN ID in the tag of VLAN-tagged
packets

802.1p priority in the tag of VLAN-tagged
packets

VLAN ID in the inner tag of VLAN packets
802.1p priority in the inner tag of QinQ
packets

Protocol field in the Layer 2 header

EXP precedence in Multiprotocol Label
Switching (MPLS) packets
(ART1200&AR2200&AR3200&AR3600)

Discard Eligible (DE) value in Frame Relay
(FR) packets

Data Link Connection Identifier (DLCI) in
Frame Relay (FR) packets

Permanent virtual circuit (PVC)
information in ATM packets

Matching fields in access control list (ACL)
4000 to ACL 4999

Layer 3

Differentiated Services Code Point (DSCP)
priority in IP packets

IP precedence in IP packets

IP protocol type (IPv4 or IPv6)

RTP port number

TCP-flag in TCP packets

IPv4 packet length

QoS group in an IPSec policy

Matching fields in ACL 2000 to ACL 3999

Matching fields in ACL6 2000 to ACL6
3999

Others

All packets
Inbound interface
Outbound interface
SAC

User group
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The relationship between rules in a traffic classifier can be AND or OR. The
default relationship is OR.

- AND: If a traffic classifier contains ACL rules, a packet matches the traffic
classifier only when it matches one ACL rule and all the non-ACL rules. If
a traffic classifier does not contain ACL rules, a packet matches the traffic
classifier only when it matches all the rules in the classifier.

- OR: A packet matches a traffic classifier as long as it matches one of
rules.

Traffic behavior
A traffic behavior defines an action for packets of a specified type.
Traffic policy

A traffic policy binds traffic classifiers and traffic behaviors, and then actions
defined in traffic behaviors are taken for classified packets. As shown in
Figure 1-1, a traffic policy can be bound to multiple traffic classifiers and
traffic behaviors.

Figure 1-1 Multiple pairs of traffic classifiers and traffic behaviors in a traffic
policy

Traffic behavior b1
(priority re-marking,
redirection, packet
filtering)

Traffic policy »  Traffic classifier c1

Traffic behavior b2
(priority re-marking,
redirection, packet
filtering)

—»  Traffic classifier c2

Traffic behavior bn
(priority re-marking,
redirection, packet

— filtering)

Traffic classifier cn

MQC Configuration Process

Figure 1-2 outlines the MQC configuration process.

1.

Configure a traffic classifier. The traffic classifier defines a group of matching
rules to classify traffic and is the basis for differentiated services.

Configure a traffic behavior. The traffic behavior defines a flow control or
resource allocation action for packets matching the rules.
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3. Create a traffic policy and bind the traffic classifier to the traffic behavior in
the traffic policy.

4.  Apply the traffic policy to an interface or sub-interface.

Figure 1-2 MQC configuration process

Configure a traffic
classifier

h J

Configure a traffic
behavior

h J

Configure a traffic
policy

Y

Apply the traffic policy

to an interface or sub-
interface

1.2 Specifications of MQC

Table 1-2 describes the specifications of MQC.

Table 1-2 Specifications of MQC

Item Specification

Maximum number of traffic classifiers | 1024

Maximum number of if-match rules in | 1024
a traffic classifier

Maximum number of traffic behaviors | 1024

Maximum number of traffic policies 1024

Maximum number of traffic classifiers | 1024
bound to a traffic policy

1.3 Licensing Requirements and Limitations for MQC

Involved Network Elements

Other network elements are not required.
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Licensing Requirements

MQC is a basic feature of a router and is not under license control.

Feature Limitations

Before defining matching rules based on application protocols, enable the SAC
function and load the signature file.

When the ACL rules in a traffic classifier match source IP addresses of packets,
you can use NAT pre-classification to implement differentiated services for
packets from different private IP addresses. To configure NAT pre-
classification, run the gos pre-nat command on an interface. Then private IP
addresses of packets can be used to classify packets on the outbound
interface.

When permit and other actions are configured in a traffic behavior, the
actions are performed in sequence. deny cannot be configured with other
actions. When deny is configured, other configured actions, except traffic
statistics collection and flow mirroring, do not take effect.

If you specify a packet filtering action for packets matching an ACL rule, the
system first checks the action defined in the ACL rule. If the ACL rule defines
permit, the action taken for the packets depends on whether deny or permit
is specified in the traffic behavior. If the ACL rule defines deny, the packets
are discarded regardless of whether deny or permit is configured in the
traffic behavior.

If a traffic behavior has remark 8021p, remark mpls-exp, or remark dscp
action but not remark local-precedence, the local priority of packets are
marked 0.

The NQA test instance that is associated with a redirection behavior must an
ICMP test instance. For details, see Configuring an ICMP Test Instance in the
Huawei AR Series Access Routers Configuration Guide - NQA Configuration.

Redirection is invalid for hop-by-hop IPv6 packets.

The device supports only redirection to 3G/LTE cellular and dialer interfaces.
When MPoEOA is used, the device does not support redirection to dialer
interfaces.

A traffic policy containing the following traffic behaviors can only be applied
to the outbound direction on a WAN interface:

- Traffic shaping

- Adaptive traffic shaping
- Congestion management
- Congestion avoidance

If a traffic classifier defines non-first-fragment, the device cannot apply CAR
to fragments sent to the device or collect statistics on the fragments.

When an MQC traffic policy is configured on a bridge, Layer 2 ACL rules
cannot be matched. That is, Layer 2 information such as source MAC
addresses, destination MAC addresses, Layer 2 protocol types, and VLANs
cannot be matched.
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(11 NOTE

e The 4GE-2S, 4ES2G-S, 4ES2GP-S, 9ES2 and 24ES2GP cards do not support MQC.
e The AR150, AR200, AR1200, AR3600 series, AR161F, AR161FG-L, AR161FGW-L, AR161FGW-

Lc, AR161FW, AR162F, AR168F, AR169F, AR169FVW, AR169JFVW-4B4S, ART69FGW-L,
AR161FW-P-M5, AR161F-DGP, AR161FGW-La, AR161FV-1P, AR168F-4P, AR169BF,
ART69FVW-8S, ART69FGVW-L, AR1220C, AR1220E, AR1220EV, AR1220EVW, AR1220-AC,
AR1220-DC, AR1220-8GE, AR1220F, AR1220L, AR1220V, AR1220W, AR1220VW, AR2204E-D,
AR2220E, AR2240C, AR2204, AR2204E, AR2220L-AC, and AR2220L-DC do not support Layer
2 MQC.

1.4 Configuring MQC

1.4.1 Configuring a Traffic Classifier

Context

Procedure

A traffic classifier classifies packets based on matching rules. Packets matching the
same traffic classifier are processed in the same way, which is the basis for
providing differentiated services.

Run system-view

The system view is displayed.

Run traffic classifier classifier-name [ operator { and | or } ]

A traffic classifier is created and the traffic classifier view is displayed.
and indicates that rules are ANDed with each other.

- If a traffic classifier contains ACL rules, packets match the traffic classifier
only when they match one ACL rule and all the non-ACL rules.

- If a traffic classifier does not contain ACL rules, packets match the traffic
classifier only when the packets match all the non-ACL rules.

or indicates that the relationship between rules is OR. Packets match a traffic
classifier as long as packets match only one rule of the traffic classifier.

By default, the relationship between rules in a traffic classifier is OR.

Run the following commands as required.

Matching Rule Command
Outer VLAN ID if-match vlan-id start-vian-id [ to end-vian-id ]
Inner VLAN IDs in if-match cvlan-id start-vian-id [ to end-vian-id |

QinQ packets

802.1p priority in if-match 8021p 8027p-value &<1-8>
VLAN packets

Inner 802.1p priority in | if-match cvlan-8021p 8027p-value &<1-8>
QinQ packets
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Matching Rule

Command

EXP priority in MPLS
packets
(AR1200&AR2200&AR
3200&AR3600 series)

if-match mpls-exp exp-value &<1-8>

Destination MAC
address

if-match destination-mac mac-address [ mac-
address-mask mac-address-mask ]

Source MAC address

if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR
packets

if-match dlci start-dlci-number [ to end-dlci-
number ]

DE value in FR packets

if-match fr-de

Protocol type field
encapsulated in the
Ethernet frame header

if-match [2-protocol { arp | ip | mpls | rarp |
protocol-value }

All packets

if-match any

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>

NOTE
If DSCP priority matching is configured in a traffic policy,
the SAE220 (WSIC) and SAE550 (XSIC) cards do not
support redirect ip-nexthop /p-address post-nat.

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }

QoS group index of
packets

if-match qos-group gos-group-value

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-number/ vci-number

RTP port number

if-match rtp start-port start-port-number end-
port end-port-number

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst | syn |
urg }”

Inbound interface

if-match inbound-interface /nterface-type
interface-number
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Matching Rule

Command

Outbound interface

if-match outbound-interface Cellular /nterface-
number:channel

ACL rule

if-match acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command on
an interface to configure NAT pre-classification. NAT
pre-classification enables the NAT-enabled device to
carry the private IP address before translation on the
outbound interface so that the NAT-enabled device
can classify IP packets based on private IP addresses
and provide differentiated services.

ACL6 rule

if-match ipv6 acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command on
an interface to configure NAT pre-classification. NAT
pre-classification enables the NAT-enabled device to
carry the private IP address before translation on the
outbound interface so that the NAT-enabled device
can classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-set
user-set-name ] [ time-range time-name ]
NOTE

Before defining a matching rule based on an application

protocol, enable Smart Application Control (SA) and
load the signature file.

SA group

if-match category category-name [ user-set
user-set-name] [ time-range time-name ]

NOTE

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group

if-match user-set user-set-name [ time-range
time-range-name ]

4. Run quit

Exit from the traffic classifier view.
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1.4.2 Configuring a Traffic Behavior

Pre-configuration Tasks
Before configuring a traffic behavior, configure link layer attributes of interfaces to
ensure that the interfaces work properly.

Context

The device supports actions including packet filtering, priority re-marking,
redirection, traffic policing, and traffic statistics collection.

Procedure
Step 1 Run system-view
The system view is displayed.
Step 2 Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is displayed, or the view
of an existing traffic behavior is displayed.

Step 3 Define actions in the traffic behavior. You can configure multiple non-conflicting
actions in a traffic behavior.

Action Command

Packet deny | permit
filtering

Configure a remark qos-group gos-group-value
QoS group
that packets
belong to

remark 8021p 8027p-value
remark cvlan-8021p 8027p-value
remark dscp { dscp-name | dscp-value }

remark mpls-exp exp-value

Priority re- | (AR1200&AR2200&AR3200&AR3600 series)
marking by K fr-de Fr-de-val

remark local-precedence /ocal-precedence-value

NOTE
If a traffic behavior contains remark 8021p, remark mpls-exp, or
remark dscp, but not remark local-precedence, the device marks the
local priority of packets with 0.
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Action Command
Traffic car cir { cir-value | pct cir-percentage } [ pir { pir-value | pct pir-
policing by percentage } ] [ cbs cbs-value pbs pbs-value] [ share ] [ mode
MQC { color-blind | color-aware } ] [ green { discard | pass
[ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ] [ yellow { discard | pass
[ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ] [ red { discard | pass
[ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ]
NOTE
The ARTO0&AR120&AR150&AR160&AR200 series do not support
remark-mpls-exp exp-value.
Traffic gts cir { cir-value [ cbs cbs-value] | pct pct-value } [ queue-
shaping by length gueuve-length ]
MQC
Adaptive gts adaptation-profile adaptation-profile-name
traffic
shaping by
MQC
Congestion queue af bandwidth { bandwidth | [ remaining ] pct
management | percentage }
by MQC queue ef bandwidth { bandwidth [ cbs cbs-value] | pct
percentage [ cbs cbs-value] }
queue llg bandwidth { bandwidth [ cbs cbs-value] | pct
percentage [ cbs cbs-value] }
queue wfq [ queue-number total-queue-number ]
queue-length { bytes bytes-value | packets packets-value }'
Congestion drop-profile drop-profile-name

avoidance by
MQC

Sampling of
NetStream
statistics by
MQC

ip netstream sampler { fix-packets packet-interval | fix-time
time-interval | random-packets packet-interval | random-time

time-interval } { multicast | rpf-failure | unicast }'
NOTE

e The device does not support sampling of NetStream statistics for IPv6

and MPLS packets, so traffic classification rules cannot contain IPv6

or MPLS.

e Layer 2 VE interfaces do not support this function.
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Action Command
Unicast PBR | redirect ip-nexthop /p-address [ vpn-instance vpn-instance-

name] [ track { nqa admin-name test-name | ip-route jp-
address { mask | mask-length } | interface interface-type
interface-number} ] [ post-nat ] [ discard ] [ sfc-nsh spi spi-
index si si-index ]
NOTE

If DSCP priority matching is configured in a traffic policy, the SAE220

(WSIC) and SAE550 (XSIC) cards do not support redirect ip-nexthop /jp-
address post-nat.

redirect ipv6-nexthop jpv6-address [ track { nqa nga-admin
nga-name | ipv6-route jpv6-address mask-length} ] [ discard ]

redirect interface /nterface-type interface-number [ track { nqa
admin-name test-name | ip-route /p-address { mask | mask-
length} [ weak ] | ipv6-route jpv6-address mask-length } ]

[ discard ]

redirect vpn-instance vpn-instance-name

NOTE
Layer 2 VE interfaces do not support this function.

redirect backup-nexthop /p-address [ vpn-instance vpn-
instance-name ]

Sub traffic

policy
binding

traffic-policy policy-name

Traffic
statistics

statistic enable

Configure
MQC to
implement
URL filtering

url-filter-profile profile-name

(11 NOTE

When an interface is added to a network bridge, the traffic behavior that is configured on the
interface in the inbound direction can only define the following actions:

e  Re-marking the 802.1p priority in VLAN packets.

e  Configuring MQC to implement traffic policing.

° Traffic statistics.

Step 4 Run quit

Exit from the traffic behavior view.

--—-End
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1.4.3 Configuring a Traffic Policy

Pre-configuration Tasks

Before configuring a traffic policy, complete the following tasks:

Procedure

Configure a traffic classifier.
Configure a traffic behavior.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the view
of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]

A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic policy.
Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

1.4.4 Applying a Traffic Policy

Pre-configuration Tasks

Before applying a traffic policy, complete the following tasks:

1.4.3 Configuring a Traffic Policy

Procedure

Apply the traffic policy to an interface.

a. Run system-view
The system view is displayed.

b. Run interface interface-type interface-number.subinterface-number ]
The interface view is displayed.

¢. Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to the inbound or outbound direction on the
interface.

By default, no traffic policy is applied to an interface.
Apply the traffic policy to an interzone.
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(11 NOTE

Only the ART00&AR120&AR150&AR160&AR200 series routers support this
configuration.

Run system-view

The system view is displayed.

Run firewall interzone zone-name?l zone-name2

An interzone is created and the interzone view is displayed.
By default, no interzone is created.

You must specify two existing zones for the interzone.

Run traffic-policy policy-name

The traffic policy is bound to the interzone.

By default, no traffic policy is bound to an interzone.

Apply the traffic policy to a BD.
(0 NOTE

Only the ART00&AR120&AR150&AR160&AR200&AR1200 series routers and the
AR2220E support this configuration.

Run system-view

The system view is displayed.

Run bridge-domain bd-id

A BD is created and the BD view is displayed.

By default, no BD is created.

Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.

By default, no traffic policy is applied to a BD.

Apply the traffic policy in the system view.

a.

Run system-view

The system view is displayed.

Run traffic-policy policy-name global bind interface { /interface-type
interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.

By default, no traffic policy is applied to the system or bound to any
interface of an AR.

(1 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of MPLS
packets or applied to IPv6 packets. The remark mpls-exp action cannot be
configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global traffic
policy is applied, the traffic policies take effect according to the following rules:

e If the redirecting action is configured in both traffic policies, only the redirecting
behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-based
traffic policy and then the traffic behavior in the global traffic policy.
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1.4.5 Verifying the MQC Configuration

Procedure

e Run the display traffic classifier { system-defined | user-defined }
[ classifier-name ] command to check the traffic classifier configuration.

e Run the display traffic behavior { system-defined | user-defined }
[ behavior-name ] command to check the traffic behavior configuration.

e Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name ] ] command to check the traffic policy configuration.

e Run the display traffic-policy applied-record [ policy-name] command to
check the application record of a traffic policy.

1.5 Maintaining MQC

1.5.1 Displaying MQC Statistics

Context
MQC statistics are also traffic policy statistics. To check forwarded and discarded
packets on an interface or in a BD to which a traffic policy has been applied, you
can view traffic policy statistics.
To view traffic policy statistics, ensure that MQC and statistic enable have been
configured.

Procedure

e Run the display traffic policy statistics interface /interface-type interface-
number [ pvc vpi-number|vci-number | dlci dlic-number] { inbound |
outbound } [ verbose { classifier-base | rule-base } [ class classifier-name
[ son-class son-class-name] ] ] or display traffic policy statistics interface
virtual-template vi-number virtual-access va-number { inbound |
outbound } [ verbose { classifier-base | rule-base } [ class classifier-name
[ son-class son-class-name] ] ] command to check statistics on packets
matching a traffic policy that is applied to an interface.

e Run the display traffic policy statistics bridge-domain bd-/d{ inbound |
outbound } [ verbose { classifier-base | rule-base } [ class classifier-name
[ son-class son-class-name] ] ] command to check statistics on packets
matching a traffic policy that is applied to a BD.

L] NOTE
Only the ART00&AR120&AR150&ART60&AR200&AR1200 series routers and the
AR2220E support this configuration.

e Run the display traffic policy statistics global [ verbose { classifier-base |
rule-base } [ class classifier-name [ son-class son-class-name] ] ] command
to check statistics on packets matching a global traffic policy.

--—-End
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1.5.2 Clearing MQC Statistics

MQC statistics are also traffic policy statistics. Before recollecting traffic policy
statistics on an interface or in a BD, clear existing packet statistics.

NOTICE

Traffic policy statistics cannot be restored after being cleared. Exercise caution
when you use this command.

Context
Procedure
[ ]
[ ]
[ ]

Run the reset traffic policy statistics interface /interface-type interface-
number [ pvc vpi-number/vci-number | dlci dlic-number] { inbound |
outbound } or reset traffic policy statistics interface virtual-template v¢-
number virtual-access va-number { inbound | outbound } command to clear
statistics on packets matching a traffic policy that is applied to an interface.

Run the reset traffic policy statistics bridge-domain bd-id { inbound |
outbound } command in the user view to clear statistics on packets matching
a traffic policy that is applied to a specified BD.

(1 NOTE

Only the ART00&AR120&AR150&ART60&AR200&AR1200 series routers and the
AR2220E support this configuration.
Run the reset traffic policy statistics global command in the user view to
clear statistics on packets matching a global traffic policy.

----End
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Priority Mapping Configuration

About This Chapter

2.1 Overview of Priority Mapping

2.2 Understanding Priority Mapping

2.3 Application Scenarios for Priority Mapping

2.4 Licensing Requirements and Limitations for Priority Mapping
2.5 Default Settings for Priority Mapping

2.6 Configuring Priority Mapping

2.7 Configuration Examples for Priority Mapping

2.8 Troubleshooting Priority Mapping

2.9 FAQ About Priority Mapping

2.1 Overview of Priority Mapping

Priority mapping is a method of translating Quality of service (QoS) precedence
fields carried in packets into internal priorities on a device (also called local
priorities, which are used to differentiate classes of service for packets). After
priority mapping, the device provides differentiated services for packets based on
the internal priorities.

Packets transmitted over different networks carry different QoS precedence fields,
for example, 802.1p field on a virtual local area network (VLAN), EXP field on a
Multiprotocol Label Switching (MPLS) network, and DSCP field on an IP network.
Priority mapping must be configured on network devices to retain priorities of
packets when the packets traverse different networks. When a device connects
different types of networks, it maps external precedence fields (including 802.1p,
MPLS EXP, and DSCP) of all the received packets to internal priorities. When the
device sends packets, it maps internal priorities to external priorities.
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2.2 Understanding Priority Mapping

Priority Mapping

Packets carry different types of precedence field depending on the network type.
For example, packets carry the 802.1p field in a VLAN network, the EXP field on an
MPLS network, and the DSCP field on an IP network. The mapping between the
priority fields must be configured on the gateway to retain packet priorities when
the packets traverse different types of networks.

The priority mapping mechanism provides the mapping from precedence fields of
packets to internal priorities (local priorities) or the mapping from internal
priorities to precedence fields of packets. This mechanism uses a DiffServ domain
to manage and record the mapping between precedence fields and Class of
Service (CoS) values. When a packet reaches the device, the device maps the
priority in the packet or the default 802.1p priority of the inbound interface to a
local priority. The device then determines which queue the packet enters based on
the mapping between internal priorities and queues, and performs traffic policing,
queuing, and scheduling. In addition, the device can re-mark precedence fields of
outgoing packets so that the downstream device can provide differentiated QoS
based on packet priorities.

Precedence Fields

Certain fields in the packet header or frame header record QoS information so
that network devices can provide differentiated services. These fields include:

e Precedence field

As defined in RFC, the 8-bit Type of Service (ToS) field in an IP packet header
contains a 3-bit IP precedence field. Figure 2-1 shows the Precedence field in
an IP packet.

Figure 2-1 IP Precedence/DSCP field

Version| ToS Len D Flags/

Length | 1 Byte offsat | TTL | Proto | FCS | IP-SA | IP-DA

o 1 2 3 4 5 6 7

Precedence | D| T | R | C

L

IP Precedence
| | |
DSCP

Bits 0 to 2 constitute the Precedence field, representing precedence values 7,
6,5,4,3,2,1and 0, in descending order of priority. The highest priorities
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(values 7) are reserved for routing and network control communication
updates. User-level applications can use only priority values 0 to 5.

Apart from the Precedence field, a ToS field also contains the following sub-
fields:

- Bit D indicates the delay. The value O represents a normal delay and the
value 1 represents a short delay.

- Bit T indicates the throughput. The value 0 represents normal throughput
and the value 1 represents high throughput.

- Bit R indicates the reliability. The value O represents normal reliability and
the value 1 represents high reliability.

DSCP field

RFC initially defined the ToS field in IP packets and later added bit C that
indicates the monetary cost. Then, the IETF DiffServ Working Group redefined
bits 0 to 5 of a ToS field as the DSCP field in RFC. In RFC, the field name is
changed from ToS to differentiated service (DS). Figure 2-1 shows the DSCP
field in packets.

In the DS field, the first six bits (bits 0 to 5) are the DS CodePoint (DSCP) and
the last two bits (bits 6 and 7) are reserved. The first three bits (bits 0 to 2)
are the Class Selector CodePoint (CSCP), which represents the DSCP type. A
DS node selects a Per-Hop Behavior (PHB) based on the DSCP value.

802.1p priority in the Ethernet frame header

Layer 2 devices exchange Ethernet frames. As defined in IEEE 802.1Q, the PRI
field (802.1p priority) in the Ethernet frame header, also called CoS, identifies
the QoS requirement. Figure 2-2 shows the PRI field.

Figure 2-2 802.1p priority in the Ethernet frame header

Destinatio Source 802.1Q Length

n address address Tag [Type Data FCS
16bits 3bits  1bit 12bits
TPID | PRI cFi VLAN ID

The 802.1Q header contains a 3-bit PRI field. The PRI field defines eight
service priority values 7, 6, 5, 4, 3, 2, 1 and 0, in descending order of priority.
MPLS EXP field

In contrast to IP packets, MPLS packets use labels. A label has 4 bytes. Figure
2-3 shows the format of the MPLS EXP field.
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Figure 2-3 Format of the MPLS EXP Field

Link layer
SERrr Label Layer 3 header | Layer 3 payload
20bits 3bits 1bit 8bits
Label | EXP [s| TTL

The EXP field contains four sub-fields:

Label: contains 20 bits and specifies the next hop to which a packet is to
be forwarded.

EXP: contains 3 bits and is reserved for extensions; also known as the CoS
field.

S: contains 1 bit and identifies the last entry in the label stack. MPLS
supports hierarchical labels. If the S sub-field is 1, the label is at the
bottom of the stack.

TTL: contains 8 bits and is the same as the Time to Live (TTL) in IP
packets.

The EXP field is used as the CoS field in MPLS packets and is equivalent to the
ToS field in IP packets. The EXP field is used to differentiate data flows on
MPLS networks. The EXP field encodes eight transmission priorities 7, 6, 5, 4,
3,2, 1 and 0 in descending order of priority.

On an IP network, the IP precedence or DSCP field in an IP packet
identifies the CoS value. On an MPLS network, a Label Switching Router
(LSR) cannot identify IP packet headers; therefore, EXP fields are marked
at the edge of the MPLS network.

By default, the IP precedence in an IP packet is copied to the EXP field in
an MPLS packet at the edge of an MPLS network. If an ISP does not trust
a user network or differentiated service levels defined by an ISP are
different from those on a user network, reconfigure the EXP field in an
MPLS packet based on classification policies and internal service levels.
During forwarding on the MPLS network, the ToS field in an IP packet
remains unchanged.

On an MPLS network, intermediate nodes classify packets based on the
EXP field in MPLS packets and perform PHBs such as congestion
management, traffic policing, and traffic shaping.

2.3 Application Scenarios for Priority Mapping

Networking Requirements

The precedence field in a packet depends on the network type. For example,
packets on a LAN carry the 802.1p field and those on a WAN carry the DSCP field.
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As shown in Figure 2-4, voice, video, and data service flows of enterprise network
users are transmitted to the WAN through RouterA. Packets of different services
are identified by 802.1p priorities on the LAN. RouterA maps 802.1p priorities in
incoming packets to a precedence field and provides differentiated services
according to the mapping result. The packets need to be identified by DSCP
priorities on the WAN. Therefore, RouterA needs to set DSCP priorities of packets
based on 802.1p priorities.

Figure 2-4 Networking of priority mapping

RouterB

LAN WAN

© Priority mapping
@ Priority re-marking

Service Deployment

e Configure RouterA to queue packets based on 802.1p priorities so as to
provide differentiated services.

e Configure a priority mapping table on RouterA and to map 802.1p priorities
to DSCP priorities. Then RouterA re-marks outgoing packets with DSCP
priorities based on 802.1p priorities, and the downstream device provides
differentiated services based on DSCP priorities.
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2.4 Licensing Requirements and Limitations for Priority
Mapping

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Priority mapping is a basic feature of a router and is not under license control.

Feature Limitations

None

2.5 Default Settings for Priority Mapping

The device provides multiple priority mapping tables. The default settings are as
follows:

e For the ART00&AR120&AR150&ART60&AR200 series, AR1200 series, AR2220E,
and AR2204, the 802.1p-to-DSCP mappings are listed in Table 2-1. The
output 802.1p priorities are the same as the input 802.1p priorities. The DSCP-
to-802.1p mappings are listed in Table 2-3. The output DSCP priorities are the
same as the input DSCP priorities. The output MPLS EXP priorities are the
same as the input MPLS EXP priorities.

e For the AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P,
AR2204-51GE-R, AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240C,
AR2240 and AR3200&AR3600 series, the mappings from 802.1p priorities to
DSCP priorities and local priorities are listed in Table 2-2. The output 802.1p
priorities are the same as the input 802.1p priorities. The mappings from
DSCP priorities to 802.1p priorities and local priorities are listed in Table 2-4.
The output DSCP priorities are the same as the input DSCP priorities. The
mappings from MPLS EXP priorities to local priorities are listed in Table 2-5.
The output MPLS EXP priorities are the same as the input MPLS EXP priorities.

Table 2-1 Mappings from 802.1p priorities to DSCP priorities
(ARTO0&AR120&AR150&AR160&AR200 series, AR1200 series, AR2220E, and

AR2204)
Input 802.1p Output DSCP
0 0
1 8
2 16
3 24
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Input 802.1p Output DSCP
4 32
5 40
6 48
7 56

Table 2-2 Mappings from 802.1p priorities to DSCP priorities and local priorities
(AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P, AR2204-51GE-R,
AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240C, AR2240 and

AR3200&AR3600 series)

Input 802.1p

Output DSCP

Output LP

0

0

0

1

8

16

24

32

40

48

N o[lu|lb~]jw| DN

56

N[fojluo | b~]Jw | DN

Table 2-3 Mappings from DSCP priorities to 802.1p priorities
(ART00&AR120&AR150&AR160&AR200 series, AR1200 series, AR2220E, and

AR2204)

Input DSCP

Output 802.1p

0-7

0

8-15

16-23

24-31

32-39

40-47

48-55

56-63

N[o|luo | b~|fw (N
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Table 2-4 Mappings from DSCP priorities to 802.1p priorities and local priorities
(AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P, AR2204-51GE-R,
AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240C, AR2240 and

AR3200&AR3600 series)

Input DSCP

Output 802.1p

Output LP

0-7

0

0

8-15

16-23

24-31

32-39

40-47

48-55

56-63

N[fojlo | b~]JwWw|DN

N[fojlo | b~]JwWw | N

Table 2-5 Mappings from MPLS EXP priorities to local priorities (AR2201-48FE,
AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P, AR2204-51GE-R, AR2204E,
AR2204E-D, AR2202-48FE, AR2220, AR2240C, AR2240 and AR3200&AR3600

series)
Input MPLS EXP Output LP
0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7

2.6 Configuring Priority Mapping

Pre-configuration Tasks

After priority mapping is configured, the device determines the queues for

inbound packets and priorities of outbound packets based on packet priorities or

interface priorities. By doing this, the device provides differentiated services.
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Before configuring priority mapping, configure link layer attributes of interfaces to
ensure that the interfaces work properly.

2.6.1 Specifying the Packet Priority Trusted on an Interface

Context

You can configure the device to trust one of the following priorities:
e 802.1p priority

- For VLAN-tagged packets, the device searches the priority mapping table
based on the 802.1p priorities of the packets to determine the queues for
the packets and re-mark packet priorities.

- For untagged packets, the device searches the priority mapping table
based on the interface priority to determine the queues for the packets
and re-mark packet priorities.

e DSCP priority

The device searches the DSCP priority mapping table based on DSCP priorities
of packets to determine the queues for the packets and re-mark packet
priorities.

e  MPLS EXP priority

The device searches the MPLS EXP priority mapping table based on MPLS EXP
priorities of MPLS packets to determine the queues for the packets and re-
mark packet priorities.

(10 NOTE

e The ART00&AR120&AR150&ART60&AR200 series cannot trust EXP priorities in
MPLS packets.

e WAN interfaces and layer 2 VE interfaces can be configured to trust EXP priorities
in MPLS packets.

Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run interface interface-type interface-number
The interface view is displayed.

Step 3 Run trust { 8021p [ override ] | dscp [ override ] | exp }
The packet priority trusted on the interface is specified.

By default, no packet priority is trusted on an interface, and the interface priority
is used for priority mapping.
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(11 NOTE

e On the ART00&AR120&AR150&AR160 (except the AR161, AR161W, AR169, AR169W,
ART69EW, AR169CVW, AR169CVW-4B4S, ART69EGW-L, AR161G-L, AR161G-Lc, AR161EW,
ART161EW-M1, AR161G-U, AR169G-L, AR169W-P-M9, AR169RW-P-M9 and AR169-P-
M9)&AR200 series, AR1200 series, AR2220E, or AR2204, if override is not specified, the
8021.p priority of packets is changed to the mapped value and the DSCP priority remains
unchanged after priority mapping. If override is specified, both the 802.1p and DSCP
priorities of packets are changed to the mapped value after priority mapping.

e On the AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P, AR2204E,
AR2204-51GE-R, AR2204E-D, AR2202-48FE, AR2220, AR2240C, AR2240, or AR3200&AR3600
series, if override is not specified, packet priorities are not changed after priority mapping. If
override is specified, both the 802.1p and DSCP priorities of packets are changed to the
mapped value after priority mapping.

--—-End

2.6.2 (Optional) Configuring an Interface Priority

Context

Procedure

Step 1

Step 2

Step 3

An interface's priority is used in the following scenarios:

e When the interface receives untagged VLAN packets, the device forwards the
packets based on the interface priority.

e If the interface is configured to trust 802.1p priorities, the device uses the
interface priority as the 802.1p priority for the untagged packets received on
the interface, and then searches the 802.1p priority mapping table to
determine the queue for the untagged packets.

Run system-view

The system view is displayed.

Run interface interface-type interface-number
The interface view is displayed.

Run port priority priority-value

The interface priority is set.

By default, the interface priority is 0.

----End

2.6.3 Configuring a Priority Mapping Table

Context

The device performs priority mapping based on packet priorities or interface
priorities. Priority mappings can be configured in the priority mapping table. The
device supports mapping between 802.1p, MPLS-EXP, and DSCP priorities, and can
map 802.1p, MPLS-EXP or DSCP priorities to local priorities.
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Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run any of the following commands to enter the priority mapping table view
depending on the product model:

e  For the ART00&ART20&AR150&AR160&AR200 series, run gos map-table
{ dot1p-dot1p | dot1p-dscp | dscp-dot1p | dscp-dscp }.

e  For the AR1200 series, AR2240C, AR2220E, or AR2204, run qos map-table
{ dot1p-dot1p | dot1p-dscp | dscp-dot1p | dscp-dscp | exp-exp }.

e For the AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204E-D-27GE,
AR2204-51GE-P, AR2204-51GE-R, AR2204E, AR2204E-D, AR2202-48FE,
AR2220, AR2240, or AR3200&AR3600 series, run qos map-table { dot1p-
dot1p | dot1p-dscp | dot1p-lp | dscp-dot1p | dscp-dscp | dscp-lp | exp-exp |
exp-lp }.

Step 3 Run input { input-valuel [ to input-value2] } &<1-10> output output-value

A priority mapping is configured in the priority mapping table.

--—-End

2.6.4 Verifying the Priority Mapping Configuration

Procedure

e Run the following commands as required:

--—-End

On the ART00&AR120&AR150&AR160&AR200 series, run the display qos
map-table [ dot1p-dot1p | dot1p-dscp | dscp-dot1p | dscp-dscp ]
command to check mappings between priorities.

On the AR1200 series, AR2240C, AR2220E, or AR2204, run the display
gos map-table [ dot1p-dot1p | dot1p-dscp | dscp-dot1p | dscp-dscp |
exp-exp ] command to check mappings between priorities.

On the AR2204XE, AR2201-48FE, AR2202-48FE, AR2204-24GE,
AR2204-27GE, AR2204-27GE-P, AR2204E-D-27GE, AR2220, AR2240,
AR3200&AR3600 series, run the display qos map-table [ dot1p-dotip |
dot1p-dscp | dot1p-lp | dscp-dot1p | dscp-dscp | dscp-lp | exp-exp |
exp-lp ] command to check mappings between priorities.

2.7 Configuration Examples for Priority Mapping

2.7.1 Example for Configuring Priority Mapping

Networking Requirements

As shown in Figure 2-5, voice, video, and data terminals on the enterprise's LAN
connect to Eth2/0/0 and Eth2/0/1 of RouterA through SwitchA and SwitchB. The
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voice, video, and data flows are transmitted to the WAN through GE3/0/0 of
RouterA.

Packets of different services are identified by 802.1p priorities on the LAN and
enter different queues on LAN interfaces of RouterA based on 802.1p priorities.
When packets reach the WAN from GE3/0/0, differentiated services need to be
provided for the packets based on DSCP priorities. Therefore, RouterA needs to
map 802.1p priorities to DSCP priorities. To meet this requirement, configure a
priority mapping table on RouterA.

Figure 2-5 Networking diagram of priority mapping configurations

RouterB

Configuration Roadmap

The configuration roadmap is as follows:

1. Create VLANs and VLANIF interfaces on RouterA and configure interfaces to
enable access to the WAN through RouterA.

Configure interfaces of RouterA to trust 802.1p priorities in packets.

3. Configure a priority mapping table on RouterA and set 802.1p-to-DSCP
mappings in the table. RouterA can then map 802.1p priorities of packets to
DSCP priorities.

Procedure

Step 1 Create VLANs and add interfaces to the VLANSs.
# Create VLAN 20 and VLAN 30 on RouterA.

<Huawei> system-view
[Huawei] sysname RouterA
[RouterA] vlan batch 20 30
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# Configure Eth2/0/0 and Eth2/0/1 as trunk interfaces, and add Eth2/0/0 to VLAN
20 and Eth2/0/1 to VLAN 30.

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] port link-type trunk
[RouterA-Ethernet2/0/0] port trunk allow-pass vlan 20
[RouterA-Ethernet2/0/0] quit

[RouterA] interface ethernet 2/0/1
[RouterA-Ethernet2/0/1] port link-type trunk
[RouterA-Ethernet2/0/1] port trunk allow-pass vlan 30
[RouterA-Ethernet2/0/1] quit

# On SwitchA, configure the interface connected to RouterA as a trunk interface
and add it to VLAN 20. On SwitchB, configure the interface connected to RouterA
as a trunk interface and add it to VLAN 30.

# Create VLANIF 20 and VLANIF 30, assign IP address 192.168.2.1/24 to VLANIF
20, and assign IP address 192.168.3.1/24 to VLANIF 30.

[RouterA] interface vlanif 20
[RouterA-Vlanif20] ip address 192.168.2.1 24
[RouterA-Vlanif20] quit

[RouterA] interface vlanif 30
[RouterA-Vlanif30] ip address 192.168.3.1 24
[RouterA-Vlanif30] quit

# Assign IP address 192.168.4.1/24 to GE3/0/0.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] ip address 192.168.4.1 24
[RouterA-GigabitEthernet3/0/0] quit

# Configure RouterB to ensure that there are reachable routes between RouterB
and RouterA.

Step 2 Configure priority mapping.
# Configure Eth2/0/0 and Eth2/0/1 to trust 802.1p priorities in packets.

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] trust 8021p override
[RouterA-Ethernet2/0/0] quit

[RouterA] interface ethernet 2/0/1
[RouterA-Ethernet2/0/1] trust 8021p override
[RouterA-Ethernet2/0/1] quit

# Configure a priority mapping table.

[RouterA] qos map-table dot1p-dscp

[RouterA-maptbl-dot1p-dscp] input 2 output 16
[RouterA-maptbl-dot1p-dscp] input 5 output 40
[RouterA-maptbl-dot1p-dscp] input 6 output 46

Step 3 Verify the configuration.

# View priority mapping information on RouterA.

<RouterA> display qos map-table dot1p-dscp
Input Dot1p DSCP

NOUpS~WN=O
w
N
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# View the interface configuration on RouterA.

<RouterA> display current-configuration interface ethernet 2/0/0

#

interface Ethernet2/0/0

port link-type trunk

port trunk allow-pass vlan 20

trust 8021p override
#
return

<RouterA> display current-configuration interface ethernet 2/0/1

#
interface Ethernet2/0/1
port link-type trunk

port trunk allow-pass vlan 30

trust 8021p override
#
return

--—-End

Configuration file

e RouterA configuration

#

sysname RouterA

#
vlan batch 20 30
#

gos map-table dot1p-dscp
input 2 output 16
input 5 output 40
input 6 output 46

#

interface Vlanif20
ip address 192.168.2.1 255.255.255.0

#

interface Vlanif30
ip address 192.168.3.1 255.255.255.0

#

interface Ethernet2/0/0

port link-type trunk

port trunk allow-pass vlan 20
trust 8021p override

#

interface Ethernet2/0/1

port link-type trunk

port trunk allow-pass vlan 30
trust 8021p override

#

interface GigabitEthernet3/0/0
ip address 192.168.4.1 255.255.255.0

#
return

2.8 Troubleshooting Priority Mapping

2.8.1 Packets Enter Incorrect Queues

Common Causes

This fault is commonly caused by one of the following:
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Procedure

Step 1

Step 2

Step 3

e The priority type of packets is different from the priority type trusted by the
inbound interface.

e  Priority mapping in the priority mapping table is incorrect.

e There are configurations affecting the queues that packets enter on the
inbound interface, including:

Check that the priority type of packets is the same as the priority type trusted by
the inbound interface.

Run the display this command in the inbound interface view to check the
configuration of the trust command on the inbound interface (if the trust
command is not used, the system does not trust any priority by default). Then
obtain the packet header on the inbound interface, and check whether the priority
type is the same as the priority type trusted by the inbound interface.

(11 NOTE

If the trust command is not used, the device sends packets to queues based on the priority
configured by using the port priority command. As a result, all the packets enter the same
queue and the device cannot provide differentiated services.

e If not, run the trust command to modify the priority type trusted by the
inbound interface to be the same as the priority type of the captured packets.

e If so, go to step 2.

Check whether priority mappings are correct.

e The ART100&AR120&AR150&AR160&AR200 series, AR1200 series, AR2240C,
AR2220E, or AR2204 sends packets to queues based on the 802.1p priority;
therefore, check the mappings between DSCP or 802.1p priorities trusted by
the interface and 802.1p priorities.

e The AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P,
AR2204-51GE-R, AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240, or
AR3200&AR3600 series sends packets to queues based on the internal
priority; therefore, check the mappings between DSCP or 802.1p priorities
trusted by the interface and internal priorities.

Enter the priority mapping table view and run the display this command to check
whether priority mapping is configured correctly.

e If priority mapping is configured incorrectly, run the qos map-table command
to enter the priority mapping table view, and then run the input command to
configure priority mapping correctly.

e If so, go to step 3.

Check whether there are configurations affecting the queues that packets enter on

the inbound interface.

1. Check whether traffic policing defining the re-marking action is configured on
the inbound interface.

Run the display this command in the view of the inbound interface to check
whether the gos car inbound command with remark-8021p or remark-dscp
configured has been used.
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- If so, cancel the re-marking action or run the undo qos car inbound
command to cancel traffic policing.

- If not, go to step b.

Check whether the traffic policy defining the re-marking action is configured
in the inbound direction on the inbound interface.

Run the display this command in the view of the inbound interface to check
whether the traffic-policy policy-name inbound command has been
configured.

- If the traffic-policy policy-name inbound command is configured, run
the display traffic-policy applied-record policy-name command to
check the traffic policy record and the traffic behavior in the traffic policy.
If the traffic policy is applied successfully, run the display traffic
behavior user-defined command to check whether the traffic behavior
defines the re-marking action (remark 8021p or remark dscp), or
remark local-precedence.

= |If the traffic behavior in the traffic policy contains the re-marking
action, cancel the re-marking action or delete the traffic policy from
the interface.

=  |f the traffic policy fails to be applied or the traffic behavior in the
traffic policy does not contain the re-marking action, go to step c.

- If the traffic-policy policy-name inbound command is not configured, go
to step c.

Check whether the traffic policy defining the queuing action is configured in
the outbound direction on the inbound interface.

Run the display this command in the view of the inbound interface to check
whether the traffic-policy policy-name outbound command has been
configured.

- If the traffic-policy policy-name outbound command is configured, run
the display traffic-policy applied-record policy-name command to
check the traffic policy record and the traffic behavior in the traffic policy.
If the traffic policy is applied successfully, run the display traffic
behavior user-defined command to check whether the command output
contains Assured Forwarding, Expedited Forwarding, or Flow based
Weighted Fair Queuing. If so, the traffic behavior contains the queuing
action. Delete the queuing action from the traffic behavior or delete the
traffic policy from the interface.

--—-End

2.8.2 Priority Mapping Results Are Incorrect

Common Causes

This fault is commonly caused by one of the following:

The type of the priority trusted by the inbound interface is incorrect.

On the AR2201-48FE, AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240
or AR3200&AR3600 series, override is not specified in the trust command on
the inbound interface.
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Procedure
Step 1

Step 2

Step 3

Step 4

e  Priority mapping in the priority mapping table is incorrect.
e There are configurations affecting priority mapping on the inbound interface.

e There are configurations affecting priority mapping on the outbound
interface.

Check that the priority type trusted by the inbound interface is correct.

Run the display this command in the view of the inbound interface to check
whether the trusted priority type set by using the trust command on the inbound
interface is correct. (If the trust command is not used, the system does not trust
any priority by default.)

(11 NOTE

e On the ART0O0&AR120&AR150&AR160&AR200 series, AR1200 series, AR2204-27GE,
AR2204-27GE-P, AR2204E-D-27GE, AR2204-51GE-P, AR2204-51GE-R or AR2220L, if
trust is not used or the priority in packets is different from the priority trusted by the
inbound interface, the device checks the priority mapping table based on the interface
priority by the port priority command and modifies packet priorities.

e On the AR2201-48FE, AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240 or
AR3200&R3600 series, if trust is used, the priority in packets is different from the
priority trusted by the inbound interface, and override is specified, the device checks the
priority mapping table based on the interface priority by the port priority command
and modifies packet priorities.

e If not, run the trust command to correctly configure the priority type trusted
by the inbound interface.

e On the ART00&AR120&AR150&AR160&AR200&AR1200 seriesAR2204-27GE,
AR2204-27GE-P, AR2204E-D-27GE, AR2204-51GE-P, AR2204-51GE-R, and
AR2220L, if the priority in packets is different from the priority trusted by the
inbound interface, go to step 3.

e On the AR2201-48FE, AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240
or AR3200&AR3600 series, if the priority in packets is the same as the priority
trusted by the inbound interface, go to step 2.

Check whether override is specified in the trust command on the AR2201-48FE,
AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240 or AR3200&AR3600 series.

e If override is not specified, the device does not change packet priorities after
performing priority mapping. Specify override in the trust command.

e If override is specified, go to step 3.

Check whether priority mappings are correct.

Enter the priority mapping table view and run the display this command to check
whether priority mapping is configured correctly.

e If priority mapping is configured incorrectly, run the qos map-table command
to enter the priority mapping table view and the input command to configure
priority mapping correctly.

e If so, go to step 4.
Check whether there are configurations affecting priority mapping on the inbound
interface.

1. Check whether traffic policing defining the re-marking action is configured on
the inbound interface.
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Interface-based traffic policing takes precedence over priority mapping. If
interface-based traffic policing defining remark-8021p or remark-dscp is
configured on the inbound interface, the device re-marks packet priorities.

Run the display this command in the view of the inbound interface to check
whether the gos car inbound command with remark-8021p or remark-dscp
configured has been used.

- If so, delete the re-marking action or run the undo qos car inbound
command to delete traffic policing.

- If not, go to step b.

Check whether the traffic policy defining the re-marking action is configured
in the inbound direction on the inbound interface.

A traffic policy takes precedence over priority mapping. If the traffic policy
used on the inbound interface contains priority re-marking, remark local-
precedence, or car with remark-8021p or remark-dscp, the device re-marks
priorities of packets matching the traffic classifier.

Run the display this command in the view of the inbound interface to check
whether the traffic-policy policy-name inbound command has been
configured.

- If the traffic-policy policy-name inbound command has been configured,
run the display traffic-policy applied-record policy-name command to
check the traffic policy record and the traffic behavior in the traffic policy.

If the traffic policy has been applied successfully, run the display traffic
behavior user-defined command to check whether the traffic behavior
contains packet priority re-marking, internal priority re-marking, or car
with remark-8021p or remark-dscp.

" |f the traffic behavior in the traffic policy contains the re-marking
action, delete the re-marking action from the traffic behavior or
delete the traffic policy from the interface.

= |If the traffic policy fails to be applied or the traffic behavior does not
contain the re-marking action, go to step 5.

- If not, go to step 5.

Step 5 Check whether there are configurations affecting priority mapping on the
outbound interface.

1.

Check whether traffic policing defining the re-marking action is configured on
the outbound interface.

Interface-based traffic policing takes precedence over priority mapping. If
interface-based traffic policing defining remark-8021p or remark-dscp is
configured on the outbound interface, the device re-marks packet priorities.

Run the display this command in the view of the inbound interface to check
whether the qos car outbound command with remark-8021p or remark-
dscp configured has been used.

- If so, delete the re-marking action or run the undo qos car outbound
command to delete traffic policing.

- If not, go to step b.
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2. Check whether the traffic policy defining the re-marking action is configured
in the outbound direction on the outbound interface.

A traffic policy takes precedence over priority mapping. If the traffic policy
used on the outbound interface contains priority re-marking, remark local-
precedence, or car with remark-8021p or remark-dscp, the device re-marks
priorities of packets matching the traffic classifier.

Run the display this command in the view of the outbound interface to check
whether the traffic-policy policy-name outbound command has been
configured. If the traffic-policy policy-name outbound command has been
configured, run the display traffic-policy applied-record policy-name
command to check the traffic policy record and the traffic behavior in the
traffic policy.

If the traffic policy has been applied successfully, run the display traffic
behavior user-defined command to check whether the traffic behavior
contains packet priority re-marking, internal priority re-marking, or car with
remark-8021p or remark-dscp. If the traffic behavior contains the re-marking
action, delete the re-marking action from the traffic behavior or delete the
traffic policy from the interface.

--—-End

2.9 FAQ About Priority Mapping
2.9.1 What Is the Function of Interface Priorities?

The port priority command sets the interface priorities, that is, specifies the
default priorities of incoming packets on the interface. AR series routers send
packets to different queues based on the interface priority. By default, the AR
interface does not trust packet priorities. Packets enter queues according to the
interface priority.

If all packets enter queues according to the interface priority, all packets on an
interface enter the same queue. Differentiated services cannot be provided. Using
the trust command, you can specify the priority to be mapped for packets, that is,
search for a priority mapping to the packet priority in the priority mapping table.

e The AR150&AR160&AR200 series and AR1200 series send packets to different
interface queues based on the mapped 802.1p priorities, and use the queue
scheduling to provide services for packets with different priorities.

e On AR2200 series:

- From V200R001CO00, the device sends packets to different interface
queues based on the mapped 802.1p priorities, and uses the queue
scheduling to provide services for packets with different priorities.

- From V200R003C00, the AR2204 sends packets to different interface
queues based on the mapped 802.1p priorities, and uses the queue
scheduling to provide services for packets with different priorities. While
the AR2201, AR2202, AR2220 and AR2240 send packets to different
interface queues based on the mapped local priorities, and use the queue
scheduling to provide services for packets with different priorities.
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The AR3200 series send packets to different interface queues based on the

mapped local priorities, and use the queue scheduling to provide services for
packets with different priorities.

2.9.2 What Are the Differences of Trust Command Between
AR100, AR120, AR150, AR160, AR200, AR1200 Series?

V200R001CO00:

On the AR1200 series, the override keyword in the trust command
cannot be set. By default, the priority field in a packet is modified.

On the AR2200 series and AR3200&AR3600 series, the override keyword
in the trust command can be set. Users can determine whether to modify
the priority field in a packet.

From V200R001CO1:

When the override keyword is not set in the trust command on the
AR1200 series, the DSCP value of a packet remains unchanged after the
802.1p value of the packet is set to the mapping value. When the
override keyword is set in the trust command on the AR1200 series, the
802.1p value and DSCP value of a packet are changed to the mapping
values.

The override keyword in the trust command can be set on the AR2200
series and AR3200&AR3600 series. Users can determine whether to
modify the priority field in a packet.

From V200R002C00:

When the override keyword is not set in the trust command on the
AR100&AR120&AR150&AR160&AR200 series, and AR1200 series, the
DSCP value of a packet remains unchanged after the 802.1p value of the
packet is set to the mapping value. When the override keyword is set in
the trust command on the AR150, AR200, and AR1200 series, the 802.1p
value and DSCP value of a packet are changed to the mapping values.

The override keyword in the trust command can be set on the AR2200
series and AR3200 series. Users can determine whether to modify the
priority field in a packet.

From V200R003CO00:

When the override keyword is not set in the trust command on the
ART00&AR1T20&AR1T50&AR1T160&AR200&AR1200 series, AR2204-27GE,
AR2204-27GE-P, AR2204E-D-27GE, AR2204-51GE-P, AR2204-51GE,
AR2204-51GE-R, AR2204, AR2220L, the DSCP value of a packet remains
unchanged after the 802.1p value of the packet is set to the mapping
values.

The override keyword in the trust command can be set on the
AR2201-48FE, AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240,
AR2240C, AR3200&AR3600 series. Users can determine whether to
modify the priority field in a packet.
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Traffic Policing and Traffic Shaping
Configuration

About This Chapter

This document describes basic concepts of traffic policing and traffic shaping, and
configuration methods of traffic shaping and traffic policing based on a traffic
classifier, and provides configuration examples.

3.1 Overview of Traffic Policing and Traffic Shaping

3.2 Understanding Traffic Policing, Traffic Shaping, and Interface-based Rate
Limiting

This section describes the principles behind the token bucket, traffic measurement,
traffic policing, traffic shaping, and interface-based rate limiting mechanisms.

3.3 Application Scenarios for Traffic Policing, Traffic Shaping, and Interface-based
Rate Limiting

3.4 Licensing Requirements and Limitations for Traffic Policing and Traffic Shaping
3.5 Default Settings for Traffic Policing and Traffic Shaping

3.6 Configuring Traffic Policing

3.7 Configuring Traffic Shaping

3.8 Configuring Rate Limiting on a Physical Interface

3.9 Maintaining Traffic Policing and Traffic Shaping

3.10 Configuration Examples for Traffic Policing and Traffic Shaping

3.11 FAQ About Traffic Policing and Traffic Shaping

3.1 Overview of Traffic Policing and Traffic Shaping

By monitoring the rate of traffic entering a network, traffic policing and traffic
shaping limit traffic and resource usage to better serve users.
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If the transmit rate of packets is larger than the receive rate of packets or the rate
of an interface on a downstream device is smaller than that of the connected
interface on the upstream device, network congestion occurs. If traffic sent by
users is not limited, continuous burst data from many users will aggravate
network congestion. Traffic sent by users must be limited to efficiently use limited
network resources and better serve more users.

Traffic policing and traffic shaping limit traffic and resources used by the traffic by
monitoring the traffic rate.

Traffic Policing

Traffic policing discards excess traffic to limit the traffic within a proper range and
to protect network resources and user benefits.

Traffic Shaping

Traffic shaping is a measure to adjust the transmit rate of traffic. When the rate of
the inbound interface on a downstream device is lower than that of the outbound
interface on an upstream device or burst traffic occurs, traffic congestion may
occur on the inbound interface of the downstream device. You can configure
traffic shaping on the outbound interface of the upstream device so that outgoing
traffic is sent at an even rate, which prevents congestion.

Traffic policing discards excess traffic, while traffic shaping buffer excess traffic in
a token bucket. When there are sufficient tokens in the token bucket, the device
forwards the buffered packets at an even rate. Traffic shaping increases the delay,
whereas traffic policing does not.

3.2 Understanding Traffic Policing, Traffic Shaping, and
Interface-based Rate Limiting

This section describes the principles behind the token bucket, traffic measurement,
traffic policing, traffic shaping, and interface-based rate limiting mechanisms.

A network needs to transmit various types of service traffic for different types of
users. If rates of service traffic are not limited on the network, the network will be
congested when many users continuously generate burst traffic. To provide better
service for more users with limited network resources, rates of service traffic must
be limited.

Traffic policing and traffic shaping control traffic rates and resource usage by
monitoring the rates of incoming traffic entering a network. The incoming traffic
must be measured first so that measures can be taken to limit the traffic rate
based on the measurement result. Generally, the token bucket mechanism is used
to measure traffic.

3.2.1 Token Bucket

Overview

A token bucket is a container that can store a certain number of tokens. The
system places tokens into a token bucket at the configured rate. If the token
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bucket is full, excess tokens overflow and the number of tokens in the bucket can
no longer increase.

The system determines whether there are enough tokens in the bucket for packet
forwarding. If so, the traffic rate conforms to the rate limit. Otherwise, the traffic
rate exceeds or violates the rate limit.

RFC standards define two token bucket algorithms:

e The single rate three color marker (srTCM) algorithm determines traffic bursts
based on packet lengths.

e The two rate three color marker (trTCM) algorithm determines traffic bursts
based on packet rates.

The srTC and trTCM algorithms mark packets red, yellow, or green based on traffic
metering results. Then the system processes packets based on their colors. The
two algorithms can work in color-aware and color-blind modes. The color-blind
mode is used as an example in the following descriptions.

Single-Rate-Two-Bucket Mechanism

The single-rate-two-bucket mechanism uses the srTCM algorithm to measure
traffic and marks packets green, yellow, or red based on the metering result.

Figure 3-1 Single-rate-two-bucket mechanism
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As shown in Figure 3-1, buckets C and E contain Tc and Te tokens respectively.
The single-rate-two-bucket mechanism uses three parameters:

e CIR: indicates the rate at which tokens are put into bucket C, that is, the
average traffic rate that bucket C allows.

e  (BS: indicates the capacity of bucket C, that is, the maximum volume of burst
traffic that bucket C allows.

e  Excess burst size (EBS): indicates the capacity of bucket E, that is, the
maximum volume of excess burst traffic that bucket E allows.

The system places tokens into the bucket at the CIR:

e If Tcis less than the CBS, Tc increases.

e If Tcis equal to the CBS and Te is smaller than the EBS, Te increases.

e If Tcis equal to the CBS and Te is equal to the EBS, Tc and Te do not increase.

B indicates the size of an arriving packet:

e If Bis less than or equal to Tc, the packet is colored green, and Tc decreases
by B.

e If B is greater than Tc and less than or equal to Te, the packet is colored
yellow and Te decreases by B.

e If Bis greater than Tc and B is greater than Te, the packet is colored red, and
Tc and Te remain unchanged.
Two-Rate-Two-Bucket Mechanism

The two-rate-two-bucket mechanism uses the trTCM algorithm to measure traffic
and marks packets green, yellow, or red based on the metering result.
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Figure 3-2 Two-rate-two-bucket mechanism
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As shown in Figure 3-2, buckets P and C contain Tp and Tc tokens respectively.
Two-rate-two-bucket mechanism uses four parameters:

e Peak information rate (PIR): indicates the rate at which tokens are put into
bucket P, that is, the maximum traffic rate that bucket P allows. The PIR is
greater than the CIR.

e CIR: indicates the rate at which tokens are put into bucket C, that is, the
average traffic rate that bucket C allows.

e  Peak burst size (PBS): indicates the capacity of bucket P, that is, the maximum
volume of burst traffic that bucket P allows.

e  (BS: indicates the capacity of bucket C, that is, the maximum volume of burst
traffic that bucket C allows.

The system places tokens into bucket P at the PIR and places tokens into bucket C

at the CIR:

e If Tpis less than the PBS, Tp increases. If Tp is greater than or equal to the
PBS, Tp remains unchanged.

e If Tcis less than the CBS, Tc increases. If Tc is greater than or equal to the
CBS, Tp remains unchanged.

B indicates the size of an arriving packet:

e If B is greater than Tp, the packet is colored red.

e If Bis greater than Tc and less than or equal to Tp, the packet is colored
yellow and Tp decreases by B.
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If B is less than or equal to Tp and B is less than or equal to Tc, the packet is
colored green, and Tp and Tc decrease by B.

Color-aware Mode

In color-aware mode, if the arriving packet has been colored red, yellow, or green,
the packet color affects metering results of the token bucket mechanism in the
following ways:

If the packet has been colored green, the metering mechanism is the same as
that in color-blind mode.

If the packet has been colored yellow, the system marks the packet yellow if it
conforms to the limit and marks the packet red if it violates the limit,
depending on the packet length and the number of tokens.

If the packet has been colored red, it is marked red in the token bucket.

3.2.2 Traffic Policing

Traffic policing discards excess traffic to limit the traffic within a specified range
and to protect network resources as well as the enterprise benefits.

Implementation of Traffic Policing

Figure 3-3 Traffic policing components
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As shown in Figure 3-3, traffic policing involves the following components:

Meter: measures the network traffic using the token bucket mechanism and
sends the measurement result to the marker.

Marker: colors packets green, yellow, or red based on the measurement result
received from the meter.

Action: performs actions based on packet coloring results received from the
marker. The following actions are defined:

- Pass: forwards the packets that meet network requirements.
- Remark + pass: changes the local priorities of packets and forwards them.
- Discard: drops the packets that do not meet network requirements.

By default, green and yellow packets are forwarded, and red packets are
discarded.
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If the rate of a type of traffic exceeds the threshold, the device reduces the packet
priority and then forwards the packets or directly discards the packets based on
traffic policing configuration. By default, the packets are discarded.

3.2.3 Traffic Shaping

Traffic shaping adjusts the rate of outgoing traffic so that the outgoing traffic can
be sent out at an even rate. Traffic shaping uses the buffer and token bucket to
control traffic. When packets are sent at a high speed, traffic shaping buffers
packets and then evenly sends these cached packets based on the token bucket.

When the rate of an interface on a downstream device is slower than that of an
interface on an upstream device or burst traffic occurs, traffic congestion may
occur on the downstream device interface. Traffic shaping can be configured on
the interface of an upstream device so that outgoing traffic is sent at an even rate
and congestion is avoided.

Traffic Shaping Process

The traffic shaping technology is used on an interface, a sub-interface, or in an
interface queue, and can limit the rate of all the packets on an interface or the
packets of a certain type passing through an interface.

Flow-based queue shaping using the single bucket at a single rate on an interface
or sub-interface is used as an example. Figure 3-4 shows the traffic shaping
process.

Figure 3-4 Traffic shaping process

Packets not

Queue requiring Packet flow
queuing "7 >
Packet flow e 3~ 000
—————————— > i oo
000 i ©O® : i Tokens |ﬁ]—'|Adds tokens to bucketi
i Pl ' at specified rate |
© :: iPackets requiring 1 i
CO0OO0OO 'Vi i I queuing v i
1
000 © Simple 1 ' i Packets within |
classification i ------ i ' Token bucket ) the rate limit i
| l 07 !
1 1 1
1 \ ]
i ! '
| ! i
1
1

QT Y6 A— O P— .

Packets exceedingi
the rate limit v

e (00O (e -

00 Packets discarded when
the buffer queue is full

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 42



Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS 3 Traffic Policing and Traffic Shaping Configuration

The traffic shaping process is described as follows:

1.  When packets arrive, the device classifies packets so that the packets enter
different queues.

2. If the queue that packets enter is not configured with traffic shaping, the
packets of the queue are sent. Otherwise, proceed to the next step.

3. The system places tokens into the bucket at the configured rate (CIR):

- If there are sufficient tokens in the bucket, the device sends packets
directly and the number of tokens decreases.

- If there are insufficient tokens in the bucket, the device places packets
into the buffer queue. If the buffer queue is full, packets are discarded.

4. When there are packets in the buffer queue, the system extracts the packets
from the queue and sends them periodically. Each time the system sends a
packet, it compares the number of packets with the number of tokens till the
tokens are insufficient to send packets or all the packets are sent.

After queue shaping is performed, the system needs to control the packets at the
traffic shaping rate configured on an interface if traffic shaping is configured on
the interface or sub-interface. The process is the same as the queue shaping
process; however, you do not need to perform 1 and 2.

Adaptive Traffic Shaping

Traffic shaping solves the problem of packets discarded on the inbound interface
of the downstream device when the rate of the inbound interface on the
downstream device is smaller than the rate of the outbound interface on the
upstream device. In some scenarios, the interface rate of the downstream device is
variable, so the upstream device cannot determine the traffic shaping parameters.
Configure an adaptive traffic profile and associate an NQA test instance with the
adaptive traffic profile so that the device can dynamically adjust traffic shaping
parameters based on the NQA result.

An adaptive traffic profile defines the following parameters:

e NQA test instance: measures the packet loss ratio on the inbound interface of
the downstream device. The upstream device adjusts traffic shaping
parameters based on the detected packet loss ratio.

e Traffic shaping rate range: allowed by the outbound interface of the upstream
device. The traffic shaping rate in this range is adjusted dynamically.

e Traffic shaping rate adaptation step: step of the traffic shaping rate
dynamically adjusted each time.

e  Packet loss ratio range: is allowed by the inbound interface of the
downstream device. If the packet loss ratio detected by the NQA test instance
is within the range, the upstream device does not adjust the traffic shaping
rate. If the detected packet loss ratio is larger than the upper threshold for the
packet loss ratio, the upstream device reduces its traffic shaping rate. If the
detected packet loss ratio is smaller than the lower threshold for the packet
loss ratio and congestion occurs on the upstream device, the upstream device
increases its traffic shaping rate.

e Interval at which the traffic shaping rate increases: interval at which the
upstream device increases the traffic shaping rate when the packet loss ratio

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 43



Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS 3 Traffic Policing and Traffic Shaping Configuration

frequently changes below the lower threshold of the packet loss ratio. This
parameter prevents frequent traffic shaping rate change.

(1] NOTE

When the NQA test instance detects a high packet loss ratio, to prevent packet loss,
the upstream device immediately reduces the traffic shaping rate regardless of the
interval.

The traffic shaping rate is adjusted based on the detected packet loss ratio:

Condition Action

The NQA test instance detects that the | Reduce the traffic shaping rate.
packet loss ratio is greater than the
upper threshold in the adaptive traffic
profile.

e The NQA test instance detects that | Increase the traffic shaping rate.
the packet loss ratio is smaller than
the lower threshold in the adaptive
traffic profile.

e Congestion occurs on the outbound
interface of the upstream device.

e The interval at which the traffic
shaping rate increases is reached.

e The NQA test instance detects that | Retain the traffic shaping rate.
the packet loss ratio is smaller than
the lower threshold in the adaptive
traffic profile.

e No congestion occurs on the
outbound interface of the upstream
device.

The detected packet loss ratio is within | Retain the traffic shaping rate.
the packet loss ratio range in the
adaptive traffic profile.

NQA test fails. Retain the upper threshold for the
traffic shaping rate in the adaptive
traffic profile

(1 NOTE

The adaptive traffic profile can be bound to an NQA test instance. The upstream device
uses the upper threshold for the traffic shaping rate in the adaptive traffic profile if the
adaptive traffic profile is not bound to the NQA test instance.
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3.3 Application Scenarios for Traffic Policing, Traffic
Shaping, and Interface-based Rate Limiting

Traffic Policing

As shown in Figure 3-5, voice, video, and data services are transmitted on an
enterprise network. When a large amount of traffic enters the network side,
congestion may occur due to insufficient bandwidth. Different guaranteed
bandwidth must be provided for the voice, video, and data services, listed in
descending order of priority. In this situation, traffic policing can be configured to
provide the highest guaranteed bandwidth for voice packets and lowest
guaranteed bandwidth for data packets. This configuration ensures preferential
transmission of voice packets when congestion occurs.

Figure 3-5 Networking of traffic policing

Traffic direction

RouterB

Layer 2 Layer 3

Traffic policing in
) the inbound
direction

Traffic Shaping

On an enterprise network, the headquarters is connected to branches through
leased lines on an ISP network. Branches connect to the Internet through the
headquarters. If all branches connect to the Internet simultaneously, a large
amount of web traffic sent from the headquarters to the Internet causes network
congestion. As a result, some web traffic is discarded. As shown in Figure 3-6, to
prevent web traffic loss, traffic shaping can be configured before traffic sent from
branches enters the headquarters.
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Figure 3-6 Networking of traffic shaping

Headquarters

Traffic shaping in the
outbound direction

Interface-based Rate Limiting

On the enterprise network shown in Figure 3-7, when a large amount of traffic
enters the network side, congestion may occur due to insufficient bandwidth. To
prevent traffic loss, interface-based rate limiting can be configured on the inbound
interface of the router to limit the rate of traffic sent to the network side. Excess
traffic will be discarded.

Figure 3-7 Networking of interface-based rate limiting
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3.4 Licensing Requirements and Limitations for Traffic
Policing and Traffic Shaping

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Traffic policing and traffic shaping is a basic feature of a router and is not under
license control.

Feature Limitations

If the source interface bound to a tunnel interface is a VLANIF interface or the
source IP address bound to a tunnel interface is the IP address of a VLANIF
interface, the tunnel interface does not support traffic policing or traffic shaping.

3.5 Default Settings for Traffic Policing and Traffic
Shaping

Table 3-1 lists the default settings for traffic policing, and Table 3-2 lists the
default settings for traffic shaping.

Table 3-1 Default settings for traffic policing

Parameter Default Setting
Interface-based traffic Disabled
policing

Flow-based traffic policing Disabled

Table 3-2 Default settings for traffic shaping

Parameter Default Setting
Interface-based traffic Disabled
shaping
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3.6 Configuring Traffic Policing

Pre-configuration Tasks

Interface-based traffic policing allows the device to limit the rate of all service
traffic on an interface. Flow-based traffic policing allows the device to limit the
rate of packets matching traffic classification rules.

Before configuring traffic policing on an interface, configure link layer attributes of
the interface to ensure that the interface works properly.

3.6.1 Configuring Interface-based Traffic Policing

Context

Procedure

Step 1

Step 2

Step 3

Step 4

To limit the incoming and outgoing traffic rate on an interface, configure traffic
policing on the interface. If the rate of received or sent packets exceeds the rate
limit, the device discards excess packets.

(11 NOTE

LAN interfaces of the AR100 series, AR120 series, AR150 series, AR160 series, AR200 series,
AR1220E, AR1220EV, and AR1220EVW do not support interface-based traffic policing.

The 4GE-2S and 4ES2GP-S cards do not support interface-based traffic policing.
The WAN-side traffic policing command can be configured on Layer 2 VE interfaces.
The 4ES2G-S card does not support Layer 2 traffic policing.

Run system-view
The system view is displayed.
(Optional) Run gos overhead layer { link | physics }

A mode is specified for calculating packet lengths during traffic policing or traffic
shaping.

By default, the system counts the physical-layer and link-layer compensation
information in packet lengths during traffic policing or traffic shaping.

Run interface interface-type interface-number [ .subinterface-number ]
The interface or sub-interface view is displayed.

The traffic policing configuration commands on LAN and WAN interfaces are
different. Run the following commands as required.

(11 NOTE

Layer 2 VE interfaces can only configure traffic policing on WAN-side interfaces.

e Configure traffic policing on a WAN interface.
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On the ART00&AR120&AR150&AR160&AR200 series, run qos car

{ inbound | outbound } [ acl ac/-number | { destination-ip-address |
source-ip-address } range start-ip-address to end-ip-address [ per-
address ] [ time-range time-range-name ] ] cir cir-value [ pir pir-value ]
[ cbs cbs-value pbs pbs-value] [ green { discard | pass [ remark-8021p
8021p-value | remark-dscp dscp-value] } ] [ yellow { discard | pass

[ remark-8021p 8027p-value | remark-dscp dscp-valuel } ] [ red

{ discard | pass [ remark-8021p 8027p-value | remark-dscp dscp-
value] } ]

On the ART00&AR120, AR161, AR161W, AR161G-L, AR161G-U, AR169,
AR169W, AR169G-L, AR169-P-M9, AR169RW-P-M9 and AR169W-P-M9,
run qos car { inbound | outbound } user-set user-set-name cir cir-value
[ cbs cbs-value pbs pbs-value] [ time-range time-range-name] [ green
{ discard | pass [ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ] [ yellow { discard | pass

[ remark-8021p 8027p-value | remark-dscp dscp-value | remark-mpls-
exp exp-value] } ] [ red { discard | pass [ remark-8021p 8027p-value |
remark-dscp dscp-value | remark-mpls-exp exp-value] } ]

On the AR1200 series, AR2200 series, and AR3200&AR3600 series, run
qgos car { inbound | outbound } [ acl acl-number | { destination-ip-
address | source-ip-address } range start-jp-address to end-jp-address
[ per-address ] [ time-range time-range-name] ] cir cir-value [ pir pir-
value] [ cbs cbs-value pbs pbs-value] [ green { discard | pass

[ remark-8021p 8027p-value | remark-dscp dscp-value | remark-mpls-
exp exp-value] } ] [ yellow { discard | pass [ remark-8021p 8027p-
value | remark-dscp dscp-value | remark-mpls-exp exp-value] } ] [ red
{ discard | pass [ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ]

(10 NOTE

If you do not specify the CBS and PBS when configuring traffic policing on a WAN
interface, their values are as follows:

- If the PIR is not set or set to the same value as the CIR, the CBS is 188 times the
CIR and the PBS is 313 times the CIR.

- If the PIR is set to a different value than the CIR, the CBS is 125 times the CIR
and the PBS is 125 times the PIR.

When the CBS is smaller than the number of bytes in a packet, the device discards
packets of this type.

Configure traffic policing on a LAN interface.

Run qos car inbound cir cir-value
Traffic policing is configured for all services on an interface.

On the ART00&AR120&ART50&AR160&AR200 series, run qos car

{ inbound | outbound } { acl ac/-number | { destination-ip-address |
source-ip-address } range start-ip-address to end-ip-address [ per-
address ] [ time-range time-range-name 1 } cir cir-value [ pir pir-value ]
[ cbs cbs-value pbs pbs-value] [ green { discard | pass [ remark-8021p
8021p-value | remark-dscp dscp-value] } ] [ yellow { discard | pass

[ remark-8021p 8027p-value | remark-dscp dscp-value] } ] [ red

{ discard | pass [ remark-8021p 8027p-value | remark-dscp dscp-
value] } ]
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{11 NOTE

AR161, AR161W, AR169, AR169W, AR161G-L, AR161G-U, AR169G-L, AR169W-P-M9,
AR169RW-P-M9, and AR169-P-M9 support limiting the service traffic matching a
specified ACL rule or service traffic whose source and destination IP addresses are
within a specified range, but do not support limiting all the service traffic on an
interface.

- On the AR1200 series, AR2200 series, and AR3200&AR3600 series, run
qgos car { inbound | outbound } { acl acl-number | { destination-ip-
address | source-ip-address } range start-jp-address to end-ijp-address
[ per-address ] [ time-range time-range-name] } cir cir-value [ pir pir-
value] [ cbs cbs-value pbs pbs-value] [ green { discard | pass
[ remark-8021p 8027p-value | remark-dscp dscp-value | remark-mpls-
exp exp-value] } ] [ yellow { discard | pass [ remark-8021p 8027p-
value | remark-dscp dscp-value | remark-mpls-exp exp-value] } ] [ red
{ discard | pass [ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ]

L] NOTE
AR1220E, AR1220EV and AR1220EVW support limiting the service traffic matching a
specified ACL rule or service traffic whose source and destination IP addresses are

within a specified range, but do not support limiting all the service traffic on an
interface.

--—-End

3.6.2 Configuring MQC to Implement Traffic Policing

Context
To control a specific type of traffic in the inbound or outbound direction on an
interface, configure MQC-based traffic policing. MQC-based traffic policing can
implement differentiated services using complex traffic classification. When the
receive or transmit rate of packets matching traffic classification rules exceeds the
rate limit, the device discards the packets.

Procedure

1. Configure a traffic classifier.

a. Run system-view
The system view is displayed.
b. Run traffic classifier classifier-name [ operator { and | or } ]
A traffic classifier is created and the traffic classifier view is displayed.
and indicates that rules are ANDed with each other.
" |f a traffic classifier contains ACL rules, packets match the traffic

classifier only when they match one ACL rule and all the non-ACL
rules.

® |f a traffic classifier does not contain ACL rules, packets match the
traffic classifier only when the packets match all the non-ACL rules.
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or indicates that the relationship between rules is OR. Packets match a
traffic classifier as long as packets match only one rule of the traffic

classifier.

By default, the relationship between rules in a traffic classifier is OR.

¢. Run the following commands as required.

Matching Rule

Command

Outer VLAN ID

if-match vlan-id start-vian-id [ to end-vian-
id]

Inner VLAN IDs in
QinQ packets

if-match cvlan-id start-vian-id [ to end-vian-
id]

802.1p priority in
VLAN packets

if-match 8021p 8027p-value &<1-8>

Inner 802.1p priority
in QinQ packets

if-match cvlan-8021p 8027p-value &<1-8>

EXP priority in MPLS
packets
(AR1200&AR2200&A
R3200&AR3600
series)

if-match mpls-exp exp-value &<1-8>

Destination MAC
address

if-match destination-mac mac-address [ mac-
address-mask mac-address-mask ]

Source MAC address

if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR
packets

if-match dlci start-dilci-number [ to end-dlci-
number ]

DE value in FR
packets

if-match fr-de

Protocol type field
encapsulated in the
Ethernet frame
header

if-match [2-protocol { arp | ip | mpls | rarp |
protocol-value }

All packets

if-match any

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>
NOTE
If DSCP priority matching is configured in a traffic
policy, the SAE220 (WSIC) and SAE550 (XSIC) cards
do not support redirect ip-nexthop /p-address post-
nat.
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Matching Rule

Command

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is
AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }

QoS group index of
packets

if-match qos-group gos-group-value

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-number/vci-number

RTP port number

if-match rtp start-port start-port-number
end-port end-port-number

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst |
syn|urg}’

Inbound interface

if-match inbound-interface /nterface-type
interface-number

Outbound interface

if-match outbound-interface Cellular
interface-number:channel

ACL rule

if-match acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.
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Matching Rule

Command

ACLS6 rule

if-match ipv6 acl { acl-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source |IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-
set user-set-name] [ time-range time-name ]
NOTE
Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

SA group

if-match category category-name [ user-set
user-set-name] [ time-range time-name ]
NOTE

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group

if-match user-set user-set-name [ time-range
time-range-name ]

d. Run quit

Exit from the traffic classifier view.

2. Configure a traffic behavior.

a. Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is displayed, or
the view of an existing traffic behavior is displayed.

b. Run car cir { dir-value | pct cir-percentage} [ pir { pir-value | pct pir-
percentage } ] [ cbs cbs-value pbs pbs-value] [ share ] [ mode { color-
blind | color-aware } ] [ green { discard | pass [ remark-8021p 8027p-
value | remark-dscp dscp-value | remark-mpls-exp exp-value] } ]

[ yellow { discard | pass [ remark-8021p 8027p-value | remark-dscp
dscp-value | remark-mpls-exp exp-value] } ] [ red { discard | pass
[ remark-8021p 8027p-value | remark-dscp dscp-value | remark-mpls-

exp exp-value] } ]

The CAR action is configured.

After share is specified, all the rules in the traffic classifiers bound to the
same traffic behavior share CAR settings. The system aggregates all the
flows and uses CAR to limit the rate of the flows.
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{11 NOTE

e The ART00&AR120&AR150&ART60&AR200 series do not support remark-
mpls-exp exp-value.

e You can run the bandwidth bandwidth-value command in the dialer interface

view to set the base value for the percentage of the CIR set by the pct cir-

percentage parameter. Then the bandwidth percentage and actual bandwidth

can be allocated to different flows on the interface according to the base
value.

(Optional) Run statistic enable

The traffic statistics collection function is enabled.
Run quit

Exit from the traffic behavior view.

(Optional) Run qos overhead layer { link | physics }

A mode is specified for calculating packet lengths during traffic policing
or traffic shaping.

By default, physical-layer and link-layer compensation information is
included in packet lengths during traffic policing or traffic shaping.

Run quit
Exit from the system view.

3. Configure a traffic policy.

a.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the
view of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]

A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic
policy.

Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

4.  Apply the traffic policy.

Apply the traffic policy to an interface.
i.  Run system-view
The system view is displayed.

ii. Run interface interface-type interface-number.subinterface-
number ]

The interface view is displayed.
iii. Run traffic-policy policy-name { inbound | outbound }
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The traffic policy is applied to the inbound or outbound direction on
the interface.

By default, no traffic policy is applied to an interface.

- Apply the traffic policy to an interzone.
{10 NOTE

Only the ART00&AR120&AR150&ART60&AR200 series routers support this
configuration.

Run system-view

The system view is displayed.

Run firewall interzone zone-namei zone-name2

An interzone is created and the interzone view is displayed.
By default, no interzone is created.

You must specify two existing zones for the interzone.

Run traffic-policy policy-name

The traffic policy is bound to the interzone.

By default, no traffic policy is bound to an interzone.

- Apply the traffic policy to a BD.
{10 NOTE

Only the ART100&AR120&AR150&ART60&AR200&AR1200 series routers and the
AR2220E support this configuration.

Run system-view

The system view is displayed.

Run bridge-domain bd-id

A BD is created and the BD view is displayed.

By default, no BD is created.

Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.

By default, no traffic policy is applied to a BD.

- Apply the traffic policy in the system view.

Run system-view
The system view is displayed.

Run traffic-policy policy-name global bind interface { /interface-
type interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.

By default, no traffic policy is applied to the system or bound to any
interface of an AR.
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(11 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of
MPLS packets or applied to IPv6 packets. The remark mpls-exp action cannot
be configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global
traffic policy is applied, the traffic policies take effect according to the following
rules:

e |If the redirecting action is configured in both traffic policies, only the
redirecting behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-
based traffic policy and then the traffic behavior in the global traffic policy.

3.6.3 Verifying the Traffic Policing Configuration

Procedure

Run the display traffic behavior { system-defined | user-defined }
[ behavior-name ] command to check the traffic behavior configuration.

Run the display traffic classifier { system-defined | user-defined }
[ classifier-name ] command to check the traffic classifier configuration.

Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name ] ] command to check the traffic policy configuration.

Run the display traffic-policy applied-record [ policy-name] command to
check the record of a traffic policy that has been applied.

Run the display qos car statistics interface interface-type interface-number
{inbound | outbound } or display qos car statistics interface { virtual-
template vi-number virtual-access va-number} { inbound | outbound }
command to check statistics about packets forwarded and discarded on an
interface.

--—-End

3.7 Configuring Traffic Shaping

Pre-configuration Tasks

Traffic shaping enables the device to send outgoing traffic at an even rate and
reduces the number of discarded packets that exceed the CIR.

Before configuring traffic shaping on an interface, configure link layer attributes of
the interface to ensure that the interface works properly.

3.7.1 Configuring Interface-based Traffic Shaping

Context

To limit the rate of outgoing traffic on an interface, configure interface-based
traffic shaping. When the packet rate exceeds the traffic shaping rate, excess
packets enter the buffer queue. When there are sufficient tokens in the token
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Procedure

Step 1

Step 2

Step 3

Step 4

bucket, the device forwards the buffered packets at an even rate. When the buffer
queue is full, the device discards the buffered packets.

Run system-view
The system view is displayed.
(Optional) Run qos overhead layer { link | physics }

A mode for calculating the packet length during traffic policing or traffic shaping
is configured.

By default, physical-layer and link-layer compensation information is included in
packet lengths during traffic policing or traffic shaping.

Run interface interface-type interface-number [ .subinterface-number ]
The interface or sub-interface view is displayed.
Run gos gts cir cir-value [ cbs cbs-value]
Traffic shaping is configured.
By default, traffic shaping is not performed on an interface.
(11 NOTE

e Layer 2 interfaces on AR100 series, AR120 series, AR150 series, AR160 series, AR200 series,
AR1200 series do not support the qos gts command.

e The 9ES2, 4GE-2S, 4ES2G-S, and 4ES2GP-S cards do not support the qos gts command.

--—-End

3.7.2 Configuring Interface-based Adaptive Traffic Shaping

Context

When the inbound interface rate on the downstream device is variable and lower
than the outbound interface rate on the upstream device, configure adaptive
traffic shaping on the outbound interface of the upstream device to reduce
congestion and packet loss.

Adaptive traffic shaping is implemented by associating an NQA test instance with
an adaptive traffic profile on the upstream device. The NQA test instance detects
the packet loss ratio on the downstream device, and the upstream device
dynamically adjusts traffic shaping parameters based on the packet loss ratio as
follows:

e  Reduces the traffic shaping rate when the NQA test instance detects that the
packet loss ratio is larger than the upper threshold in the adaptive traffic
profile.

e Increases the traffic shaping rate when all the following conditions are met:

- The NQA test instance detects that the packet loss ratio is lower than the
lower threshold in the adaptive traffic profile.
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- Congestion occurs on the outbound interface of the upstream device.
- The interval for increasing the traffic shaping rate is reached.
e Retains the traffic shaping rate in one of the following scenarios:

- The NQA test instance detects that the packet loss ratio is smaller than
the lower threshold in the adaptive traffic profile and no congestion
occurs on the outbound interface of the upstream device.

- The detected packet loss ratio is within the packet loss ratio range in the
adaptive traffic profile.

e Uses the upper threshold for the traffic shaping rate in the adaptive traffic
profile when the NQA test fails.

e Uses the upper threshold for the traffic shaping rate in the adaptive traffic
profile when the adaptive traffic profile is not bound to any NQA test
instance.

Procedure

Step 1 Configure an adaptive traffic profile.
1. Run system-view

The system view is displayed.
2. (Optional) Run gos overhead layer { link | physics }

A mode is specified for calculating packet lengths during traffic policing or
traffic shaping.

By default, the system counts the physical-layer and link-layer compensation
information in packet lengths during traffic policing or traffic shaping.

3. Run qos adaptation-profile adaptation-profile-name

An adaptive traffic profile is created and its view is displayed.

4. Run rate-range low-threshold /low-threshold-value high-threshold high-
threshold-value

The traffic shaping rate range is set.
5. (Optional) Run rate-adjust step step

The traffic shaping rate change step is set.
6. (Optional) Run rate-adjust increase interval /nterval-value

The interval for increasing the traffic shaping rate is set.

7. (Optional) Run rate-adjust loss low-threshold /low-threshold-percentage
high-threshold high-threshold-percentage

The packet loss ratio range is set.
8. Run track nqa admin-name test-name

An NQA test instance is bound to the adaptive traffic profile.
(10 NOTE

When configuring an NQA test instance, ensure that NQA packets can enter high-
priority queues so that they are not discarded in the case of heavy traffic.
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Step 2

9. Run quit
Exit from the adaptive traffic profile.

Apply the adaptive traffic profile.
1. Run interface interface-type interface-numberi.subinterface-number]

The interface or sub-interface view is displayed.
2. Run qos gts adaptation-profile adaptation-profile-name

The adaptive traffic profile is applied to the interface or sub-interface.

--—-End

3.7.3 Configuring Queue-based Traffic Shaping

Context

Procedure

Step 1

Step 2

Step 3

Step 4

To shape packets in each queue on an interface, configure a queue profile and
apply it to the interface. The packets received on an interface enter different
queues based on priority mapping. The device provides differentiated services by
setting different traffic shaping parameters for queues with different priorities.

L] NOTE
e Layer 2 interfaces on the AR100&AR120serise, AR161, ART61EW, AR161EW-M1, AR161G-L,
AR161G-Lc, AR161G-U, AR161W, AR169, AR169CVW, AR169CVW-4B4S, AR169JFVW-4B4S,
AR169JFVW-2S, ART169EGW-L, AR169EW, AR169G-L, AR169-P-M9, AR169RW-P-M9, AR169W-

P-M9, AR1220C, AR1220F, AR1220E, AR1220EV, AR1220EVW and AR1220-8GE do not
support the qos queue-profile (interface view) command.

e The 9ES2, 4GE-2S, 4ES2G-S, and 4ES2GP-S cards do not support the qos queue-profile
(interface view) command.

Run system-view
The system view is displayed.
(Optional) Run qos overhead layer { link | physics }

A mode is specified for calculating packet lengths during traffic policing or traffic
shaping.

By default, the system counts the physical-layer and link-layer compensation
information in packet lengths during traffic policing or traffic shaping.

Run gos queue-profile gueue-profile-name
A queue profile is created and its view is displayed.

Run queue { start-queue-index [ to end-queue-index] } &<1-10> length { bytes
bytes-value | packets packets-value ¥

The length of a queue is set.
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(11 NOTE

Interfaces on the 4GE-2S, 4ES2G-S, 4ES2GP-S and 9ES2 cards do not support the queue
length command.

Layer 2 FE interfaces on the AR150&AR200 series do not support the queue length
command.

Layer 2 GE interfaces on the AR100&AR120&AR160 series do not support the queue length
command.

FE interfaces on the SRU of the AR1200 series do not support the queue length command.

Step 5 Run queue { start-queue-index [ to end-queue-index] } &<1-10> gts cir cir-value
[ cbs cbs-value ]

Queue-based traffic shaping is configured.
By default, queue-based traffic shaping is not performed.
Step 6 Run quit
Exit from the queue profile view.
Step 7 Run interface interface-type interface-number{ subinterface-number]
The interface or sub-interface view is displayed.
Step 8 Run qos queue-profile gueue-profile-name
The queue profile is applied to the interface or sub-interface.

--—-End

3.7.4 Configuring MQC to Implement Traffic Shaping

Background

Modular QoS command-Line interface (MQC) can implement traffic shaping for a
specific type of traffic using a traffic policy. A traffic policy can be applied to
different interfaces. When the rate of packets matching the specified traffic
classifier exceeds the rate limit, the device buffers the excess packets. When there
are sufficient tokens in the token bucket, the device forwards the buffered packets
at an even rate. When the buffer queue is full, the device discards the buffered
packets. MQC-based traffic shaping enables the device to identify different service
flows using traffic classifiers and provide differentiated services on a per flow
basis.

(11 NOTE

A traffic policy containing a traffic shaping behavior can be applied to the outbound
direction on a WAN interface and layer 2 VE interface.

Procedure
1. Configure a traffic classifier.

a. Run system-view
The system view is displayed.
b. Run traffic classifier classifier-name [ operator { and | or } ]
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A traffic classifier is created and the traffic classifier view is displayed.

and indicates that rules are ANDed with each other.

® |f a traffic classifier contains ACL rules, packets match the traffic
classifier only when they match one ACL rule and all the non-ACL

rules.

" |f a traffic classifier does not contain ACL rules, packets match the
traffic classifier only when the packets match all the non-ACL rules.

or indicates that the relationship between rules is OR. Packets match a
traffic classifier as long as packets match only one rule of the traffic

classifier.

By default, the relationship between rules in a traffic classifier is OR.

Run the following commands as required.

Matching Rule

Command

Outer VLAN ID

if-match vlan-id start-vian-id [ to end-vian-
id]

Inner VLAN IDs in
QinQ packets

if-match cvlan-id start-vian-id [ to end-vian-
id]

802.1p priority in
VLAN packets

if-match 8021p 8027p-value &<1-8>

Inner 802.1p priority
in QinQ packets

if-match cvlan-8021p 8027p-value &<1-8>

EXP priority in MPLS
packets
(AR1200&AR2200&A
R3200&AR3600
series)

if-match mpls-exp exp-value &<1-8>

Destination MAC
address

if-match destination-mac mac-address [ mac-
address-mask mac-address-mask ]

Source MAC address

if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR
packets

if-match dlci start-dlci-number [ to end-dici-
number ]

DE value in FR
packets

if-match fr-de

Protocol type field
encapsulated in the
Ethernet frame
header

if-match [2-protocol { arp | ip | mpls | rarp |
protocol-value '}

All packets

if-match any
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Matching Rule

Command

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>
NOTE
If DSCP priority matching is configured in a traffic
policy, the SAE220 (WSIC) and SAE550 (XSIC) cards

do not support redirect ip-nexthop /p-address post-
nat.

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is
AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }

QoS group index of
packets

if-match qos-group gos-group-value

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-number/vci-number

RTP port number

if-match rtp start-port start-port-number
end-port end-port-number

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst |
syn|urg}”

Inbound interface

if-match inbound-interface /nterface-type
interface-number

Outbound interface

if-match outbound-interface Cellular
interface-number:channel

ACL rule

if-match acl { acl-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.
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Matching Rule

Command

ACLS6 rule

if-match ipv6 acl { acl-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source |IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-
set user-set-name] [ time-range time-name ]
NOTE
Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

SA group

if-match category category-name [ user-set
user-set-name] [ time-range time-name ]
NOTE

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group

if-match user-set user-set-name [ time-range
time-range-name ]

d. Run quit

Exit from the traffic classifier view.

2. Configure a traffic behavior.

a. Run traffic behavior behavior-name

A traffic behavior is created and its view is displayed.

b. Run gts cir { cir-value [ cbs cbs-value] | pct pct-value } [ queue-length

queue-length ]

Traffic shaping is configured.

c. (Optional) Run statistic enable

Traffic statistics collection is enabled.

d. Run quit

Exit from the traffic behavior view.

e. (Optional) Run gos overhead layer { link | physics }

A mode is specified for calculating packet lengths during traffic policing

or traffic shaping.
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By default, the system counts the physical-layer and link-layer
compensation information in packet lengths during traffic policing or
traffic shaping.

Run quit
Exit from the system view.

Configure a traffic policy.

a.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the
view of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]

A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic
policy.

Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

Apply the traffic policy.

Apply the traffic policy to an interface.

i.  Run system-view
The system view is displayed.

ii. Run interface interface-type interface-numberi.subinterface-
number ]

The interface view is displayed.
iii. Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to the inbound or outbound direction on
the interface.

By default, no traffic policy is applied to an interface.
Apply the traffic policy to an interzone.

(11 NOTE

Only the ART100&AR120&AR150&ART60&AR200 series routers support this
configuration.

i.  Run system-view
The system view is displayed.
ii. Run firewall interzone zone-name1 zone-name2
An interzone is created and the interzone view is displayed.
By default, no interzone is created.
You must specify two existing zones for the interzone.

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 64



Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS 3 Traffic Policing and Traffic Shaping Configuration

Run traffic-policy policy-name
The traffic policy is bound to the interzone.
By default, no traffic policy is bound to an interzone.

- Apply the traffic policy to a BD.
{11 NOTE

Only the AR100&AR120&AR150&AR160&AR200&AR1200 series routers and the
AR2220E support this configuration.

Run system-view

The system view is displayed.

Run bridge-domain bd-id

A BD is created and the BD view is displayed.

By default, no BD is created.

Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.

By default, no traffic policy is applied to a BD.

- Apply the traffic policy in the system view.

Run system-view
The system view is displayed.

Run traffic-policy policy-name global bind interface { /interface-
type interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.

By default, no traffic policy is applied to the system or bound to any
interface of an AR.

(11 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of
MPLS packets or applied to IPv6 packets. The remark mpls-exp action cannot
be configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global
traffic policy is applied, the traffic policies take effect according to the following
rules:

e |If the redirecting action is configured in both traffic policies, only the
redirecting behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-
based traffic policy and then the traffic behavior in the global traffic policy.

3.7.5 Configuring MQC to Implement Adaptive Traffic Shaping

When the outgoing traffic rate needs to be limited on an upstream device but the
inbound interface rate on the downstream device is variable, configure MQC to
implement adaptive traffic shaping on the outbound interface of the upstream
device. When the rate of packets matching the specified traffic classifier exceeds
the rate limit, the upstream device buffers excess packets. When there are
sufficient tokens in the token bucket, the device forwards the buffered packets at
an even rate. When the buffer queue is full, the device discards the buffered
packets. MQC-based adaptive traffic shaping enables the device to identify
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Procedure

different service flows using traffic classifiers and provide differentiated services
on a per flow basis.

Adaptive traffic shaping is implemented by associating an NQA test instance with
an adaptive traffic profile on the upstream device. The NQA test instance detects
the packet loss ratio on the downstream device, and the upstream device
dynamically adjusts traffic shaping parameters based on the packet loss ratio as
follows:

e Reduces the traffic shaping rate when the NQA test instance detects that the
packet loss ratio is larger than the upper threshold in the adaptive traffic
profile.

e Increases the traffic shaping rate when all the following conditions are met:

- The NQA test instance detects that the packet loss ratio is lower than the
lower threshold in the adaptive traffic profile.

- Congestion occurs on the outbound interface of the upstream device.
- The interval for increasing the traffic shaping rate is reached.
e  Retains the traffic shaping rate in one of the following scenarios:

- The NQA test instance detects that the packet loss ratio is smaller than
the lower threshold in the adaptive traffic profile and no congestion
occurs on the outbound interface of the upstream device.

- The detected packet loss ratio is within the packet loss ratio range in the
adaptive traffic profile.

e Uses the upper threshold for the traffic shaping rate in the adaptive traffic
profile when the NQA test fails.

e Uses the upper threshold for the traffic shaping rate in the adaptive traffic
profile when the adaptive traffic profile is not bound to any NQA test
instance.

After an adaptive traffic profile is bound to a traffic behavior, associate the traffic
behavior with a traffic classifier in a traffic policy and apply the traffic policy to an
interface. Then parameters in the adaptive traffic profile take effect on the
interface.

(11 NOTE

A traffic policy containing an adaptive traffic shaping behavior can be applied to the
outbound direction on a WAN interface or layer 2 VE interfaces.

1. Configure an adaptive traffic profile.

a. Run system-view
The system view is displayed.
b. Run gos adaptation-profile adaptation-profile-name
An adaptive traffic profile is created and its view is displayed.

¢. Run rate-range low-threshold /ow-threshold-value high-threshold high-
threshold-value

The traffic shaping rate range is set.
d. (Optional) Run rate-adjust step step
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The traffic shaping rate adaptation step is set.
e. (Optional) Run rate-adjust increase interval /nterval-value
The interval for increasing the traffic shaping rate is set.

f.  (Optional) Run rate-adjust loss low-threshold low-threshold-percentage
high-threshold high-threshold-percentage

The packet loss ratio range is set.
g. Run track nqa admin-name test-name
An NQA test instance is bound to the adaptive traffic profile.

L] NOTE
When configuring an NQA test instance, ensure that NQA packets can enter
high-priority queues so that they are not discarded in the case of heavy traffic.
h. Run quit
Exit from the adaptive traffic profile.
i. Run quit
Exit from the system view.
2. Configure a traffic classifier.

a. Run system-view
The system view is displayed.
b. Run traffic classifier classifier-name [ operator { and | or } ]
A traffic classifier is created and the traffic classifier view is displayed.
and indicates that rules are ANDed with each other.
® |If a traffic classifier contains ACL rules, packets match the traffic

classifier only when they match one ACL rule and all the non-ACL
rules.

= |f a traffic classifier does not contain ACL rules, packets match the
traffic classifier only when the packets match all the non-ACL rules.

or indicates that the relationship between rules is OR. Packets match a
traffic classifier as long as packets match only one rule of the traffic
classifier.

By default, the relationship between rules in a traffic classifier is OR.
¢. Run the following commands as required.

Matching Rule Command

Outer VLAN ID if-match vlan-id start-vian-id [ to end-vian-
id]

Inner VLAN IDs in if-match cvlan-id start-vian-id [ to end-vian-

QinQ packets id]

802.1p priority in if-match 8021p 8027p-value &<1-8>

VLAN packets

Inner 802.1p priority | if-match cvlan-8021p 8027p-value &<1-8>

in QinQ packets
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Matching Rule

Command

EXP priority in MPLS
packets
(AR1200&AR2200&A
R3200&AR3600
series)

if-match mpls-exp exp-value &<1-8>

Destination MAC
address

if-match destination-mac mac-address [ mac-
address-mask mac-address-mask ]

Source MAC address

if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR
packets

if-match dlci start-dlci-number [ to end-dlci-
number ]

DE value in FR
packets

if-match fr-de

Protocol type field
encapsulated in the
Ethernet frame
header

if-match [2-protocol { arp | ip | mpls | rarp |
protocol-value }

All packets

if-match any

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>
NOTE
If DSCP priority matching is configured in a traffic
policy, the SAE220 (WSIC) and SAE550 (XSIC) cards

do not support redirect ip-nexthop /p-address post-
nat.

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is
AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }

QoS group index of
packets

if-match qos-group gos-group-value

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-numberfvci-number

RTP port number

if-match rtp start-port start-port-number
end-port end-port-number
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Matching Rule

Command

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst |
syn|urg}”

Inbound interface

if-match inbound-interface /nterface-type
interface-number

Outbound interface

if-match outbound-interface Cellular
interface-number:channel

ACL rule

if-match acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

ACLS6 rule

if-match ipv6 acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-
set user-set-name] [ time-range time-name ]
NOTE

Before defining a matching rule based on an

application protocol, enable Smart Application
Control (SA) and load the signature file.

SA group

if-match category category-name [ user-set
user-set-name] [ time-range time-name ]
NOTE

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group

if-match user-set user-set-name [ time-range
time-range-name ]
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d.

Run quit
Exit from the traffic classifier view.

Configure a traffic behavior.

a.

Run traffic behavior behavior-name

A traffic behavior is created and its view is displayed.

Run gts adaptation-profile adaptation-profile-name

An adaptive traffic profile is bound to the traffic behavior.

(11 NOTE

The adaptive traffic profile must have been created and configured.
(Optional) Run statistic enable
Traffic statistics collection is enabled.
Run quit
Exit from the traffic behavior view.
(Optional) Run qos overhead layer { link | physics }

A mode is specified for calculating packet lengths during traffic policing
or traffic shaping.

By default, the system counts the physical-layer and link-layer
compensation information in packet lengths during traffic policing or
traffic shaping.

Run quit
Exit from the system view.

Configure a traffic policy.

a.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the
view of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]

A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic
policy.

Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

Apply the traffic policy.

Apply the traffic policy to an interface.

i.  Run system-view
The system view is displayed.
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Run interface /nterface-type interface-numberi.subinterface-
number ]

The interface view is displayed.
Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to the inbound or outbound direction on
the interface.

By default, no traffic policy is applied to an interface.

Apply the traffic policy to an interzone.
(1O NOTE

Only the ART100&AR120&AR150&ART60&AR200 series routers support this
configuration.

Run system-view

The system view is displayed.

Run firewall interzone zone-name1 zone-name2

An interzone is created and the interzone view is displayed.
By default, no interzone is created.

You must specify two existing zones for the interzone.

Run traffic-policy policy-name

The traffic policy is bound to the interzone.

By default, no traffic policy is bound to an interzone.

Apply the traffic policy to a BD.
{10 NOTE

Only the ART100&AR120&AR150&ART60&AR200&AR1200 series routers and the
AR2220E support this configuration.

Run system-view

The system view is displayed.

Run bridge-domain bd-id

A BD is created and the BD view is displayed.

By default, no BD is created.

Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.

By default, no traffic policy is applied to a BD.

Apply the traffic policy in the system view.

Run system-view
The system view is displayed.

Run traffic-policy policy-name global bind interface { /interface-
type interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.

By default, no traffic policy is applied to the system or bound to any
interface of an AR.
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(11 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of
MPLS packets or applied to IPv6 packets. The remark mpls-exp action cannot
be configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global
traffic policy is applied, the traffic policies take effect according to the following
rules:

e If the redirecting action is configured in both traffic policies, only the
redirecting behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-
based traffic policy and then the traffic behavior in the global traffic policy.

3.7.6 Verifying the Traffic Shaping Configuration

Procedure

e Run the display qos queue-profile [ gueue-profile-name ] command to
check the queue profile configuration.

e Check the traffic shaping configuration in the traffic behavior view.

Run the display traffic behavior { system-defined | user-defined }
[ behavior-name ] command to check the traffic behavior configuration.

Run the display traffic classifier { system-defined | user-defined }
[ classifier-name ] command to check the traffic classifier configuration.

Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name ] 1 command to check the traffic policy configuration.

Run the display traffic-policy applied-record [ policy-name ] command
to check the traffic policy record.

e Check the adaptive traffic profile configuration.

--—-End

Run the display qos adaptation-profile [ adaptation-profile-name ]
command to check the adaptive traffic profile configuration.

Run the display qos adaptation-profile adaptation-profile-name
[ interface /nterface-type interface-number] applied-record command
to check the adaptive traffic profile record.

3.8 Configuring Rate Limiting on a Physical Interface

Pre-configuration Tasks

WAN-side physical interfaces support rate limiting. You can limit the rate of
outgoing packets on a WAN-side physical interface by setting the percentage of
traffic against the interface bandwidth.

Before configuring rate limiting on a physical interface, configure link layer
attributes of the interface to ensure that the interface works properly.
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Procedure

Step 1

Step 2

Step 3

Step 4

Run system-view
The system view is displayed.
(Optional) Run qos overhead layer { link | physics }

A mode is specified for calculating packet lengths during traffic policing or traffic
shaping.

By default, the system counts the physical-layer and link-layer compensation
information in packet lengths during traffic policing or traffic shaping.

Run interface interface-type interface-number

The interface view is displayed.

Run qgos lr pct pct-value [ cbs cbs-value]

The percentage of the traffic rate against the interface bandwidth is set.

By default, the percentage of traffic rate against the interface bandwidth is 100.

L] NOTE
Rate limiting will not take effect until queue scheduling is configured.

--—-End

Verifying the Configuration

e Run the display this command on the interface to check the rate limiting
configuration.

3.9 Maintaining Traffic Policing and Traffic Shaping

3.9.1 Displaying Traffic Statistics

Context

Procedure

Before checking flow-based traffic statistics, ensure that a traffic policy has been
created and has defined the traffic statistics action.

e Run the display traffic policy statistics interface /nterface-type interface-
number [ pvc vpi-numberfvci-number | dlci dlic-number] { inbound |
outbound } [ verbose { classifier-base | rule-base } [ class classifier-name
[ son-class son-class-name] ] ] or display traffic policy statistics interface
virtual-template vi-number virtual-access va-number{ inbound |
outbound } [ verbose { classifier-base | rule-base } [ class classifier-name
[ son-class son-class-name] ] ] command to check flow-based traffic
statistics.
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e Run the display qos queue statistics interface /interface-type interface-
number [ queue gueue-index] or display qos queue statistics interface
virtual-template vi-number virtual-access va-number [ queue gueue-
index] command to check traffic statistics in a queue on an interface.

--—-End

3.9.2 Clearing Traffic Statistics

Context

Procedure

NOTICE

The cleared flow-based traffic statistics cannot be restored. Exercise caution when
you run the reset command.

e Run the reset traffic policy statistics interface /nterface-type interface-
number [ pvc vpi-number/vci-number | dlci dlic-number] { inbound |
outbound } or reset traffic policy statistics interface virtual-template v¢-
number virtual-access va-number { inbound | outbound } command to clear
statistics on packets matching a traffic policy on an interface.

e Run the reset qos queue statistics interface /nterface-type interface-number
[ queue queue-index ] or reset qos queue statistics interface { virtual-
template vi-number virtual-access va-number} [ queue gueue-index ]
command to clear traffic statistics in a queue on an interface.

--—-End

3.10 Configuration Examples for Traffic Policing and
Traffic Shaping

3.10.1 Example for Configuring Traffic Policing

Networking Requirements

As shown in Figure 3-8, voice, video, and data services on the LAN of the
enterprise belong to VLAN10, VLAN20, and VLAN3O respectively. The services are
transmitted to Eth2/0/0 of RouterA through the switch, and are then transmitted
to the WAN through GE3/0/0 of RouterA.

Flow-based traffic policing needs to be performed for different service packets on
RouterA to limit the rate of each service flow within a proper range, so that
bandwidth can be ensured for each service. Interface-based traffic policing needs
to be performed for all incoming traffic on Eth2/0/0 so that the total traffic rate of
the enterprise is limited within a proper range.
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Figure 3-8 Networking diagram of traffic policing
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Configuration Roadmap

Procedure

Step 1

The following configurations are performed on the Router. The configuration
roadmap is as follows:

1.

Create VLANs and VLANIF interfaces on RouterA and configure physical
interfaces to ensure that enterprise users can access the WAN through
RouterA.

Configure traffic classifiers on RouterA to classify packets based on VLAN IDs.

Configure traffic behaviors on RouterA to perform traffic policing for different
service flows from the enterprise.

Configure a traffic policy on RouterA, associate the traffic behaviors with
traffic classifiers in the traffic policy, and apply the traffic policy to the
inbound direction of the interface on RouterA connected to the switch.

Configure interface-based traffic policing in the inbound direction of the
interface on RouterA connected to the switch to limit the rate of all the
packets.

Configure VLANs and interfaces.

# Create VLAN10, VLAN20, and VLAN30 on RouterA.

<Huawei> system-view
[Huawei] sysname RouterA
[RouterA] vlan batch 10 20 30

# Configure Eth2/0/0 as a trunk interface and allow packets from VLAN10,
VLAN20, and VLAN3O0 to pass through.
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Step 2

Step 3

Step 4

[RouterA] interface ethernet 2/0/0

[RouterA-Ethernet2/0/0] port link-type trunk
[RouterA-Ethernet2/0/0] port trunk allow-pass vlan 10 20 30
[RouterA-Ethernet2/0/0] quit

(11 NOTE

Configure the interface on the switch connected to RouterA as a trunk interface and allow
packets from VLAN 10, VLAN 20, and VLAN 30 to pass through.

# Create VLANIF10, VLANIF20, and VLANIF30, and assign IP addresses
192.168.1.1/24, 192.168.2.1/24, and 192.168.3.1/24 to VLANIF 10, VLANIF20, and
VLANIF30 respectively.

[RouterA] interface vlanif 10
[RouterA-Vlanif10] ip address 192.168.1.1 24
[RouterA-Vlanif10] quit

[RouterA] interface vlanif 20
[RouterA-Vlanif20] ip address 192.168.2.1 24
[RouterA-Vlanif20] quit

[RouterA] interface vlanif 30
[RouterA-Vlanif30] ip address 192.168.3.1 24
[RouterA-Vlanif30] quit

# Set the IP address of GE3/0/0 to 192.168.4.1/24.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] ip address 192.168.4.1 24
[RouterA-GigabitEthernet3/0/0] quit

# Configure RouterB and ensure that there are reachable routes between RouterB
and RouterA.

Configure traffic classifiers.

# Configure traffic classifiers c1, c2, and ¢3 on RouterA to match different service
flows from the enterprise based on VLAN IDs.

[RouterA] traffic classifier c1
[RouterA-classifier-c1] if-match vlan-id 10
[RouterA-classifier-c1] quit

[RouterA] traffic classifier c2
[RouterA-classifier-c2] if-match vlan-id 20
[RouterA-classifier-c2] quit

[RouterA] traffic classifier c3
[RouterA-classifier-c3] if-match vlan-id 30
[RouterA-classifier-c3] quit

Configure traffic behaviors.

# Create traffic behaviors b1, b2, and b3 on RouterA to perform traffic policing for
different service flows from the enterprise.

[RouterA] traffic behavior b1
[RouterA-behavior-b1] car cir 256
[RouterA-behavior-b1] statistic enable
[RouterA-behavior-b1] quit

[RouterA] traffic behavior b2
[RouterA-behavior-b2] car cir 4000
[RouterA-behavior-b2] statistic enable
[RouterA-behavior-b2] quit

[RouterA] traffic behavior b3
[RouterA-behavior-b3] car cir 2000
[RouterA-behavior-b3] statistic enable
[RouterA-behavior-b3] quit

Configure a traffic policy and apply the traffic policy to Eth2/0/0.
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# Create a traffic policy p1 on RouterA, associate the traffic behaviors with traffic
classifiers in the traffic policy, and apply the traffic policy to Eth2/0/0 in the
inbound direction.

[RouterA] traffic policy p1
[RouterA-trafficpolicy-p1] classifier c1 behavior b1
[RouterA-trafficpolicy-p1] classifier c2 behavior b2
[RouterA-trafficpolicy-p1] classifier c3 behavior b3
[RouterA-trafficpolicy-p1] quit

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] traffic-policy p1 inbound

Step 5 Configure interface-based traffic policing.

# Configure interface-based traffic policing in the inbound direction of Eth2/0/0
on RouterA to limit the total traffic rate of the enterprise within a proper range.

[RouterA-Ethernet2/0/0] qos car inbound cir 10000
[RouterA-Ethernet2/0/0] quit

Step 6 Verify the configuration.

# View the traffic classifier configuration.

[RouterA] display traffic classifier user-defined
User Defined Classifier Information:
Classifier: c2

Operator: OR
Rule(s) :

if-match vlan-id 20
Classifier: c3
Operator: OR
Rule(s) :

if-match vlan-id 30
Classifier: c1
Operator: OR
Rule(s) :

if-match vlan-id 10

# View the traffic policy configuration.

[RouterA] display traffic policy user-defined
User Defined Traffic Policy Information:
Policy: p1
Classifier: c1

Operator: OR
Behavior: b1
Committed Access Rate:
CIR 256 (Kbps), PIR 0 (Kbps), CBS 48128 (byte), PBS 80128 (byte)
Color Mode: color Blind
Conform Action: pass
Yellow Action: pass
Exceed Action: discard
statistic: enable

Classifier: c2
Operator: OR
Behavior: b2
Committed Access Rate:
CIR 4000 (Kbps), PIR 0 (Kbps), CBS 752000 (byte), PBS 1252000 (byte)
Color Mode: color Blind
Conform Action: pass
Yellow Action: pass
Exceed Action: discard
statistic: enable

Classifier: c3
Operator: OR
Behavior: b3
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Committed Access Rate:
CIR 2000 (Kbps), PIR 0 (Kbps), CBS 376000 (byte), PBS 626000 (byte)
Color Mode: color Blind
Conform Action: pass
Yellow Action: pass
Exceed Action: discard
statistic: enable

# View the traffic policy configuration on Eth2/0/0.
[RouterA] display traffic policy statistics interface ethernet 2/0/0 inbound

Interface: Ethernet2/0/0
Traffic policy inbound: p1
Rule number: 3

Current status: OK!

Iltem Sum(Packets/Bytes) Rate(pps/bps)
Matched 0/0 0/0
Passed 0/0 0/0
Dropped 0/0 0/0
Filter 0/0 0/0
CAR 0/0 0/0
Queue Matched 0/0 0/0
Enqueued 0/0 0/0
Discarded 0/0 0/0
CAR 0/0 0/0
Green packets 0/0 0/0
Yellow packets 0/0 0/0
Red packets 0/0 0/0
----End

Configuration Files

e RouterA configuration file
#
sysname RouterA
#
vlan batch 10 20 30
#
traffic classifier c1 operator or
if-match vlan-id 10
traffic classifier c2 operator or
if-match vlan-id 20
traffic classifier c3 operator or
if-match vlan-id 30
#
traffic behavior b1
car cir 256 cbs 48128 pbs 80128 green pass yellow pass red discard
statistic enable
traffic behavior b2
car cir 4000 cbs 752000 pbs 1252000 green pass yellow pass red discard
statistic enable
traffic behavior b3
car cir 2000 cbs 376000 pbs 626000 green pass yellow pass red discard
statistic enable
#
traffic policy p1
classifier c1 behavior b1
classifier c2 behavior b2
classifier ¢3 behavior b3
#
interface Vlanif10
ip address 192.168.1.1 255.255.255.0
#
interface Vlanif20
ip address 192.168.2.1 255.255.255.0
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#

interface Vlanif30

ip address 192.168.3.1 255.255.255.0
#

interface Ethernet2/0/0

port link-type trunk

port trunk allow-pass vlan 10 20 30
gos car inbound cir 10000
traffic-policy p1 inbound

#

interface GigabitEthernet3/0/0

ip address 192.168.4.1 255.255.255.0
#

return

3.10.2 Example for Configuring Traffic Shaping

Networking Requirements

As shown in Figure 3-9, voice, video, and data services are deployed on the LAN
of an enterprise. The service traffic is transmitted to Eth2/0/0 of RouterA through
the switch, and then to the WAN through GE3/0/0 of RouterA.

Packets of different services are identified by 802.1p priorities on the LAN. RouterA
sends the packets to queues based on 802.1p priorities. When the packets reach
the WAN through GE3/0/0, jitter may occur. The following requirements must be
met to reduce jitter and ensure bandwidth of services:

e The CIR on GE3/0/0 is 8000 kbit/s.

e The CIR and CBS for the voice service are 256 kbit/s and 6400 bytes

respectively.

e The CIR and CBS for the video service are 4000 kbit/s and 100000 bytes
respectively.

e The CIR and CBS for the data service are 2000 kbit/s and 50000 bytes
respectively.

Figure 3-9 Networking of traffic shaping
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Configuration Roadmap

Procedure

Step 1

Step 2

Step 3

The configuration roadmap is as follows:

1. Create VLANs and VLANIF interfaces on RouterA and configure physical
interfaces to ensure that enterprise users can access the WAN through
RouterA.

2. Configure the inbound interface of service packets on RouterA to trust 802.1p
priorities in packets.

3. Configure interface-based traffic shaping on the inbound interface of service
packets on RouterA to limit the interface bandwidth.

4. Configure queue-based traffic shaping on RouterA to limit the bandwidth of
voice, video, and data services.

Configure VLANs and interfaces.

# Create VLAN 10 on RouterA.

<Router> system-view
[Router] sysname RouterA
[RouterA] vlan 10
[RouterA-vlan10] quit

# Configure Eth2/0/0 as a trunk interface and add it to VLAN 10.
[RouterA] interface ethernet 2/0/0

[RouterA-Ethernet2/0/0] port link-type trunk

[RouterA-Ethernet2/0/0] port trunk allow-pass vlan 10

[RouterA-Ethernet2/0/0] quit

(1 NOTE

Configure the interface on the switch connected to RouterA as a trunk interface and add it
to VLAN 10.

# Create VLANIF 10 and assign IP address 192.168.1.1/24 to VLANIF 10.
[RouterA] interface vlanif 10

[RouterA-Vlanif10] ip address 192.168.1.1 24
[RouterA-Vlanif10] quit

# Set the IP address of GE3/0/0 to 192.168.4.1/24.
[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] ip address 192.168.4.1 24
[RouterA-GigabitEthernet3/0/0] quit

(11 NOTE

Configure RouterB and ensure that there are reachable routes between RouterB and
RouterA.

Configure the packet priority trusted by the inbound interface of packets.
# Configure Eth2/0/0 to trust 802.1p priorities of packets.

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] trust 8021p
[RouterA-Ethernet2/0/0] quit

Configure interface-based traffic shaping.
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Step 4

Step 5

# Configure traffic shaping on GE3/0/0 of RouterA to limit the traffic rate on the
interface to 8000 kbit/s.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] qos gts cir 8000
[RouterA-GigabitEthernet3/0/0] quit

Configure queue-based traffic shaping.

# Create a queue profile gp1 on RouterA, set the scheduling mode to WFQ for
queues 0 to 5 and to PQ for queue 6 and queue 7. Set CIR values for queue 6,
queue 5, and queue 2 to 256 kbit/s, 4000 kbit/s, and 2000 kbit/s respectively, and
set CBS values for queue 6, queue 5, and queue 2 to 6400 bytes, 100000 bytes,
and 50000 bytes respectively.

[RouterA] qos queue-profile qp1

[RouterA-qos-queue-profile-qp1] schedule pq 6 to 7 wfq 0 to 5
[RouterA-qos-queue-profile-qp1] queue 6 gts cir 256 cbs 6400
[RouterA-qos-queue-profile-qp1] queue 5 gts cir 4000 cbs 100000
[RouterA-gos-queue-profile-qp1] queue 2 gts cir 2000 cbs 50000
[RouterA-qos-queue-profile-qp1] quit

# Apply the queue profile qp1 to GE3/0/0 on RouterA.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] qos queue-profile gp1

Verify the configuration.

# View the configuration of GE3/0/0 on RouterA.

[RouterA-GigabitEthernet3/0/0] display this
#

interface GigabitEthernet3/0/0

ip address 192.168.4.1 255.255.255.0

gos queue-profile gp1

gos gts cir 8000

#

return

# View the queue profile configuration.

[RouterA-GigabitEthernet3/0/0] quit

[RouterA] display qos queue-profile qp1

Queue-profile: gp1

Queue Schedule Weight Length(Bytes/Packets) GTS(CIR/CBS)

0 WFQ 10 -/- -/-

1 WFQ 10 -/- -/-

2 WFQ 10 -/- 2000/50000
3 WFQ 10 -/- -/-

4 WFQ 10 -/- -/-

5 WFQ 10 -/- 4000/100000
6 PQ - -/- 256/6400

7 PQ = -/- =/

--—-End

Configuration Files

e RouterA configuration file
#
sysname RouterA
#
vlan batch 10
#
gos queue-profile gp1
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queue 2 gts cir 2000 cbs 50000
queue 5 gts cir 4000 cbs 100000
queue 6 gts cir 256 cbs 6400
schedule wfq 0 to 5 pq 6 to 7

#

interface Vlanif10

ip address 192.168.1.1 255.255.255.0

#

interface Ethernet2/0/0

port link-type trunk

port trunk allow-pass vlan 10

trust 8021p

#

interface GigabitEthernet3/0/0
ip address 192.168.4.1 255.255.255.0
gos queue-profile gp1

gos gts cir 8000

#

return

3.10.3 Example for Configuring Adaptive Traffic Shaping

Networking Requirements

As shown in Figure 3-10, the enterprise headquarters connects to the Internet
through GE1/0/0 of RouterA and connects to RouterB of the branch through a 3G
network.

Link bandwidth on the 3G network is variable. The enterprise requires that the
rate of packets sent from the headquarters to the branch be dynamically changed
in accordance with the 3G link bandwidth, to reduce jitter on the 3G network.

The priorities of data, video, and voice packets sent from the headquarters to the
branch are af11, af21, and ef respectively. Voice packets need to be processed first,
whereas video and data packets require bandwidth guarantee.

Figure 3-10 Networking of adaptive traffic shaping
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Configuration Roadmap

Procedure
Step 1

Step 2

Step 3

Step 4

Configure interface-based adaptive traffic shaping to dynamically adjust the rate
of packets sent from the headquarters to the branch, and configure flow-based
congestion management to process voice, video, and data packets differently. The
configuration roadmap is as follows:

1. Configure a jitter NQA test instance on RouterA and RouterB to detect the
status of the link between the headquarters and branch.

2. Configure an adaptive traffic profile and apply it to GE1/0/0 of RouterA.
When the NQA test instance detects that packet loss ratios of over 30% for
three consecutive times, RouterA reduces the packet transmission rate on
GE1/0/0.

3. Configure traffic classifiers on RouterA to classify data, video, and voice
packets.

4. Configure traffic behaviors on RouterA and specify different congestion
management actions for data, video, and voice packets in the traffic
behaviors.

5. Configure a traffic policy on RouterA, associate the traffic classifiers with the
traffic behaviors in the traffic policy, and apply the traffic policy to GE1/0/0 so
that data, video, and voice packets are processed in different manners.

Configure an NQA test instance.

# Configure the IP address and port number for the UDP server.

<Huawei> system-view
[Huawei] sysname RouterB
[RouterB] nga-server udpecho 192.168.2.2 9000

# Enable the NQA client and create a jitter NQA test instance.

<Huawei> system-view

[Huawei] sysname RouterA

[RouterA] nga test-instance admin jitter1

[RouterA-nga-admin-jitter1] test-type jitter

[RouterA-nga-admin-jitter1] destination-address ipv4 192.168.2.2[RouterA-nga-admin-jitter1]
destination-port 9000

[RouterA-nga-admin-jitter1] start now

[RouterA-nga-admin-jitter1] quit

Configure an adaptive traffic profile on RouterA.

[RouterA] qos adaptation-profile gts1

[RouterA-gos-adaptation-profile-gts1] rate-range low-threshold 128 high-threshold 512
[RouterA-qos-adaptation-profile-gts1] rate-adjust step 32
[RouterA-gos-adaptation-profile-gts1] rate-adjust loss low-threshold 20 high-threshold 30
[RouterA-qos-adaptation-profile-gts1] track nqa admin jitter1
[RouterA-qos-adaptation-profile-gts1] quit

Apply the adaptive traffic profile to GE1/0/0 on RouterA.

[RouterA] interface gigabitethernet 1/0/0
[RouterA-GigabitEthernet1/0/0] qos gts adaptation-profile gts1
[RouterA-GigabitEthernet1/0/0] quit

Configure traffic classifiers on RouterA to differentiate data, video, and voice
services.

[RouterA] traffic classifier data
[RouterA-classifier-data] if-match dscp af11
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Step 5

Step 6

Step 7

Step 8

[RouterA-classifier-data] quit

[RouterA] traffic classifier video
[RouterA-classifier-video] if-match dscp af21
[RouterA-classifier-video] quit

[RouterA] traffic classifier voice
[RouterA-classifier-voice] if-match dscp ef
[RouterA-classifier-voice] quit

Create traffic behaviors on RouterA, and specify the queues and bandwidth for
packets matching traffic classifiers.

[RouterA] traffic behavior data
[RouterA-behavior-data] queue af bandwidth pct 30
[RouterA-behavior-data] quit

[RouterA] traffic behavior video
[RouterA-behavior-video] queue af bandwidth pct 60
[RouterA-behavior-video] quit

[RouterA] traffic behavior voice
[RouterA-behavior-voice] queue llg bandwidth pct 5
[RouterA-behavior-voice] quit

Configure a traffic policy on RouterA, and associate the traffic classifiers with the
traffic behaviors in the traffic policy.

[RouterA] traffic policy p1

[RouterA-trafficpolicy-p1] classifier voice behavior voice
[RouterA-trafficpolicy-p1] classifier video behavior video
[RouterA-trafficpolicy-p1] classifier data behavior data

[RouterA-trafficpolicy-p1] quit

Apply the traffic policy to GE1/0/0 of RouterA.

[RouterA] interface gigabitethernet 1/0/0
[RouterA-GigabitEthernet1/0/0] ip address 192.168.1.2 24
[RouterA-GigabitEthernet1/0/0] traffic-policy p1 outbound
[RouterA-GigabitEthernet1/0/0] quit

Verify the configuration.

# View the record of the adaptive traffic profile gts1 on GE1/0/0 of RouterA.

[RouterA] display qos adaptation-profile gts1 interface gigabitethernet 1/0/0 applied-record
Interface: GigabitEthernet1/0/0

QoS gts adaptation-profile: gts1

NQA admin Name: admin

NQA test Name: jitter1

Current Rate: 256(Kbps)

Last packet loss: 25(%)

The latest traffic shaping rate fails to be updated because the packet loss ratio is within the allowed range.

--—-End

Configuration Files

e RouterA configuration file

#

sysname RouterA

#

gos adaptation-profile gts1

rate-range low-threshold 128 high-threshold 512
track nga admin jitter1

rate-adjust loss low-threshold 20 high-threshold 30
rate-adjust step 32

#

traffic classifier video operator or

if-match dscp af21

traffic classifier data operator or
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if-match dscp af11

traffic classifier voice operator or
if-match dscp ef

#

traffic behavior video

queue af bandwidth pct 60
traffic behavior data

queue af bandwidth pct 30
traffic behavior voice

queue llg bandwidth pct 5

#

traffic policy p1

classifier voice behavior voice
classifier video behavior video
classifier data behavior data

#

interface GigabitEthernet1/0/0
ip address 192.168.1.2 255.255.255.0
gos gts adaptation-profile gts1
traffic-policy p1 outbound

#

nga test-instance admin jitter1
test-type jitter

destination-address ipv4 192.168.2.2
destination-port 9000

#

return

e RouterB configuration file

#

sysname RouterB

#

nga-server udpecho 192.168.2.2 9000
#

return

3.11 FAQ About Traffic Policing and Traffic Shaping

3.11.1 Does the Device Support Rate Limiting Based on IP
Addresses ?

In later versions of V200R002C00, run the qos car command to set the rate limit
based on IP Addresses.

3.11.2 How Is Bandwidth of Different Types of Traffic
Guaranteed?

Configure traffic classifiers to differentiate traffic, configure queue ef or queue af
in traffic behaviors, bind the traffic classifiers and traffic behaviors to a traffic
policy, and apply the traffic policy to an interface.

3.11.3 Why IP-based CAR Is Invalid on a WAN-side Interface?

Because NAT is configured on the WAN-side interface, the device cannot
differentiate private IP addresses.

In V200R002C00 and later versions, to configure IP-based CAR on a WAN-side
interface, create a VLANIF interface and configure IP-based CAR on the VLANIF
interface.
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e To limit the download rate, configure IP-based CAR for a specified destination
address in the outbound direction.

e To limit the upload rate, configure IP-based CAR for a specified source address
in the inbound direction.

3.11.4 Can IP-based Rate Limit Be Configured on a Layer 2
Interface?

IP-based rate limit cannot be configured on a Layer 2 interface. Create a VLANIF
interface and configure IP-based CAR on the VLANIF interface.

3.11.5 What Are Differences Between the Outbound Traffic
Policing and Traffic Shaping?

Both outbound traffic policing (TP) and traffic shaping (TS) limit the rate of
outgoing traffic on an interface. Traffic policing and traffic shaping have the
following differences:

e Traffic policing directly discards packets with rates that are greater than the
traffic policing rate. Traffic shaping, however, buffers packets with rates that
are greater than the traffic shaping rate and sends the buffered packets at an
even rate.

e  Traffic shaping increases the delay, whereas traffic policing does not.

3.11.6 Can the qos gts and qos car Commands Be Used
Simultaneously for Outgoing Packets?

The gos car command affects the qos gts command effect. You are not advised to
run these two commands at the same time.

3.11.7 The Interval at Which the Traffic Shaping Rate
Increases Can Be Set, But the Interval at Which the Traffic
Shaping Rate Decreases Cannot Be Set. Why?

When the NQA test instance detects that the packet loss ratio is greater than the
upper threshold in the adaptive traffic profile, the upstream device reduces the
traffic shaping rate. This ensures that the traffic shaping rate rapidly adapts to the
network and prevents data loss.

3.11.8 Can the Adaptive Traffic Profile Be Bound to an NQA
Test Instance?

The adaptive traffic profile can be bound to an NQA test instance. The upstream
device uses the upper threshold for the traffic shaping rate in the adaptive traffic
profile if the adaptive traffic profile is not bound to the NQA test instance.
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3.11.9 Is the Upper or Lower Threshold for the Traffic Shaping
Rate in the Adaptive Traffic Profile Used by Default?

The upper threshold for the traffic shaping rate is used by default. The system
then dynamically adjusts traffic shaping parameters based on the NQA result.
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Congestion Management and
Congestion Avoidance Configuration

About This Chapter

When network congestion occurs, the device configured with congestion
management and congestion avoidance uses scheduling policies to determine the
packet forwarding sequence so that core services are processed preferentially. Or,
the device drops packets and adjusts network traffic to solve network overload
problem.

4.1 Overview of Congestion Management and Congestion Avoidance

4.2 Understanding Congestion Management and Congestion Avoidance
This section describes the principles of congestion management and congestion
avoidance.

4.3 Application Scenarios for Congestion Avoidance and Congestion Management

4.4 Licensing Requirements and Limitations for Congestion Management and
Congestion Avoidance

4.5 Default Settings for Congestion Management and Congestion Avoidance
4.6 Configuring Congestion Management
4.7 Configuring Congestion Avoidance

4.8 Configuration Examples for Congestion Management and Congestion
Avoidance

4.9 FAQ About Congestion Management and Congestion Avoidance
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4.1 Overview of Congestion Management and
Congestion Avoidance

Congestion avoidance prevents a network from being overloaded using a packet
discarding policy. Congestion management ensures that high-priority services are
preferentially processed based on the specified packet scheduling sequence.

On a traditional network, quality of service (QoS) is affected by network
congestion. Congestion means the low data forwarding rate and delay resulting
from insufficient network resources. Congestion results in delay of packet
transmission, low throughput rate, and high resource consumption. Congestion
frequently occurs in a complex networking environment where packet
transmission and provision of various services are both required.

Congestion avoidance and congestion management are two flow control
mechanisms for resolving congestion on a network.

Congestion Avoidance

Congestion avoidance is a flow control mechanism. A system configured with
congestion avoidance monitors network resources such as queues and memory
buffers. When congestion occurs or aggravates, the system discards packets.

The device supports the following congestion avoidance features:

e Tail drop

Tail drop is the traditional congestion avoidance mechanism that processes all
packets equally without classifying the packets into different types. When
congestion occurs, packets at the end of a queue are discarded until the
congestion problem is solved.

Tail drop causes global TCP synchronization. In tail drop mechanism, all newly
arrived packets are dropped when congestion occurs, causing all TCP sessions
to simultaneously enter the slow start state and the packet transmission to
slow down. Then all TCP sessions restart their transmission at roughly the
same time and then congestion occurs again, causing another burst of packet
drops, and all TCP sessions enters the slow start state again. The behavior
cycles constantly, severely reducing the network resource usage.

e WRED

Weighted Random Early Detection (WRED) randomly discards packets based
on drop parameters. WRED defines different drop policies for packets of
different services. WRED discards packets based on packet priorities, so the
drop probability of packets with higher priorities is low. In addition, WRED
randomly discards packets so that rates of TCP connections are reduced at
different times. This prevents global TCP synchronization.

WRED defines upper and lower threshold for the length of each queue. The
packet drop policy is as follows:

- When the length of a queue is shorter than the lower threshold, no
packet is discarded.

- When the length of a queue exceeds the upper threshold, all received
packets are discarded.
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- When the length of a queue ranges from the lower threshold to the
upper threshold, incoming packets are discarded randomly. RED generates
a random number for each incoming packet and compares it with the
drop probability of the current queue. If the random number is greater
than the drop probability, the packet is discarded. A longer queue
indicates a higher drop probability.

Congestion Management

When a network is congested intermittently and delay-sensitive services require
higher bandwidth than other services, congestion management adjusts the
scheduling order of packets.

The device supports the following congestion management features:

PQ scheduling

Priority Queuing (PQ) schedules packets in descending order of priorities.
Queues with lower priorities are processed only after all the queues with
higher priorities have been processed.

By using PQ scheduling, the device puts packets of delay-sensitive services
into queues with higher priorities and packets of other services into queues
with lower priorities. In this manner, packets of key services can be
transmitted first.

PQ scheduling has a disadvantage. If a lot of packets exist in queues with
higher priorities when congestion occurs, packets in queues with lower
priorities cannot be transmitted for a long time.

WRR scheduling

Weighted Round Robin (WRR) scheduling ensures that packets in all the
queues are scheduled in turn.

For example, eight queues are configured on an interface. Each queue is
configured with a weight: w7, w6, w5, w4, w3, w2, w1, and w0. The weight
value represents the percentage of obtaining resources. The following scenario
assumes that the weights of queues on the 100M interface are 50, 50, 30, 30,
10, 10, 10, and 10, which match w7, w6, w5, w4, w3, w2, w1, and woO.
Therefore, the queue with the lowest priority can obtain at least 5 Mbit/s
bandwidth. This ensures that packets in all the queues can be scheduled.

In addition, WRR can dynamically change the time of scheduling packets in

queues. For example, if a queue is empty, WRR ignores this queue and starts
to schedule the next queue. This ensures efficient use of bandwidth.

WRR scheduling has two disadvantages:

- WRR schedules packets based on the number of packets. When the
average packet length in each queue is the same or known, you can
obtain the required bandwidth by setting WRR weight values. When the
average packet length in each queue is variable, you cannot obtain the
required bandwidth by setting WRR weight values.

- Delay-sensitive services, such as voice services, cannot be scheduled in a
timely manner.

DRR scheduling
Implementation of Deficit Round Robin (DRR) is similar to that of WRR.

The difference between DRR and WRR is as follows: WRR schedules packets
based on the number of packets, whereas DRR schedules packets based on
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the packet length. If the packet length is too long, DRR allows the negative
weight value so that long packets can be scheduled. In the next round, the
queue with the negative weight value is not scheduled until its weight value
becomes positive.

DRR offsets the disadvantages of PQ scheduling and WRR scheduling. That is,
in PQ scheduling, packets in queues with lower priorities cannot be scheduled
for a long time; in WRR scheduling, bandwidth is allocated improperly when
the packet length of each queue is different or variable.

DRR cannot schedule delay-sensitive services such as voice services in time.
WFQ scheduling

Fair queuing (FQ) ensures that network resources are allocated evenly to
optimize the delay and jitter of all flows. Weighted FQ (WFQ) schedules
packets based on priorities, and schedules more packets with higher priorities
than packets with lower priorities.

WFQ can automatically classify flows based on the session information,
including the protocol type, source and destination TCP or UDP port numbers,
source and destination IP addresses, and precedence field in the Type of
Service (ToS) field. In addition, WFQ provides a large number of queues and
evenly puts flows into queues to smooth out the delay. When flows leave
queues, WFQ allocates the bandwidth on the outbound interface for each
flow based on the precedence of each flow. Flows with the lowest priorities
obtain the least bandwidth.

PQ+WRR/PQ+DRR/PQ+WFQ scheduling

PQ, WRR, DRR, and WFQ have their own advantages and disadvantages. If
only PQ scheduling is used, packets in queues with lower priorities may not
obtain bandwidth. If only WRR, DRR, or WFQ scheduling is used, delay-
sensitive services cannot be scheduled in time. PQ+WRR, PQ+DRR, or PQ
+WFQ scheduling integrates the advantages of PQ scheduling and WRR or
DWRR scheduling and offsets their disadvantages.

By using PQ+WRR, PQ+DRR, or PQ+WFQ scheduling, the device puts
important packets, such as protocol packets and packets of delay-sensitive
services to the PQ queue, and allocates bandwidth to the PQ queue. Then the
device can put other packets into WRR, DRR, or WFQ queues based on the
packet priority. Packets in WRR, DRR, or WFQ queues can be scheduled in
turn.

CBQ scheduling

Class-based queueing (CBQ) is an extension of WFQ and matches packets
with traffic classifiers. CBQ classifies packets based on the IP precedence or
Differentiated Services Code Point (DSCP) priority, inbound interface, or 5-
tuple (protocol type, source IP address and mask, destination IP address and
mask, source port range, and destination port range). Then CBQ puts packets
into different queues. If packets do not match any configured traffic
classifiers, CBQ matches packets with the default traffic classifier.

CBQ provides the following types of queues:
-  Expedited Forwarding (EF) queues are applied to short-delay services.

An EF queue has the highest priority. You can put one or more types of
packets into EF queues and set different bandwidth for different types of
packets.
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In addition to common EF queues, the device provides a special EF queue,
LLQ queue with the shortest delay. Low Latency Queuing (LLQ) provides
good QoS assurance for delay-sensitive services such as VolP services.

User Datagram Protocol (UDP) packets of VoIP services often exist in EF
queues; therefore, use the tail drop method but not WRED.

- Assured Forwarding (AF) queues are applied to key data services that
require assured bandwidth.

Each AF queue corresponds to one type of packets. You can set
bandwidth for each type of packets. During scheduling, the system sends
packets based on the configured bandwidth. AF implements fair
scheduling. If an interface has remaining bandwidth, packets in AF
gueues obtain the remaining bandwidth based on weights. When
congestion occurs, each type of packets can obtain the minimum
bandwidth.

If the length of an AF queue reaches the maximum value, the tail drop
method is used by default. You can choose to use WRED.

- Best-Effort (BE) queues are applied to best-effort services that require no
strict QoS assurance.

If packets do not match any configured traffic classifiers, packets match
the default traffic classifier defined by the system. You are allowed to
configure AF queues and bandwidth for the default traffic classifier,
whereas BE queues are configured in most situations. BE uses WFQ
scheduling so that the system schedules packets matching the default
traffic classifier based on flows.

If the length of a BE queue reaches the maximum value, the tail drop
method is used by default. You can choose to use WRED.

(10 NOTE

After packet fragments are scheduled in queues, the device may randomly discard
some packets. As a result, fragments fail to be reassembled.

4.2 Understanding Congestion Management and
Congestion Avoidance

This section describes the principles of congestion management and congestion
avoidance.

4.2.1 Congestion Avoidance

Congestion avoidance is a mechanism used to control service flows. A system
configured with congestion avoidance monitors network resource usage such as
queues and memory buffers. When congestion occurs or aggravates, the system
starts to discard packets.

Congestion avoidance uses tail drop and WRED to discard packets.

e Traditional tail drop policy
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The traditional packet drop policy uses the tail drop method. When the length
of a queue reaches the maximum value, all the packets last added to the
queue (at the tail of the queue) are discarded.

This packet drop policy may cause global TCP synchronization. As a result,
TCP connections cannot be set up. The three colors represent three TCP
connections. When packets from multiple TCP connections are discarded,
these TCP connections enter the congestion avoidance and slow start state.
Traffic reduces, and then reaches the peak. The volume of traffic varies
greatly.

Figure 4-1 Tail drop policy
A

.. 2]
v W\ W

WRED

To avoid global TCP synchronization, Random Early Detection (RED) is used.
The RED mechanism randomly discards packets so that the transmission
speed of multiple TCP connections is not reduced simultaneously. In this
manner, global TCP synchronization is prevented. The rate of TCP traffic and
network traffic becomes stable.

Figure 4-2 RED
A

[

The device provides Weighted Random Early Detection (WRED) based on RED
technology. WRED discards packets in queues based on DSCP priorities or IP
priorities. The upper drop threshold, lower drop threshold, and drop
probability can be set for each priority. When the length of a queue is smaller
than the lower drop threshold, no packets are discarded. When the length of
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a queue exceeds the upper drop threshold, all new packets in the queue are
discarded. When the length of a queue is between the upper drop threshold
and the lower drop threshold, new packets are discarded randomly. A longer
queue means higher drop probability, but the drop probability has a
maximum value.

(11 NOTE

LAN-side subcards do not support WRED.

4.2.2 Congestion Management

As increasing network services are emerging and people are demanding higher
network quality, limited bandwidth cannot meet network requirements. As a
result, the delay and signal loss occur because of congestion. When a network is
congested intermittently and delay-sensitive services require higher QoS than
delay-insensitive services, congestion management is required. If congestion
persists on the network after congestion management is configured, the
bandwidth needs to be increased. Congestion management implements queuing
and scheduling when sending packet flows.

Based on queuing and scheduling policies, WAN-side interfaces and layer 2 VE
interfaces support Priority Queuing (PQ), Weighted Fair Queuing (WFQ), and PQ
+WFQ. Other LAN-side interfaces on the device support PQ, DRR, PQ+DRR, WRR

On the device, there are four or eight queues on each interface in the outbound
direction, which are identified by index numbers. The index numbers range from 0
to 3 or 0 to 7. Based on the mappings between local priorities and queues, the
device sends the classified packets to queues, and then schedules the packets
using queue scheduling mechanisms. The following examples use eight queues on
each interface to describe each scheduling mode.

e PQ scheduling

PQ scheduling is designed for core services, and is applied to the queues in
descending order of priorities. Queues with lower priorities are processed only
after all the queues with higher priorities are empty. In PQ scheduling,
packets of core services are placed into a queue of a higher priority, and
packets of non-core services such as email services are placed into a queue of
a lower priority. Core services are processed first, and non-core services are
sent at intervals when core services are not processed.

As shown in Figure 4-3, the priorities of queues 7 to 0 are in descending
order of priorities. The packets in queue 7 are processed first. The scheduler
processes packets in queue 6 only after queue 7 becomes empty. The packets
in queue 6 are sent at the link rate when packets in queue 6 need to be sent
and queue 7 is empty. The packets in queue 5 are sent at the link rate when
queue 6 and queue 7 are empty, and so on.

PQ scheduling is valid for short-delay services. Assume that data flow X is
mapped to the queue of the highest priority on each node. When packets of
data flow X reach a node, the packets are processed first.

The PQ scheduling mechanism, however, may result in starvation of packets
in queues with lower priorities. For example, if data flows mapped to queue 7
arrive at 100% link rate in a period, the scheduler does not process flows in
queue 6 and queues 0 to 5.
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To prevent starvation of packets in some queues, upstream devices need to
accurately define service characteristics of data flows so that service flows
mapped to queue 7 do not exceed a certain percentage of the link capacity.
By doing this, queue 7 is not full and the scheduler can process packets in
queues with lower priorities.

Figure 4-3 PQ scheduling
High
priority

Packet flow o ,( D D ‘}\\()\

Queue 7

\

w ! Queue6 | Packet flow
g ’<> \ m TTTTTTTTTTTTTTe

\ )Y
T L 1 (oo oo
Y

W Queue 1 ) L
00 13 () i Interface

00O

Low priority

e WRR scheduling

WRR scheduling is an extension of Round Robin (RR) scheduling. Packets in
each queue are scheduled in a polling manner based on the queue weight. RR
scheduling equals WRR scheduling with the weight being 1.

Figure 4-4 shows WRR scheduling.

Figure 4-4 WRR scheduling
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In WRR scheduling, the device schedules packets in queues in a polling
manner round by round based on the queue weight. After one round of
scheduling, the weights of all queues are decreased by 1. The queue whose
weight is decreased to 0 cannot be scheduled. When the weights of all the
queues are decreased to 0, the next round of scheduling starts. For example,
the weights of eight queues on an interface are setto 4, 2, 5, 3, 6, 4, 2, and 1.
Table 4-1 lists the WRR scheduling results.

Table 4-1 WRR scheduling results

Queu | Queu | Queu | Queu | Queu | Queu | Queu | Queu | Queu
e e’7 eb e5 ed e3 e2 el e0
Index

Queu (4 2 5 3 6 4 2 1
e
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ein e’ eb e5 ed e3 e?2 el el
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of
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Queu | Queu | Queu | Queu | Queu | Queu |[Queu | Queu |-
ein e’ eb e5 ed e3 e?2 el
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Queu | Queu | - Queu | Queu | Queu | Queu | - -
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The statistics show that the number of times packets are scheduled in each
queue corresponds to the queue weight. A higher queue weight indicates a
greater number of times packets in the queue are scheduled. The unit for
WRR scheduling is packet; therefore, there is no fixed bandwidth for each
queue. If packets are scheduled fairly, large-sized packets obtain more
bandwidth than small-sized packets.

WRR scheduling offsets the disadvantage of PQ scheduling in which packets
in queues with lower priorities may be not processed for a long period of
time. In addition, WRR can dynamically change the time of scheduling packets
in queues. For example, if a queue is empty, WRR scheduling ignores this

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 98



Huawei AR Series Access Routers 4 Congestion Management and Congestion
CLI-based Configuration Guide - QoS Avoidance Configuration

queue and starts to schedule the next queue. This ensures bandwidth usage.
WRR scheduling, however, cannot schedule short-delay services in time.

DRR scheduling

DRR is also based on RR. DRR solves the WRR problem. In WRR scheduling, a
large-sized packet obtains less bandwidth than a small-sized packet. DRR
schedules packets considering the packet length, ensuring that packets are
scheduled equally.

Deficit indicates the bandwidth deficit of each queue. The initial value is 0.
The system allocates bandwidth to each queue based on the weight and
calculates the deficit. If the deficit of a queue is greater than 0, the queue
participates in scheduling. The device sends a packet and calculates the deficit
based on the length of the sent packet. If the deficit of a queue is smaller
than 0, the queue does not participate in scheduling. The current deficit is
used as the basis for the next round of scheduling.

Figure 4-5 Queue weights

(Q7,20%)
| | 400 | 600 | 900 |
(Q6,15%)
| | 500 | 300 | 400 |
(Q5,10%)
| | 800 [400 | 600 |
(Q4,5%)
| 800 | 800 | 400 |
(Q3,20%)

| | 500 | 400 | 800 |

(Q2,15%)
| | 700 | 700 | 700 |
(Q1,10%)
| | 700 | 800 | 600 |
(Q0,5%)
| | 700 | 800 | 600 |

In Figure 4-5, the weights of Q7, Q6, Q5, Q4, Q3, Q2, Q1, and QO are set to
40, 30, 20, 10, 40, 30, 20, and 10 respectively. During scheduling, Q7, Q6, Q5,
Q4, Q3, Q2, Q1, and QO obtain 20%, 15%, 10%, 5%, 20%, 15%, 10%, and 5%
of the bandwidth respectively. Q7 and Q6 are used as examples to describe
DRR scheduling. Assume that Q7 obtains 400 bytes/s bandwidth and Q6
obtains 300 bytes/s bandwidth.
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First round of scheduling
Deficit[7][1] = 0+400 = 400
Deficit[6][1] = 0+300 = 300

After packet of 900 bytes in Q7 and packet of 400 bytes in Q6 are sent,
the values are as follows:

Deficit[7][1] = 400-900 =-500
Deficit[6][1] = 300-400 =-100
Second round of scheduling
Deficit [7][2] = -500 + 400 = -100
Deficit [6][2] = -100 + 300 = 200

Packet in Q7 is not scheduled because the deficit of Q7 is negative.
Packets of 300 bytes in Q6 are sent. The value is as follows:

Deficit [6][2] = 200-300 =-100

Third round of scheduling

Deficit[7][3] = -100+400 = 300

Deficit[6][3] = -100+300 = 200

Packet of 600 bytes in Q7 and packet of 500 bytes in Q6 are sent, the
values are as follows:

Deficit[7][3] = 300-600 =-300

Deficit[6][3] = 200-500 =-300

Such a process is repeated and finally Q7 and Q6 respectively obtain 20%

and 15% of the bandwidth. This illustrates that you can obtain the
required bandwidth by setting the weights.

In DRR scheduling, short-delay services still cannot be scheduled in time.
WEFQ scheduling

Fair Queuing (FQ) equally allocates network resources so that the delay and
jitter of all flows are minimized.

Packets in different queues are scheduled fairly. The delays of all flows
have slight difference.

Packets with different sizes are scheduled fairly. If many large and small
packets in different queues need to be sent, small packets are scheduled
first so that the total packet jitter of each flow is reduced.

Compared with FQ, WFQ schedules packets based on priorities. WFQ
schedules packets with higher priorities before packets with lower priorities.

Before packets enter queues, WFQ classifies the packets based on:

Session information

WEFQ classifies flows based on the session information including the
protocol type, source and destination TCP or User Datagram Protocol
(UDP) port numbers, source and destination IP addresses, and
precedence field in the ToS field. Additionally, the system provides a large
number of queues and equally places flows into queues to smooth out
the delay. When flows leave queues, WFQ allocates the bandwidth on the
outbound interface for each flow based on the precedence of each flow.
Flows with the lowest priorities obtain the least bandwidth. Only the
packets matching the default traffic classifier in Class-based queueing
(CBQ) can be classified based on session information.
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- Priority
The priority mapping technique marks local priorities for traffic and each
local priority maps a queue number. Each interface is allocated eight
queues and packets enter queues. By default, queue weights are the
same and traffic equally shares the interface bandwidth. Users can
change weights so that high-priority and low-priority packets are
allocated bandwidth based on weight percentage.

Figure 4-6 WFQ scheduling
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e PQ+WRR scheduling

PQ scheduling and WRR scheduling have advantages and disadvantages. To
offset disadvantages of PQ scheduling or DRR scheduling, use PQ+WRR
scheduling. Packets from queues with lower priorities can obtain the
bandwidth by WRR scheduling and short-delay services can be scheduled first
by PQ scheduling.

On the device, you can set WRR parameters for queues. The eight queues on
each interface are classified into two groups. One group includes queue 7,
queue 6, and Queue 5, and is scheduled in PQ mode; the other group includes
queue 4, queue 3, queue 2, queue 1, and queue 0, and is scheduled in WRR
mode. Only LAN-side interfaces on the device support PQ+WRR scheduling.
Figure 4-7 shows PQ+WRR scheduling.
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Figure 4-7 PQ+WRR scheduling
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During scheduling, the device first schedules traffic in queue 7, queue 6, and
queue 5 in PQ mode. The device schedules traffic in other queues in WRR
mode only after the traffic in queue 7, queue 6, and queue 5 are scheduled.
Queue 4, queue 3, queue 2, queue 1, and queue 0 have their own weights.
Important protocol packets or short-delay service packets must be placed in
queues using PQ scheduling so that they can be scheduled first. Other packets
are placed in queues using WRR scheduling.

e PQ+DRR scheduling

L] NOTE
LAN interfaces support PQ+DRR scheduling.

Similar to PQ+WRR, PQ+DRR scheduling offsets disadvantages of PQ
scheduling and DRR scheduling. If only PQ scheduling is used, packets in
queues with lower priorities cannot obtain bandwidth for a long period of
time. If only DRR scheduling is used, short-delay services such as voice
services cannot be scheduled first. PQ+DRR scheduling has advantages of
both PQ and DRR scheduling and offsets their disadvantages.

Eight queues on the device interface are classified into two groups. You can
specify PQ scheduling for certain groups and DRR scheduling for other groups.
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Figure 4-8 PQ+DRR scheduling
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As shown in Figure 4-8, the device first schedules traffic in queues 7, 6, and 5
in PQ mode. After traffic scheduling in queues 7, 6, and 5 is complete, the
device schedules traffic in queues 4, 3, 2, 1, and 0 in DRR mode. Queues 4, 3,
2, 1, and 0 have their own weight.

Important protocol packets or short-delay service packets must be placed in
queues using PQ scheduling so that they can be scheduled first. Other packets
are placed in queues using DRR scheduling.

e PQ+WFQ scheduling

Similar to PQ+WRR, PQ+WFQ scheduling has advantages of PQ scheduling
and WFQ scheduling and offsets their disadvantages. If only PQ scheduling is
used, packets in queues with lower priorities cannot obtain bandwidth for a
long period of time. If only WFQ scheduling is used, short-delay services such
as voice services cannot be scheduled first. To solve the problem, configure PQ
+WFQ scheduling.

Eight queues on the device interface are classified into two groups. You can
specify PQ scheduling for certain groups and WFQ scheduling for other
groups.

WANS-side interfaces and layer 2 VE interfaces support PQ+WFQ scheduling.
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Figure 4-9 PQ+WFQ scheduling
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As shown in Figure 4-9, the device first schedules traffic in queue 7, queue 6,
and queue 5 in PQ mode. After traffic scheduling in queues 7, 6, and 5 is
complete, the device schedules traffic in queues 4, 3, 2, 1, and 0 in WFQ
mode. Queues 4, 3, 2, 1, and 0 have their own weights.

Important protocol packets or short-delay service packets must be placed in
queues using PQ scheduling so that they can be scheduled first. Other packets

are placed in queues using WFQ scheduling.

CBQ scheduling

Class-based queueing (CBQ) is an extension of WFQ and matches packets
with traffic classifiers. CBQ classifies packets based on the IP precedence or
DSCP priority, inbound interface, or 5-tuple (protocol type, source IP address
and mask, destination IP address and mask, source port range, and
destination port range). Then CBQ puts packets into different queues. If
packets do not match any configured traffic classifiers, CBQ matches packets
with the default traffic classifier.
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Figure 4-10 CBQ scheduling
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As shown in Figure 4-10, CBQ provides the following types of queues:

Expedited Forwarding (EF) queues are applied to short-delay services.

Assured Forwarding (AF) queues are applied to key data services that
require assured bandwidth.

Best-Effort (BE) queues are applied to best-effort services that require no
strict QoS assurance.

EF queue

An EF queue has the highest priority. You can put one or more types of
packets into EF queues and set different bandwidth for different types of

packets.

During packet scheduling, packets in EF queues are sent first. When
congestion occurs, packets in EF queues are sent first. To ensure that
packets in AF and BE queues are scheduled, packets in EF queues are sent
at the configured rate limit. When no congestion occurs, EF queues can
use available bandwidth of AF and BE queues. The EF queues can be
allocated available bandwidth but cannot occupy additional bandwidth.
This protects the bandwidth available to other packets.

In addition to common EF queues, the device provides a special EF queue,
LLQ queue. In contrast to other queues, LLQ queues provide lower delay.
LLQ provides good QoS assurance for delay-sensitive services such as

VolIP services.
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AF queue

Each AF queue corresponds to one type of packets. You can set
bandwidth for each type of packets. During scheduling, the system sends
packets based on the configured bandwidth. AF implements fair
scheduling. If an interface has remaining bandwidth, packets in AF
queues obtain the remaining bandwidth based on weights.

If the length of an AF queue reaches the maximum value, the tail drop
method is used by default. You can choose to use WRED.

BE queue

If packets do not match any configured traffic classifiers, packets match
the default traffic classifier defined by the system. You are allowed to
configure AF queues and bandwidth for the default traffic classifier,
whereas BE queues are configured in most situations. BE uses WFQ
scheduling so that the system schedules packets matching the default
traffic classifier based on flows.

If the length of a BE queue reaches the maximum value, the tail drop
method is used by default. You can choose to use WRED.

4.3 Application Scenarios for Congestion Avoidance
and Congestion Management

Congestion Management

Congestion management is often deployed in QoS applications to schedule
different services based on priorities

On an enterprise network, when multiple services compete for the same resources
(such as the bandwidth and buffer), traffic congestion may occur and high-priority
services may be not processed in a timely manner. Packets can be sent to different
queues according to the priority mapping result, as shown in Figure 4-11.
Different scheduling modes are set in the outbound direction to implement
differentiated services.

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 106



Huawei AR Series Access Routers 4 Congestion Management and Congestion
CLI-based Configuration Guide - QoS Avoidance Configuration

Figure 4-11 Networking of congestion management
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Congestion Avoidance

When congestion occurs or aggravates, congestion avoidance discards low-priority
packets to relieve network overload and ensure forwarding of high-priority
packets.

As shown in Figure 4-12, users in different LANs may upload data to the same
server, so data exchanged between users and the server passes the WAN. Because
WAN bandwidth is lower than LAN bandwidth, congestion may occur on the edge
device between the WAN and LANs. Congestion avoidance can be configured on
the edge device to discard low-priority packets such as data packets, reducing
network overload and ensuring forwarding of high-priority services.
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Figure 4-12 Networking of congestion avoidance
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4.4 Licensing Requirements and Limitations for
Congestion Management and Congestion Avoidance

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Congestion management and congestion avoidance is a basic feature of a router
and is not under license control.

Feature Limitations

If the source interface bound to a tunnel interface is a VLANIF interface or the
source IP address bound to a tunnel interface is the IP address of a VLANIF
interface, the tunnel interface does not support congestion management and
congestion avoidance.
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4.5 Default Settings for Congestion Management and
Congestion Avoidance

Table 4-2 Default settings for congestion management and congestion avoidance

Parameter Default Setting

Scheduling mode e LAN interface: WRR

e Ethernet WAN interface (except the
AR3600 series): none

e Other WAN interfaces: WFQ

Queue weight 10

4.6 Configuring Congestion Management

Pre-configuration Tasks

When congestion occurs on a network, the device enabled with congestion
management determines the packet forwarding sequence based on the configured
scheduling policy to ensure that high-priority services are sent preferentially.
Before configuring congestion management, complete the following tasks:

e  Configure priority mapping.

e  Configure priority re-marking based on traffic classifiers.

Configuration Procedure

Queue-based and class-based congestion management cannot be configured
simultaneously.

4.6.1 Configuring Queue-based Congestion Management

Context

After packets enter queues on an interface based on priority mapping, they are
scheduled based on rules. Interfaces on the device support different scheduling
modes. PQ queues are scheduled first, and multiple PQ queues are scheduled in
descending order of priority. After all the PQ queues are scheduled, the device
schedules DRR, WFQ, or WRR queues in turn. Table 4-3 describes the scheduling
modes supported by each interface.
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Table 4-3 Scheduling modes supported by each interface

Interface

Scheduling Mode

LAN interface

e PQ

e DRR

¢ WRR

e PQ+DRR
e PQ+WRR
NOTE

e Layer 2 interfaces on the AR150&AR160
(except the AR161, AR161EW,
AR161EW-M1, AR161G-L, AR161G-Lc,
AR161W, AR169, AR169CVW,
AR169CVW-4B4S, AR169JFVW-4B4S,
AR169JFVW-2S, AR169EGW-L,
AR169EW, AR169G-L, AR169-P-M9,
AR169RW-P-M9 and AR169W-P-
M9)&AR200 series support only PQ,
WRR, and PQ+WRR, but do not support
DRR.

e Layer 2 interfaces on the AR1200
(except the AR1220C, AR1220F,
AR1220E, AR1220EV, AR1220EVW and
AR1220-8GE) series SRU support only
PQ, WRR, and PQ+WRR, but do not
support DRR.

e lLayer 2 VE interfaces only support PQ,
WFQ and PQ+WFQ.

WAN interface

e PQ
o WFQ
e PQ+WFQ

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run qos queue-profile gueue-profile-name

A queue profile is created and the queue profile view is displayed.

Step 3 Run the following commands as required.

e On a WAN interface, run schedule { pq start-queue-index [ to end-queue-
index] | wfq start-queue-index [ to end-queue-index] }

A scheduling mode is configured for each queue on the WAN interface.

e On a layer 2 VE interface, run schedule { pq start-queue-index [ to end-
queue-index] | wfq start-queue-index [ to end-queue-index]}

A scheduling mode is configured for each queue on the layer 2 VE interface.
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Step 4

Step 5

Step 6

Step 7

Step 8

e On a LAN interface, run schedule { pq start-queue-index [ to end-queue-
index] | drr start-queue-index [ to end-queue-index] | wrr start-queue-index

[ to end-queue-index]}
A scheduling mode is configured for each queue on the LAN interface.

By default, all the queues on LAN-side interfaces (except Layer 2 VE
interfaces) use WRR, and all the queues on WAN-side interfaces and Layer 2
VE interfaces use WFQ.

(Optional) Run queue { start-queue-index [ to end-queue-index] } &<1-10>
length { bytes bytes-value | packets packets-value }'

The length of each queue is set on the interface.

(11 NOTE

e A queue profile that defines the queue length using the queue length command cannot
be applied to an interface of the 4ES2G-S, 4ES2GP-S, or 9ES2 card.

e A queue profile that defines the queue length using the queue length command cannot
be applied to Layer 2 interfaces of the ART00&AR120&AR150&ART60&AR200&AR1200
series SRU.

e When a queue profile is applied to a LAN interface, the queue length can be set to an
integer in the range of 1 to 25.

(Optional) Run queue { start-queue-index [ to end-queue-index] } &<1-10>
weight weight-value

The weight of each queue is set on the interface.

By default, the weight of a queue is 10.

(11 NOTE

e A queue profile that defines the queue weight using the queue weight command
cannot be applied to an interface of the 4ES2G-S, 4ES2GP-S, or 9ES2 card.

e A queue profile that defines the queue length using the queue weight command
cannot be applied to Layer 2 interfaces of the
AR100&AR120&AR150&AR160&AR200&AR1200 series SRU.

Run quit

Exit from the queue profile view.

Run interface /interface-type interface-numberl.subinterface-number ]
The interface view or sub-interface view is displayed.

Run gos queue-profile gueue-profile-name

The queue profile is applied to the interface or sub-interface.

--—-End
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4.6.2 Configuring MQC to Implement Congestion
Management

Context

The device provides the following queues for data packets matching traffic
classification rules:

e AF: ensures a low drop probability of packets when the rate of outgoing
service traffic does not exceed the minimum bandwidth. It is applied to
services of heavy traffic that needs to be ensured.

e EF/LLQ: is applied to services requiring a low delay, low drop probability, and
assured bandwidth. EF or LLQ is also applied to services occupying low
bandwidth, for example, voice packets. After packets matching traffic
classification rules enter EF or LLQ queues, they are scheduled in Strict Priority
(SP) mode. Packets in other queues are scheduled only after all the packets in
EF or LLQ queues are scheduled. When AF or BE queues have idle bandwidth,
EF queues can occupy the idle bandwidth.

(11 NOTE

If an EF queue is configured in a traffic behavior of a parent traffic policy, the EF queue
does not preempt the idle bandwidth.

Compared with EF, LLQ provides shorter delay.

e BE: is used with the default traffic classifier. The remaining packets that do
not enter AF or EF queues enter BE queues. BE queues use WFQ scheduling.
When a greater number of queues are configured, WFQ allocates bandwidth
more evenly but more resources are occupied. WFQ is applied to the services
insensitive to the delay and packet loss, for example, Internet access services.

AF queues and bandwidth can be configured for the default traffic classifier, but
BE queues are configured for the default traffic classifier in most situations.
e When the default traffic classifier is associated with AF queues:

-  The total bandwidth used by AF and EF queues cannot exceed the
interface bandwidth.

- AF queues share the remaining bandwidth based on their weights. The
remaining bandwidth is calculated as follows:

Remaining bandwidth = Available bandwidth — Bandwidth used by EF
queues

e When the default traffic classifier is associated with BE queues:
- If the bandwidth percentage is used to configure the minimum
bandwidth for AF queues:

®  The system allocates 10% of the interface's available bandwidth to
BE queues.

®  The bandwidth used by AF and EF queues cannot exceed 99% of the
interface bandwidth.

®  When the percentage of bandwidths of AF and EF queues to the
interface's available bandwidth is less than 90%, the system allocates
10% of the interface's available bandwidth to BE queues by default.
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®  When the percentage of bandwidths of AF and EF queues to the
interface's available bandwidth is larger than 90% (for example, A
%), the system allocates A% subtracted from 100% of the bandwidth

to BE queues by default.

®  AF and BE queues share the remaining bandwidth based on their
weights. The remaining bandwidth is calculated as follows:

Remaining bandwidth = Available bandwidth — Bandwidth used by

EF queues

- If the bandwidth is used to configure the minimum bandwidth for AF
queues, AF and BE queues share the remaining bandwidth in the ratio of
9:1. The remaining bandwidth refers to the bandwidth occupied by EF
queues that is subtracted from the available bandwidth.

The system allocates bandwidth to queues based on their weights.

Table 4-4 provides an example of bandwidth allocation.

Table 4-4 Example of congestion management parameter settings

Interface's Available Bandwidth

Configuration

100 Mbit/s

EF queues: a minimum of 50% of the
interface bandwidth

AF queues: a minimum bandwidth of
30 Mbit/s

BE queues: 1/9 of the bandwidth for
AF queues by default when the default
traffic classifier is associated with BE
queues

The system first allocates bandwidth to EF queues. AF and BE queues share the

remaining bandwidth based on weights:

e Bandwidth of EF queues: 100 Mbit/s x 50% = 50 Mbit/s
e Remaining bandwidth: 100 Mbit/s - 50 Mbit/s = 50 Mbit/s
e AF queues and BE queues share the remaining bandwidth in the proportion of

9:1:

- Bandwidth of AF queues: 50 Mbit/s x [9/(9+1)]= 45 Mbit/s
- Bandwidth of BE queues: 50 Mbit/s x [1/(9+1)]= 5 Mbit/s

Flow-based congestion management, also called CBQ, on the main interface or
sub-interface cannot be used with the queue profile or traffic shaping on the same

main interface or sub-interface.
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CBQ Configuration Whether the Queue Whether Traffic
Profile Can Be Shaping Can Be
Configured (qos queue- | Configured (qos gts or
profile (interface gos gts adaptation-
view)) profile)

Main interface Main interface: No Main interface: Yes
Sub-interface: No Sub-interface: No

Sub-interface Main interface: Yes Main interface: Yes
Sub-interface: No Sub-interface: Yes

{0 NOTE

Flow-based congestion management can be configured on WAN interfaces and layer 2 VE
interfaces.

Procedure
1. Configure a traffic classifier.

a. Run system-view
The system view is displayed.
b. Run traffic classifier classifier-name [ operator { and | or } ]
A traffic classifier is created and the traffic classifier view is displayed.
and indicates that rules are ANDed with each other.
" |f a traffic classifier contains ACL rules, packets match the traffic

classifier only when they match one ACL rule and all the non-ACL
rules.

" |f a traffic classifier does not contain ACL rules, packets match the
traffic classifier only when the packets match all the non-ACL rules.

or indicates that the relationship between rules is OR. Packets match a
traffic classifier as long as packets match only one rule of the traffic
classifier.

By default, the relationship between rules in a traffic classifier is OR.
¢. Run the following commands as required.

Matching Rule Command

Outer VLAN ID if-match vlan-id start-vian-id [ to end-vian-
id]

Inner VLAN IDs in if-match cvlan-id start-vian-id [ to end-vian-

QinQ packets id]

802.1p priority in if-match 8021p 8027p-value &<1-8>

VLAN packets
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Matching Rule

Command

Inner 802.1p priority
in QinQ packets

if-match cvlan-8021p 8027p-value &<1-8>

EXP priority in MPLS
packets
(ART1200&AR2200&A
R3200&AR3600
series)

if-match mpls-exp exp-value &<1-8>

Destination MAC
address

if-match destination-mac mac-address [ mac-
address-mask mac-address-mask ]

Source MAC address

if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR
packets

if-match dlci start-dlci-number [ to end-dlci-
number ]

DE value in FR
packets

if-match fr-de

Protocol type field
encapsulated in the
Ethernet frame
header

if-match [2-protocol { arp | ip | mpls | rarp |
protocol-value }

All packets

if-match any

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>
NOTE
If DSCP priority matching is configured in a traffic
policy, the SAE220 (WSIC) and SAE550 (XSIC) cards
do not support redirect ip-nexthop /p-address post-
nat.

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is
AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }

QoS group index of
packets

if-match qos-group gos-group-value

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-number/ vci-number

RTP port number

if-match rtp start-port start-port-number
end-port end-port-number
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Matching Rule

Command

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst |
syn|urg}”

Inbound interface

if-match inbound-interface /nterface-type
interface-number

Outbound interface

if-match outbound-interface Cellular
interface-number:channel

ACL rule

if-match acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

ACLS6 rule

if-match ipv6 acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-
set user-set-name] [ time-range time-name ]
NOTE
Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

SA group

if-match category category-name [ user-set
user-set-name] [ time-range time-name ]
NOTE

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group

if-match user-set user-set-name [ time-range
time-range-name ]
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2.

3.

d.

Run quit
Exit from the traffic classifier view.

Configure a traffic behavior.

a.

Run traffic behavior behavior-name
A traffic behavior is created and the traffic behavior view is displayed.
Run the following commands as required.

®"  Run queue af bandwidth [ remaining ] { bandwidth | pct
percentage }

AF is configured for packets of a certain type and the minimum
bandwidth is set.

®  Run queue ef bandwidth { bandwidth [ cbs cbs-value] | pct
percentage [ cbs cbs-value] }

EF is configured for packets of a certain type and the minimum
bandwidth is set.

®  Run queue llg bandwidth { bandwidth [ cbs cbs-value] | pct
percentage [ cbs cbs-value] }

LLQ is configured for packets of a certain type and the maximum
bandwidth is set.

®  Run queue wfq [ queue-number total-queue-number ]

The device is configured to send packets matching the default traffic
classifier to BE queues in WFQ mode and the number of queues is
set.

(Optional) Run queue-length { bytes bytes-value | packets packets-
value ¥

The maximum length of a queue is set.

{11 NOTE

You cannot use the queue-length command to set the length for LLQ queues.
(Optional) Run statistic enable
The traffic statistics function is enabled.
Run quit
Exit from the traffic behavior view.
Run quit
Exit from the system view.

Configure a traffic policy.

a.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the
view of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]
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A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic
policy.

Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

4.  Apply the traffic policy.

Apply the traffic policy to an interface.

i.  Run system-view
The system view is displayed.

ii. Run interface interface-type interface-number.subinterface-
number ]

The interface view is displayed.
iii. Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to the inbound or outbound direction on
the interface.

By default, no traffic policy is applied to an interface.
Apply the traffic policy to an interzone.

(11 NOTE

Only the ART100&AR120&AR150&ART60&AR200 series routers support this
configuration.

i.  Run system-view
The system view is displayed.
ii. Run firewall interzone zone-name1 zone-name2
An interzone is created and the interzone view is displayed.
By default, no interzone is created.
You must specify two existing zones for the interzone.
iii. Run traffic-policy policy-name
The traffic policy is bound to the interzone.
By default, no traffic policy is bound to an interzone.
Apply the traffic policy to a BD.

{11 NOTE

Only the ART00&ART20&AR150&ART60&AR200&AR1200 series routers and the
AR2220E support this configuration.

i.  Run system-view
The system view is displayed.

ii. Run bridge-domain bd-id
A BD is created and the BD view is displayed.
By default, no BD is created.
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iii. Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.
By default, no traffic policy is applied to a BD.

Apply the traffic policy in the system view.

i. Run system-view
The system view is displayed.

ii. Run traffic-policy policy-name global bind interface { /nterface-
type interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.

By default, no traffic policy is applied to the system or bound to any
interface of an AR.

(11 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of
MPLS packets or applied to IPv6 packets. The remark mpls-exp action cannot
be configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global
traffic policy is applied, the traffic policies take effect according to the following
rules:

e |If the redirecting action is configured in both traffic policies, only the
redirecting behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-
based traffic policy and then the traffic behavior in the global traffic policy.

4.6.3 Verifying the Congestion Management Configuration

Procedure

e Check the queue-based congestion management configuration.

Run the display this command in the view of the interface bound to a
queue profile to check the queue profile.

Run the display qos queue-profile [ gueue-profile-name ] command to
check the queue profile configuration.

e Check the class-based congestion management configuration.

--—-End

Run the display traffic behavior { system-defined | user-defined }
[ behavior-name ] command to check the traffic behavior configuration.

Run the display traffic classifier { system-defined | user-defined }
[ classifier-name ] command to check the traffic classifier configuration.

Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name ] 1 command to check the traffic policy configuration.

Run the display traffic-policy applied-record policy-name command to
check the specified traffic policy record.

4.7 Configuring Congestion Avoidance
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Pre-configuration Tasks

After congestion avoidance is configured, the device discards excess packets based
on the configured drop profile to adjust the network traffic and solve the network
overload problem.

Before configuring congestion avoidance, complete the following tasks:

e Configure priority mapping.

e  Configure priority re-marking based on traffic classifiers.

e Configure congestion management.

Configuration Procedure

Queue-based and class-based congestion avoidance cannot be configured
simultaneously.

4.7.1 Configuring Queue-based WRED

Context
{10 NOTE
LAN-side subcards do not support WRED.

A drop profile defines WRED parameters. You can bind the drop profile to a queue

profile and apply the queue profile to the interface to implement congestion

avoidance for queues bound to the drop profile.

The device supports WRED based on DSCP priorities or IP priorities:

e The value of an IP precedence ranges from 0 to 7.

e The value of a DSCP priority ranges from 0 to 63.

e Eight DSCP priorities correspond to one IP priority. For example, DSCP
priorities 0 to 7 correspond to IP precedence 0, and DSCP priorities 8 to 15
correspond to IP precedence 1.

WRED based on DSCP priorities differentiates services in a more refined manner.

{10 NOTE
Drop profiles can be bound to only queues using WFQ on WAN-side interfaces and Layer 2

VE interfaces of the device.

The AR1200 series, AR2200 series, AR3200, and AR3600 series search the drop profile for

the DSCP priority mapping the EXP priority multiplied by eight and discards the MPLS

packets based on the drop profile. For example, if the EXP priority of packets is 2, the device

searches a drop profile for DSCP 16 and discards packets based on the drop profile.
Procedure

Step 1 Configuring a drop profile
1.  Run system-view

The system view is displayed.
2. Run drop-profile drop-profile-name
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A drop profile is created and the drop profile view is displayed.
3. (Optional) Run wred { dscp | ip-precedence }

A WRED drop profile based on DSCP or IP priorities is configured.
4. Run the following commands as required.

- Rundscp { dscp-valuel [ to dscp-value2] } &<1-10> low-limit low-limit-
percentage high-limit high-limit-percentage discard-percentage discard-
percentage

WRED parameters based on DSCP priorities are set.

- Run ip-precedence { jp-precedence-valuel [ to ip-precedence-value2] }
&<1-10> low-limit low-limit-percentage high-limit high-limit-percentage
discard-percentage discard-percentage

WRED parameters based on IP priorities are set.
5. Run quit

Exit from the drop profile view.

Step 2 Applying the drop profile
1. Run qos queue-profile gueue-profile-name

The queue profile view is displayed.

The drop profile can be an existing drop profile or a new drop profile. You can
set the scheduling mode, queue weight, queue length, and queue shaping in
the queue profile.

2. Run schedule wfq start-queue-index [ to end-queue-index ]

WEFQ is specified for the specified queue in the queue profile.

3. Run queue { start-queue-index [ to end-queue-index] } &<1-10> drop-
profile drop-profile-name

A drop profile is bound to a queue in a queue profile.

By default, no queue is bound to a drop profile. All queues use tail drop.
4. Run quit

Exit from the queue profile view.
5. Run interface /interface-type interface-numberl.subinterface-number ]

The interface view or sub-interface view is displayed.
6. Run qos queue-profile gueue-profile-name

The queue profile is applied to the interface or sub-interface.

--—-End

4.7.2 Configuring MQC to Implement Congestion Avoidance

A drop profile defines WRED parameters. After a drop profile is bound to a traffic
behavior, associate the traffic behavior and traffic classifier with a traffic policy
and apply the traffic policy to an interface. By doing this, the device can
implement congestion avoidance for traffic matching rules in the traffic classifier.

The device supports WRED based on DSCP priorities or IP priorities:
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Procedure

The value of an IP precedence ranges from 0 to 7.
The value of a DSCP priority ranges from 0 to 63.

Eight DSCP priorities correspond to one IP priority. For example, DSCP
priorities 0 to 7 correspond to IP precedence 0, and DSCP priorities 8 to 15
correspond to IP precedence 1.

WRED based on DSCP priorities differentiates services in a more refined manner.

(1 NOTE

Congestion avoidance can be configured on the WAN-side interfaces and layer 2 VE
interfaces.

A drop profile takes effect for only AF and BE queues; therefore, class-based congestion
management must have been configured before you configure flow-based congestion
avoidance.

Assume that the EXP priority in MPLS packets is a. The AR1200 series, AR2200 series,
AR3200, and AR3600 series search for the DSCP priority that equals the EXP priority
multiplied by eight (a x 8) in the drop profile. Then the device discards the MPLS packets
based on the drop parameters in the drop profile. For example, the EXP priority in MPLS
packets is 2. The device searches for DSCP priority 16 (2 x 8) in the drop profile, and
discards the MPLS packets based on the drop parameters in the drop profile.

Configuring a drop profile.

a. Run system-view
The system view is displayed.
b. Run drop-profile drop-profile-name
A drop profile is created and the drop profile view is displayed.
c. (Optional) Run wred { dscp | ip-precedence }
A WRED drop profile based on DSCP or IP priorities is configured.
d. Run the following commands as required.
®  Run dscp { dscp-valuel [ to dscp-value?] } &<1-10> low-limit /low-

limit-percentage high-limit high-limit-percentage discard-
percentage discard-percentage

WRED parameters based on DSCP priorities are set.
®"  Run ip-precedence { /p-precedence-valuel [ to jp-precedence-

value? 1 } &<1-10> low-limit low-limit-percentage high-limit high-
limit-percentage discard-percentage discard-percentage

WRED parameters based on IP priorities are set.
e. Run quit
Exit from the drop profile view.
f.  Run quit
Exit from the system view.
Configure a traffic classifier.

a. Run system-view
The system view is displayed.
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Run traffic classifier classifier-name [ operator { and | or } ]
A traffic classifier is created and the traffic classifier view is displayed.
and indicates that rules are ANDed with each other.

" |f a traffic classifier contains ACL rules, packets match the traffic
classifier only when they match one ACL rule and all the non-ACL
rules.

= |f a traffic classifier does not contain ACL rules, packets match the
traffic classifier only when the packets match all the non-ACL rules.

or indicates that the relationship between rules is OR. Packets match a
traffic classifier as long as packets match only one rule of the traffic
classifier.

By default, the relationship between rules in a traffic classifier is OR.
Run the following commands as required.

Matching Rule Command

Outer VLAN ID if-match vlan-id start-vian-id [ to end-vian-
id]

Inner VLAN IDs in if-match cvlan-id start-vian-id [ to end-vian-

QinQ packets id]

802.1p priority in if-match 8021p 8027p-value &<1-8>

VLAN packets

Inner 802.1p priority | if-match cvlan-8021p 8027p-value &<1-8>
in QinQ packets

EXP priority in MPLS | if-match mpls-exp exp-value &<1-8>
packets
(AR1200&AR2200&A
R3200&AR3600
series)

Destination MAC if-match destination-mac mac-address [ mac-
address address-mask mac-address-mask ]

Source MAC address | if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR if-match dlci start-dlci-number [ to end-dlci-
packets number ]

DE value in FR if-match fr-de

packets

Protocol type field if-match [2-protocol { arp | ip | mpls | rarp |

encapsulated in the protocol-value }
Ethernet frame
header

All packets if-match any
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Matching Rule

Command

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>
NOTE
If DSCP priority matching is configured in a traffic
policy, the SAE220 (WSIC) and SAE550 (XSIC) cards

do not support redirect ip-nexthop /p-address post-
nat.

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is
AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }

QoS group index of
packets

if-match qos-group gos-group-value

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-number/vci-number

RTP port number

if-match rtp start-port start-port-number
end-port end-port-number

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst |
syn|urg}”

Inbound interface

if-match inbound-interface /nterface-type
interface-number

Outbound interface

if-match outbound-interface Cellular
interface-number:channel

ACL rule

if-match acl { acl-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd.

124



Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS

4 Congestion Management and Congestion
Avoidance Configuration

Matching Rule

Command

ACLS6 rule

if-match ipv6 acl { acl-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source |IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-
set user-set-name] [ time-range time-name ]
NOTE

Before defining a matching rule based on an

application protocol, enable Smart Application
Control (SA) and load the signature file.

SA group

if-match category category-name [ user-set
user-set-name] [ time-range time-name ]
NOTE

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group

if-match user-set user-set-name [ time-range
time-range-name ]

d. Run quit

Exit from the traffic classifier view.

3. Configure a traffic behavior.

a. Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is displayed.

(11 NOTE

queue af or queue wfq must have been configured in the traffic behavior.

b. Run drop-profile drop-profile-name

A drop profile is bound to the traffic behavior.

{11 NOTE

A drop profile must have been created and WRED parameters have been set.

c. (Optional) Run statistic enable

The traffic statistics function is enabled.

d. Run quit

Exit from the traffic behavior view.
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e.

Run quit
Exit from the system view.

Configure a traffic policy.

a.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the
view of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]

A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic
policy.

Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

Apply the traffic policy.

Apply the traffic policy to an interface.

i.  Run system-view
The system view is displayed.

ii. Run interface interface-type interface-number.subinterface-
number ]

The interface view is displayed.
iii. Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to the inbound or outbound direction on
the interface.

By default, no traffic policy is applied to an interface.
Apply the traffic policy to an interzone.

(1 NOTE

Only the ART100&AR120&AR150&ART60&AR200 series routers support this
configuration.

i.  Run system-view
The system view is displayed.
ii. Run firewall interzone zone-name1 zone-name2
An interzone is created and the interzone view is displayed.
By default, no interzone is created.
You must specify two existing zones for the interzone.
iii. Run traffic-policy policy-name
The traffic policy is bound to the interzone.
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By default, no traffic policy is bound to an interzone.
Apply the traffic policy to a BD.

(11 NOTE

Only the ART00&AR1208&AR150&AR160&AR200&AR1200 series routers and the
AR2220E support this configuration.

i.  Run system-view
The system view is displayed.
ii. Run bridge-domain bd-id
A BD is created and the BD view is displayed.
By default, no BD is created.
iii. Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.
By default, no traffic policy is applied to a BD.
Apply the traffic policy in the system view.

i.  Run system-view
The system view is displayed.

ii. Run traffic-policy policy-name global bind interface { /nterface-
type interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.

By default, no traffic policy is applied to the system or bound to any
interface of an AR.

(10 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of
MPLS packets or applied to IPv6 packets. The remark mpls-exp action cannot
be configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global
traffic policy is applied, the traffic policies take effect according to the following
rules:

e If the redirecting action is configured in both traffic policies, only the
redirecting behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-
based traffic policy and then the traffic behavior in the global traffic policy.

4.7.3 Verifying the Congestion Avoidance Configuration

Procedure

Checking the queue-based congestion avoidance configuration

Run the display this command in the interface view to check the queue
profile bound to the interface.

Run the display this command in the queue profile view to check the
drop profile bound to the queue profile.

Run the display drop-profile [ drop-profile-name ] command to check
the drop profile configuration.
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e Checking the flow-based congestion avoidance configuration

- Run the display traffic behavior { system-defined | user-defined }

[ behavior-name ] command to check the traffic behavior configuration.
- Run the display traffic classifier { system-defined | user-defined }

[ classifier-name ] command to check the traffic classifier configuration.

- Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name ] 1 command to check the traffic policy configuration.

- Run the display traffic-policy applied-record policy-name command to
check the specified traffic policy record.

--—-End

4.8 Configuration Examples for Congestion
Management and Congestion Avoidance

4.8.1 Example for Configuring Congestion Management and
Congestion Avoidance

Networking Requirements

As shown in Figure 4-13, voice, video, and data services on the LAN side of the
enterprise are connected to Eth2/0/0 and Eth2/0/1 of RouterA through SwitchA
and SwitchB, and are sent to the WAN-side network through GE3/0/0 of RouterA.

Packets are marked with different DSCP priorities by SwitchA and SwitchB, and the
priorities of voice, video, and data services are ef, af43, and af32 and af31.
RouterA sends packets to queues based on DSCP priorities. The rates of Eth2/0/0
and Eth2/0/1 on RouterA are greater than those of GE3/0/0, congestion may occur
on GE3/0/0 in the outbound direction. It is required that voice packets be sent
first. Ensure that video and data packets with smaller priority obtain less
bandwidth and have less drop probability.
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Figure 4-13 Networking diagram of congestion management and congestion
avoidance configurations
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Configuration Roadmap

Congestion management and congestion avoidance are used to lessen congestion.
The configuration roadmap is as follows:

1. Create VLANs and VLANIF interfaces on RouterA and configure interfaces so
that enterprise users can access the WAN-side network through RouterA.

2. On the Router, configure an interface to trust DSCP priorities so that packets
with different priorities enter different queues.

3. Create a drop profile, and set WRED parameters based on DSCP priorities so
that packets with smaller priorities have greater drop probability.

4. Create a queue profile in which PQ scheduling is used for voice packets and
WFQ scheduling is used for video and data packets so that voice packets are
sent preferentially and video and data packets are scheduled based on
priorities.

5. Bind the drop profile to the queue profile, and apply the queue profile to the
interface on RouterA connected to the WAN to implement congestion
avoidance and congestion management.

Procedure

Step 1 Create VLANs and configure interfaces.
# Create VLAN 20 and VLAN 30 on RouterA.

<Huawei> system-view
[Huawei] sysname RouterA
[RouterA] vlan batch 20 30

# Configure Eth2/0/0 and Eth2/0/1 to trust DSCP priorities, configure them as
trunk interfaces, and add Eth2/0/0 to VLAN 20 and Eth2/0/1 to VLAN 30.
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Step 2

Step 3

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] trust dscp
[RouterA-Ethernet2/0/0] port link-type trunk
[RouterA-Ethernet2/0/0] port trunk allow-pass vlan 20
[RouterA-Ethernet2/0/0] quit

[RouterA] interface ethernet 2/0/1
[RouterA-Ethernet2/0/1] trust dscp
[RouterA-Ethernet2/0/1] port link-type trunk
[RouterA-Ethernet2/0/1] port trunk allow-pass vlan 30
[RouterA-Ethernet2/0/1] quit

(10 NOTE

Configure the interface of SwitchA connected to RouterA as a trunk interface and add it to
VLAN 20.

Configure the interface of SwitchB connected to RouterA as a trunk interface and add it to
VLAN 30.

# Create VLANIF 20 and VLANIF 30, assign IP address 192.168.2.1/24 to VLANIF
20, and assign IP address 192.168.3.1/24 to VLANIF 30.

[RouterA] interface vlanif 20
[RouterA-Vlanif20] ip address 192.168.2.1 24
[RouterA-Vlanif20] quit

[RouterA] interface vlanif 30
[RouterA-Vlanif30] ip address 192.168.3.1 24
[RouterA-Vlanif30] quit

# Assign IP address 192.168.4.1/24 to GE3/0/0.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] ip address 192.168.4.1 24
[RouterA-GigabitEthernet3/0/0] quit

(11 NOTE

Configure RouterB to ensure that there is a reachable route between RouterB and RouterA.
The configuration details are not mentioned here.

Create drop profiles.

# Create drop profiles data and video on RouterA.

[RouterA] drop-profile data

[RouterA-drop-profile-data] wred dscp

[RouterA-drop-profile-data] dscp 28 low-limit 50 high-limit 70 discard-percentage 30
[RouterA-drop-profile-data] dscp 26 low-limit 40 high-limit 60 discard-percentage 40
[RouterA-drop-profile-data] quit

[RouterA] drop-profile video

[RouterA-drop-profile-video] wred dscp

[RouterA-drop-profile-video] dscp 38 low-limit 60 high-limit 80 discard-percentage 20
[RouterA-drop-profile-video] quit

Create a queue profile.

# Create a queue profile queue-profile1 on RouterA and set the scheduling mode
for each queue.

[RouterA] qos queue-profile queue-profilel
[RouterA-gos-queue-profile-queue-profile1] schedule pq 5 wfq 3 to 4

(11 NOTE

You can run the display qos map-table command to check the mapping between DSCP
priorities and local priorities on RouterA.

Packets enter queues based on local priorities mapping DSCP priorities.
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Step 4 Apply the queue profile.
# Bind the drop profile to the queue profile.

[RouterA-qos-queue-profile-queue-profile1] queue 4 drop-profile video
[RouterA-qos-queue-profile-queue-profile1] queue 3 drop-profile data
[RouterA-qos-queue-profile-queue-profile1] quit

# Apply the queue profile to GE3/0/0 of RouterA.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] qos queue-profile queue-profile1

Step 5 Verify the configuration.

# View the interface configuration on RouterA.

[RouterA-GigabitEthernet3/0/0] display this
#

interface GigabitEthernet3/0/0

ip address 192.168.4.1 255.255.255.0

gos queue-profile queue-profile1

#

return

# View the drop profile configuration.

[RouterA-GigabitEthernet3/0/0] quit

[RouterA] display qos queue-profile queue-profile1
Queue-profile: queue-profile1

Queue Schedule Weight Length(Bytes/Packets) GTS(CIR/CBS)

3 WFQ 10 /- /-
4 WFQ 10 -/- -
5 PQ - - /-

# View the drop profile bound to the queue profile.

[RouterA] qos queue-profile queue-profile1
[RouterA-gos-queue-profile-queue-profile1] display this
#
gos queue-profile queue-profile1

queue 3 drop-profile data

queue 4 drop-profile video

schedule wfg 3 to 4 pg 5
#
return

# View the configuration of drop profiles.

[RouterA-gos-queue-profile-queue-profile1] quit
[RouterA] display drop-profile video
Drop-profile[2]: video

DSCP Low-limit High-limit Discard-percentage
0(default) 30 100 10
1 30 100 10

2 30 100 10

3 30 100 10

4 30 100 10

5 30 100 10

6 30 100 10

7 30 100 10
8(cs1) 30 100 10
9 30 100 10
10(af11) 30 100 10
11 30 100 10
12(af12) 30 100 10
13 30 100 10
14(af13) 30 100 10

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 131



Huawei AR Series Access Routers 4 Congestion Management and Congestion

CLI-based Configuration Guide - QoS Avoidance Configuration
15 30 100 10
16(cs2) 30 100 10
17 30 100 10
18(af21) 30 100 10
19 30 100 10
20(af22) 30 100 10
21 30 100 10
22(af23) 30 100 10
23 30 100 10
24(cs3) 30 100 10
25 30 100 10
26(af31) 30 100 10
27 30 100 10
28(af32) 30 100 10
29 30 100 10
30(af33) 30 100 10
31 30 100 10
32(cs4) 30 100 10
33 30 100 10
34(af41) 30 100 10
35 30 100 10
36(af42) 30 100 10
37 30 100 10
38(af43) 60 80 20
39 30 100 10
40(cs5) 30 100 10
41 30 100 10
42 30 100 10
43 30 100 10
44 30 100 10
45 30 100 10
46(ef) 30 100 10
47 30 100 10
48(cs6) 30 100 10
49 30 100 10
50 30 100 10
51 30 100 10
52 30 100 10
53 30 100 10
54 30 100 10
55 30 100 10
56(cs7) 30 100 10
57 30 100 10
58 30 100 10
59 30 100 10
60 30 100 10
61 30 100 10
62 30 100 10
63 30 100 10

[RouterA] display drop-profile data
Drop-profile[1]: data

DSCP Low-limit High-limit Discard-percentage
0(default) 30 100 10
1 30 100 10

2 30 100 10

3 30 100 10

4 30 100 10

5 30 100 10

6 30 100 10

7 30 100 10
8(cs1) 30 100 10
9 30 100 10
10(af11) 30 100 10
11 30 100 10
12(af12) 30 100 10
13 30 100 10
14(af13) 30 100 10
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15
16(cs2)
17
18(af21)
19
20(af22)
21
22(af23)

26(af31)
27
28(af32)
29
30(af33)

34(af41)
35
36(af42)
37
38(af43)
39
40(cs5)
41

42

43

44

45
46(ef)
47
48(cs6)
49

50

51

52

53

54

55
56(cs7)
57

58

59

60

61

62

63

30
30
30
30
30
30
30
30
30
30
30
40
30
50
30
30
30
30
30
30
30
30
30

10
10
10
10
10
10
10
10
10
10

40
10
30
10
10
10
10
10
10
10
10
10
20
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10

--—-End

Configuration Files

e RouterA configuration file

#

sysname RouterA

#

vlan batch 20 30

#

drop-profile data

wred dscp
dscp af31 low-limit 40 high-limit 60 discard-percentage 40
dscp af32 low-limit 50 high-limit 70 discard-percentage 30

#

drop-profile video
wred dscp
dscp af43 low-limit 60 high-limit 80 discard-percentage 20
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#

gos queue-profile queue-profilel
queue 3 drop-profile data
queue 4 drop-profile video
schedule wfq 3 to 4 pg 5

#

interface Vlanif20

ip address 192.168.2.1 255.255.255.0

#

interface Vlanif30

ip address 192.168.3.1 255.255.255.0

#

interface Ethernet2/0/0

port link-type trunk

port trunk allow-pass vlan 20

trust dscp

#

interface Ethernet2/0/1

port link-type trunk

port trunk allow-pass vlan 30

trust dscp

#

interface GigabitEthernet3/0/0

ip address 192.168.4.1 255.255.255.0
gos queue-profile queue-profile1

#

return

4.9 FAQ About Congestion Management and
Congestion Avoidance

4.9.1 How Is the Bandwidth Calculated in the AF and EF
Queues on a Tunnel Interface?
The tunnel interface is a virtual interface that cannot sense the bandwidth on the
physical interface. Therefore, the following requirements are specified:

e If the qos gts command is not executed on the tunnel interface, the available
bandwidth is 1 Gbit/s.

e If the qos gts command has been executed on the interface, the available
bandwidth is the value of cir.

4.9.2 Which Scheduling Modes Do LAN-Side Boards and WAN-
Side Boards Support?
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Table 4-5 Scheduling modes supported by each interface

Interface Scheduling Mode

LAN interface o PQ

e DRR

e WRR

e PQ+DRR
e PQ+WRR
NOTE

e Layer 2 interfaces on the AR150&AR160
(except the AR161, AR161EW,
ART61EW-M1, AR161G-L, AR161G-Lc,
ART61W, AR169, AR169CVW,
ART169CVW-4B4S, ART169JFVW-4B4S,
ART69JFVW-2S, AR169EGW-L,
ART69EW, AR169G-L, AR169-P-M9,
AR169RW-P-M9 and AR169W-P-
M9)&AR200 series support only PQ,
WRR, and PQ+WRR, but do not support
DRR.

e Layer 2 interfaces on the AR1200
(except the AR1220C, AR1220F,
AR1220E, AR1220EV, AR1220EVW and
AR1220-8GE) series SRU support only
PQ, WRR, and PQ+WRR, but do not
support DRR.

e Layer 2 VE interfaces only support PQ,
WFQ and PQ+WFQ.

WAN interface e PQ
e WFQ
e PQ+WFQ

4.9.3 Are There Any Requirements for Weights Assigned to
Queues for WFQ Scheduling, and Do | Have to Ensure That
the Sum of All Weights Is 100?

In weighted fair queuing (WFQ) scheduling, the value of the weight for each
queue is 1-100. Generally, the sum of all weights is set to 100 to facilitate
calculation. However, this is not mandatory.

The bandwidth ratio occupied by each queue = the weight of the queue/the sum
of all weights.

For example: If the current interface has four queues, and the weights are 10, 10,
10, and 50 respectively, the bandwidth ratio is 10/80 when the weight value of the
queue is 10, and the bandwidth ratio is 50/80 when the queue's weight value is
50.
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4.9.4 What Impact Does the Queue Length Have?

A longer queue buffers more packets but introduces a longer delay.

If congestion intermittently occurs on a network, buffering more packets prevents
unnecessary packet loss. If congestion constantly occurs on a network, increasing
the queue length cannot solve this problem. You need to increase the bandwidth.

4.9.5 What Functions Do Drop Profiles Have?

Drop profiles have the following two functions:

e By default, AR series routers use the tail drop method and discard data
packets at the end of a queue when congestion occurs. The tail drop method
causes global Transmission Control Protocol (TCP) synchronization and
reduces link usage. Drop profiles and the Weighted Random Early Detection
(WRED) can solve this problem.

e By configuring different priority-based drop probabilities in drop profiles, you
can ensure that packets with a low priority are dropped preferentially, and
ensure the quality of high-priority and low-delay services.

4.9.6 In Which Situation Do EF Queues Preempt the Idle
Bandwidth?

When traffic is not congested on a device interface and AF or BE queues have idle
bandwidth, EF queues can preempt the idle bandwidth.

When the SRU80, SRU200, SRU200E, or SRU400 is used, Ethernet interfaces and
POS interfaces do not support idle bandwidth preempted by EF queues.

If an EF queue is configured in a traffic behavior of a parent traffic policy, the EF
queue does not preempt the idle bandwidth.
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ACL-based Simplified Traffic Policy
Configuration

About This Chapter

This chapter describes how to configure an ACL-based simplified traffic policy. The
device to which an ACL-based simplified traffic policy is applied filters packets
matching access control list (ACL) rules.

5.1 Overview of ACL-based Simplified Traffic Policies

5.2 Licensing Requirements and Limitations for ACL-based Simplified Traffic
Policies

5.3 Configuring ACL-based Packet Filtering
5.4 Maintaining an ACL-based Simplified Traffic Policy
5.5 FAQ About ACL-based Simplified Traffic Policies

5.1 Overview of ACL-based Simplified Traffic Policies

The device to which an ACL-based simplified traffic policy is applied matches
packet characteristics with access control list (ACL) rules and provides the same
QoS for packets matching ACL rules, implementing differentiated services.

To control traffic entering a network, configure ACL rules to match information
such as the source IP address, fragment flag, destination IP address, source port
number, and source MAC address in packets and then configure an ACL-based

simplified traffic policy so that the device can filter packets matching ACL rules.

Compared with a common traffic policy, an ACL-based simplified traffic policy is
easy to configure because you do not need to configure a traffic classifier, traffic
behavior, or traffic policy independently. However, an ACL-based simplified traffic
policy defines less matching rules than a common traffic policy because only ACL
rules are used to match packets.
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5.2 Licensing Requirements and Limitations for ACL-
based Simplified Traffic Policies

Involved Network Elements

Other network elements are not required.

Licensing Requirements
ACL-based simplified traffic policy is a basic feature of a router and is not under
license control.

Feature Limitations

None

5.3 Configuring ACL-based Packet Filtering

Pre-configuration Tasks

By configuring ACL-based packet filtering, the device permits or rejects packets
matching ACL rules to control network traffic.

Before configuring ACL-based packet filtering, complete the following tasks:

e Configure link layer attributes of interfaces to ensure that the interfaces work
properly.

e Configure IP addresses and routing protocols for interfaces to ensure
connectivity.

e Configure an ACL and specifying logging in the rule command when IP
information about packets matching ACL rules in logs needs to be recorded.
Procedure
Step 1 Run system-view
The system view is displayed.
Step 2 Run interface /interface-type interface-number

The interface view is displayed.

L] NOTE
ACL-based packet filtering can be only configured on WAN-side interfaces.
Step 3 (Optional) Run acl forward-algorithm hash { enable | disable }

The algorithm used to search for ACL entries is changed to the hash algorithm for
simplified ACLs.
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By default, the function of changing the algorithm used to search for ACL entries
is disabled for simplified ACLs.

(11 NOTE

e If this command is run for scenarios where there are only a small number of flow entries, the
forwarding performance of simplified ACL services will be affected. Therefore, use this
command under the guidance of Huawei engineers.

e This function is supported in V200R010C10 and later versions.

Step 4 Run traffic-filter { inbound | outbound } { acl | ipv6 acl } { ac/-number | name
acl-name }

ACL-based packet filtering is configured.

(1 NOTE

Loopback interfaces of the device support traffic-filter inbound acl { ac/-number | name acl/-
name } and undo traffic-filter inbound. That is, traffic-filter can be configured on a loopback
interface in the inbound direction, but IPv6 ACLs are not supported.

Step 5 Run quit
Exit from the interface view.

Step 6 (Optional) Run the acl logging { timeout | update } { /nterval | default }
command to set the log update and aging interval after IP information about
packets matching ACL rules is recorded in logs.

--—-End

Verifying the Configuration

e Run the display traffic-filter applied-record command to check ACL-based
packet filtering information.

e Run the display traffic-filter statistics interface /interface-type interface-
number { inbound | outbound } or display traffic-filter statistics interface
virtual-template vi-number virtual-access va-number { inbound |
outbound } command to view traffic statistics about ACL-based packet
filtering on an interface.

5.4 Maintaining an ACL-based Simplified Traffic Policy

5.4.1 Displaying Statistics on ACL-based Packet Filtering

Context

After ACL-based packet filtering is configured on an interface, you can run the
following command to view statistics on forwarded and discarded packets.

Procedure

e Run the display traffic-filter statistics interface /interface-type interface-
number { inbound | outbound } [ verbose rule-base ] or display traffic-
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filter statistics interface virtual-template vi-number virtual-access va-
number { inbound | outbound } [ verbose rule-base ] command to view
traffic statistics about ACL-based packet filtering on an interface.

--—-End

5.4.2 Clearing Statistics on ACL-based Packet Filtering

Context

To recollect statistics on ACL-based packet filtering, run the following command to
clear existing statistics.

NOTICE

The cleared statistics on ACL-based packet filtering cannot be restored. Exercise
caution when you run the command.

Procedure

e Run the reset traffic-filter statistics interface interface-type interface-
number { inbound | outbound } or reset traffic-filter statistics interface
virtual-template vi-number virtual-access va-number { inbound |
outbound } command to view clear statistics about ACL-based packet
filtering on an interface.

--—-End

5.4.3 Clearing ACL-based Packet Filtering Logs

Context

To clear ACL-based packet filtering logs, run the reset acl logging command.

Procedure

e Run the reset acl logging command in the user view to clear ACL-based
packet filtering logs.

(10 NOTE

The reset acl logging command does not delete cleared logs.

--—-End

5.5 FAQ About ACL-based Simplified Traffic Policies

5.5.1 Which One Takes Effect First, the traffic-policy or traffic-
filter Command?

The traffic-filter command is supported from V200R002C00.
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Whether the traffic-policy or traffic-filter command takes effect depends on the
traffic behavior bound to the traffic policy. When the traffic behavior bound to the
traffic policy defines queue af, queue ef, queue llq, or sub traffic policy, the
traffic-policy command first takes effect. Otherwise, the traffic-filter command
takes effect.
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Configuring HQoS

About This Chapter

6.1 Overview of HQoS

6.2 Understanding HQoS

6.3 Application Scenarios for HQoS

6.4 Licensing Requirements and Limitations for HQoS

6.5 Configuring Traffic Policy Nesting

6.6 (Optional) Configuring Traffic Policing on an Interface
6.7 (Optional) Configuring Traffic Shaping on an Interface
6.8 Verifying the HQoS Configuration

6.9 Configuration Examples for HQoS

6.1 Overview of HQoS

HQoS implements hierarchical scheduling based on queues and differentiates
services and users.

The traditional QoS technology schedules packets based on interfaces. An
interface, however, can identify only priorities of different services, but cannot
identify services of different users. Packets of the same priority are placed into the
same queue on an interface and compete for the same queue resource. Therefore,
the traditional QoS technology is unable to provide differentiated service based on
the type of traffic and the identity of a user.

As the number of users increases continuously and services develop, users and
carriers require differentiated services to have better QoS. HQoS implements
hierarchical scheduling based on queues and differentiates services and users.

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 142



Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS 6 Configuring HQoS

6.2 Understanding HQoS

The traditional Quality of Service (QoS) technology schedules packets based on
interfaces. An interface, however, can identify priorities of different services but
cannot identify services of different users. Packets of the same priority are placed
into the same queue on an interface, and compete for the same queue resource.
Therefore, the traditional QoS technology is unable to provide differentiated
services based on traffic types and users.

Currently, more and more enterprises construct their own intranets by leasing
dedicated lines from carriers. Enterprises may focus on different services and need
differentiated QoS. Enterprises are required to provide different scheduling policies
and QoS guarantee based on enterprises' services. Traditional QoS technology
cannot provide differentiated services because it cannot identify users.

As users increase continuously and services develop, users require differentiated
services so that better QoS is provided at less cost. Hierarchical Quality of Service
(HQoS) implements hierarchical scheduling based on queues and differentiates
services and users. It provides QoS guarantee and saves network operation and
maintenance costs.

Queues Supported by HQoS

As shown in Figure 6-1, the device supports three levels of queues, that is, level-3
flow queue (FQ), level-2 subscriber queue (SQ), and level-1 port queue. The HQoS
hierarchy is a tree structure. A flow queue is taken as a leaf and a port queue is
taken as the root. When packets pass through an interface configured with HQoS,
the packets are classified so that they traverse the branches of the tree. Packets
arrive at the top of the tree and are classified on one of the leaves. Packets then
traverse down the tree until they are transmitted out the interface at the root.
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Figure 6-1 HQoS scheduling
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The same type of services of a user is taken as a service flow. HQoS schedules
queues based on service flows. A flow queue including EF, AF, and BE queues
corresponds to a service type. You can configure scheduling modes for flow
queues.

Subscriber queue

All services of a user are taken as a subscriber queue. HQoS allows all services
in the subscriber queue to share bandwidth.

Port queue

Each port corresponds to a queue and port queues are scheduled in RR mode.
You can only configure interface-based traffic shaping, and cannot configure
scheduling modes.
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HQoS Scheduler

HQoS implements hierarchical scheduling and provides good service support.

The device provides three levels of schedulers, that is, flow queue scheduler,
subscriber queue scheduler, and port queue scheduler. The flow queue scheduler
and subscriber queue scheduler support PQ scheduling, WFQ scheduling, and PQ
+WFQ scheduling. The port queue scheduler uses RR scheduling.

HQoS deployment for enterprise users is used as an example. Enterprise users
have VolIP services, video conference (VC) services, and data services. Each
subscriber queue corresponds to one enterprise user and each flow queue
corresponds to a type of services. By deploying HQoS, the device implements the
following functions:

e  Controlling traffic scheduling among the three types of services of a single
enterprise user

e Controlling total bandwidth of the three types of services of a single
enterprise user

e Controlling bandwidth allocation between multiple enterprise users
e Controlling total bandwidth of multiple enterprise users

HQoS Shaper

HQoS shapers buffer packets and limit the packet rate. The device supports three
levels of shapers, that is, flow queue shaper, subscriber queue shaper, and port
queue shaper. After packets enter the device, the device buffers the packets in
queues and sends the packets at the limited rate. Shapers can ensure the CIR and
limit the rate of packets by using the rate limit algorithm.

HQoS Dropper
Droppers discard packets based on the drop method before packets enter queues.
The device supports different drop methods for the three types of queues:
e  Port queue: tail drop
e  Subscriber queue: tail drop
e Flow queue: tail drop and WRED

6.3 Application Scenarios for HQoS

As shown in Figure 6-2, site 1 is the headquarters, and sites 2 and 3 are two
departments. The departments and headquarters are connected by two links. Each
department has voice, video, and data service flows.

Each department requires the assured bandwidth and can share the maximum
bandwidth of an interface. Voice packets need to be sent first and bandwidth
needs to be ensured for video and data packets.
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Figure 6-2 Deploying HQoS on the WAN-side interface
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To meet the preceding requirements, configure HQoS in the outbound direction of
the WAN-side interface. Configure traffic policy nesting on the interface. The
traffic classifier in the traffic policy differentiates users, that is, user queues. The
traffic classifier in the sub traffic policy differentiates services, that is, flow queues.
CBQ provides EF queues to send voice packets first and AF queues to ensure
bandwidth.

6.4 Licensing Requirements and Limitations for HQoS

Involved Network Elements

Other network elements are not required.

Licensing Requirements

HQOoS is a basic feature of a router and is not under license control.

Feature Limitations
{11 NOTE

AR120 series do not support HQoS.
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6.5 Configuring Traffic Policy Nesting

Pre-configuration Tasks

A traffic policy can be nested into another traffic policy to differentiate users and
services.

Before configuring HQoS, complete the following tasks:
e Configure priority mapping.
e Configure an ACL if necessary.

6.5.1 Configuring a Sub Traffic Policy

Context

The traffic classifier in a sub traffic policy differentiates services. That is, the

packets that match the traffic classifier in the sub traffic policy enter the same

flow queue.

When traffic policy nesting is configured on a main interface, you can configure

traffic shaping, adaptive traffic shaping, congestion management, or congestion

avoidance in the traffic behavior of the sub traffic policy.

When traffic policy nesting is configured on a sub-interface:

e If other QoS actions except traffic shaping, adaptive traffic shaping,
congestion management, and congestion avoidance are configured in the
traffic behavior of the sub traffic policy, you can configure only traffic shaping
+ sub traffic policy, traffic shaping + AF + sub traffic policy, or EF + sub traffic
policy in the traffic behavior of the traffic policy.

e If traffic shaping, congestion management, or congestion avoidance is
configured in the traffic behavior of the sub traffic policy, only the default
traffic classifier can be configured in the traffic classifier of the traffic policy
and only traffic shaping can be configured in the traffic behavior associated
with the default traffic classifier.

Procedure

Step 1 Configure a traffic classifier.

The device can classify traffic according to Layer 2 information, Layer 3
information, and ACLs in packets. Configure a traffic classifier by selecting
appropriate traffic classification rules. For details, see 6.5.1 Configuring a Sub
Traffic Policy.

Step 2 Configure a traffic behavior.

Create a traffic behavior and configure a proper action in the traffic behavior. For
details, see 1.4.2 Configuring a Traffic Behavior.
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(11 NOTE

To apply traffic policy nesting to the inbound direction of an interface or a sub-interface,
configure one of the following sub traffic policies:

° CAR
° Statistic
° CAR + statistic

Step 3 Associate the traffic classifier and the traffic behavior with the sub traffic policy.

Create a sub traffic policy, and associate the traffic classifier and traffic behavior
with the sub traffic policy. For details, see 1.4.3 Configuring a Traffic Policy.

--—-End

6.5.2 Configuring a Traffic Policy

Context

A traffic classifier in the traffic policy differentiates users. Before configuring a
traffic policy, ensure that the sub traffic policy has been configured.

You can configure either of the following combinations in the traffic behavior of
the traffic policy when traffic policy nesting is configured in the outbound
direction on an interface:

e  GTS + sub traffic policy: User packets are evenly scheduled and the interface
bandwidth is evenly distributed to users.

e GTS + AF + sub traffic policy: You can configure AF and set the percentage of
assured bandwidth to the available bandwidth of the interface.

This combination is recommended so that you can configure assured
bandwidth for each user.

e AF + sub traffic policy: You can configure AF and set the percentage of
assured bandwidth to the available bandwidth of the interface.

e EF + sub traffic policy: When a traffic policy is bound to EF queues, subscriber
queues are scheduled in PQ mode. User packets with higher priorities are
forwarded first.

When traffic policy nesting is configured in the outbound direction on a sub-
interface:

e If other QoS actions except traffic shaping, adaptive traffic shaping,
congestion management, and congestion avoidance are configured in the
traffic behavior of the sub traffic policy, you can configure only traffic shaping
+ sub traffic policy, traffic shaping + AF + sub traffic policy, or EF + sub traffic
policy in the traffic behavior of the traffic policy.

e If traffic shaping, congestion management, or congestion avoidance is
configured in the traffic behavior of the sub traffic policy, only the default
traffic classifier default-class or any can be configured in the traffic classifier
of the traffic policy and only traffic shaping can be configured in the traffic
behavior associated with the default traffic classifier.

To apply traffic policy nesting to the inbound direction of an interface or a sub-
interface, the traffic behavior of a traffic policy only can be statistic and sub traffic

policy.
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(11 NOTE

The sub traffic policy configured for a traffic behavior of a traffic policy cannot be the same
as the traffic policy.

Procedure

Step 1 Configure a traffic classifier.

Configure a traffic classifier by selecting appropriate traffic classification rules. For
details, see Configuring a Traffic Classifier.

Step 2 Configure a traffic behavior.

e  When traffic policy nesting is configured in the outbound direction of a main
interface, perform the following operations.

- Configure GTS + sub traffic policy.

Vi.

Run system-view
The system view is displayed.
Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

Run gts cir { cir-value [ cbs cbs-value] | pct pct-value } [ queue-
length gueue-length] or gts adaptation-profile adaptation-profile-
name

The GTS action is configured in the traffic behavior.
Run traffic-policy policy-name

A sub traffic policy is bound to the traffic behavior.
(Optional) Run statistic enable

The traffic statistics function is enabled.

Run quit

Exit from the traffic behavior view.

- Configure GTS + AF + sub traffic policy.

Run system-view
The system view is displayed.
Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

Run gts cir { cir-value [ cbs cbs-value] | pct pct-value } [ queue-
length gueue-length ] or gts adaptation-profile adaptation-profile-
name

The GTS action is configured in the traffic behavior.

Run queue af bandwidth { bandwidth | pct percentage }
AF and the minimum bandwidth are configured.

Run traffic-policy policy-name

A sub traffic policy is bound to the traffic behavior.
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vi. (Optional) Run statistic enable
The traffic statistics function is enabled.
vii. Run quit
Exit from the traffic behavior view.
- Configure AF + sub traffic policy.

i.  Run system-view
The system view is displayed.
i. Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

iii. Run queue af bandwidth { bandwidth | pct percentage }
AF and the minimum bandwidth are configured.

iv. Run traffic-policy policy-name
A sub traffic policy is bound to the traffic behavior.

v. (Optional) Run statistic enable
The traffic statistics function is enabled.

vi. Run quit
Exit from the traffic behavior view.

- Configure EF + sub traffic policy.

i.  Run system-view
The system view is displayed.
ii.  Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

ii. Run queue ef bandwidth { bandwidth [ cbs cbs-value] | pct
percentage [ cbs cbs-value] }

EF and the minimum bandwidth are configured.
iv. Run traffic-policy policy-name

A sub traffic policy is bound to the traffic behavior.
v. (Optional) Run statistic enable

The traffic statistics function is enabled.
vi. Run quit

Exit from the traffic behavior view.

When traffic policy nesting is configured in the outbound direction of a sub-
interface, perform the following operations.

- Configure traffic shaping + sub traffic policy.

i.  Run system-view
The system view is displayed.
ii. Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.
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Vi.

Run gts cir { cir-value [ cbs cbs-value] | pct pct-value } [ queue-
length gueue-length ]

Traffic shaping is configured.

Run traffic-policy policy-name

A sub traffic policy is bound to the traffic behavior.
(Optional) Run statistic enable

The traffic statistics function is enabled.

Run quit

Exit from the traffic behavior view.

Configure traffic shaping + AF + sub traffic policy.

Vi.

Vii.

Run system-view
The system view is displayed.
Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

Run gts cir { cir-value [ cbs cbs-value] | pct pct-value } [ queue-
length gueue-length ]

Traffic shaping is configured.

Run queue af bandwidth { bandwidth | pct percentage }
AF and the minimum bandwidth are configured.

Run traffic-policy policy-name

A sub traffic policy is bound to the traffic behavior.
(Optional) Run statistic enable

The traffic statistics function is enabled.

Run quit

Exit from the traffic behavior view.

Configure EF + sub traffic policy.

Vi.

Run system-view
The system view is displayed.
Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

Run queue ef bandwidth { bandwidth [ cbs cbs-value] | pct
percentage [ cbs cbs-value] }

EF and the minimum bandwidth are configured.
Run traffic-policy policy-name

A sub traffic policy is bound to the traffic behavior.
(Optional) Run statistic enable

The traffic statistics function is enabled.

Run quit

Exit from the traffic behavior view.
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- Configure traffic shaping.

i.  Run system-view
The system view is displayed.
ii. Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

iii. Run gts cir { cir-value [ cbs cbs-value] | pct pct-value } [ queue-
length gueue-length ]

Traffic shaping is configured.
iv. (Optional) Run statistic enable

The traffic statistics function is enabled.
v. Run quit

Exit from the traffic behavior view.

e Configure traffic policy nesting in the inbound direction of an interface or a
sub-interface.

- Configure statistic + sub traffic policy.

i.  Run system-view
The system view is displayed.
ii. Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

iii. Run statistic enable

The traffic statistics function is enabled in a traffic behavior.
iv. Run traffic-policy policy-name

A sub traffic policy is bound to the traffic behavior.
V. Run quit

Exit from the traffic policy view.

Step 3 Associate the traffic classifier and the traffic behavior with the traffic policy.

Create a traffic policy, and associate the traffic classifier and traffic behavior with
the traffic policy. For details, see 1.4.3 Configuring a Traffic Policy.

(11 NOTE

e Each traffic policy or sub traffic policy supports a maximum of 1024 pairs of traffic
classifiers and traffic behaviors.

e Each traffic behavior in the traffic policy can be bound to only one sub traffic policy,
whereas different traffic behaviors can be bound to different sub traffic policies.

e If a traffic policy is bound to multiple pairs of traffic classifiers and traffic behaviors,
matching rules in the traffic classifiers must be different. If matching rules are the same,
packets of the same type are processed incorrectly because different actions are taken
for these packets.

--—-End
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6.5.3 Applying the Traffic Policy to an Interface

Context
You can apply a traffic policy to an interface or a sub-interface to implement fine-
grained QoS.
(11 NOTE
Traffic policy nesting can only be configured on layer 2 VE interfaces, physical WAN-side
interfaces or sub-interfaces.
Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run interface /interface-type interface-number.subinterface-number ]
The interface or sub-interface view is displayed.

Step 3 Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to an interface or a sub-interface.

(1 NOTE

e |If traffic policy nesting is configured on a sub-interface, traffic shaping, congestion
management, or congestion avoidance cannot be configured on the main interface.

e |If traffic shaping, congestion management, or congestion avoidance is configured in
both the traffic policy and the sub traffic policy, traffic policy nesting and traffic shaping
cannot be simultaneously configured on the sub-interface.

e When traffic policy nesting is applied to a sub-interface, the traffic policy that is bound
to sub traffic policies can be bound to only one pair of the traffic classifier and traffic
behavior and only the default traffic classifier default-class can be used.

--—-End

6.6 (Optional) Configuring Traffic Policing on an
Interface

Pre-configuration Tasks

After CAR is configured on an interface in the outbound direction, the device limits
the rate of outgoing packets on the interface. Traffic policing does not increase
the delay.

Before configuring interface-based traffic policing, complete the following task:

e Configure traffic policy nesting.
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Procedure

Step 1 Set traffic policing parameters based on site requirements. For details, see 3.6.1
Configuring Interface-based Traffic Policing.

--—-End

6.7 (Optional) Configuring Traffic Shaping on an
Interface

Pre-configuration Tasks

After GTS is configured on an interface, the device limits the rate of outgoing data
on the interface. Traffic shaping may increase the delay.

Before configuring interface-based traffic shaping, complete the following task:

e  Configure traffic policy nesting.

Procedure

Step 1 Set the traffic shaping rate based on site requirements. For details, see 3.7.1
Configuring Interface-based Traffic Shaping.

--—-End

6.8 Verifying the HQoS Configuration

Procedure

e Run the display traffic behavior { system-defined | user-defined }
[ behavior-name ] command to check the traffic behavior configuration.

e Run the display traffic classifier { system-defined | user-defined }
[ classifier-name ] command to check the traffic classifier configuration.

e Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name] ] command to check the traffic policy configuration.

e Run the display traffic-policy applied-record [ policy-name] command to
check the traffic policy record.

e  Run the display this command in the interface view to check the traffic
policing and traffic shaping configuration.

--—-End

6.9 Configuration Examples for HQoS
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6.9.1 Example for Configuring HQoS

Networking Requirements

As shown in Figure 6-3, two departments of the enterprise branch belong to
VLAN10 and VLAN20 respectively and the enterprise headquarters belongs to
VLAN30. The enterprise branch connects to the Router through the switch and
connects to the headquarters through two sub-interfaces on GE3/0/0 of the
Router. Each department has its voice, video, and data flows. Control packets of
the NMS are transmitted in the enterprise.

Packets are marked with different DSCP priorities by the switch, and the priorities
of voice service, NMS control service, video service, and data service are ef, cs6,
af21, and af11. Each department needs to have its CIR and share the maximum
bandwidth of the interface. Voice packets need to be processed first with short
delay, NMS control packets need to be processed first, and bandwidth of video
and data packets needs to be ensured.

Figure 6-3 Networking diagram of HQoS configurations
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Configuration Roadmap

Traffic policy nesting is used to implement HQoS. The configuration roadmap is as
follows:
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1. Create VLANs and VLANIF interfaces and configure interfaces so that
enterprise users can access the WAN-side network through the Router.

2. Configure sub traffic policies for VLAN10 and VLAN20 on the Router,
configure traffic classifiers based on DSCP priorities to send voice packets to
LLQ queues, NMS control packets to EF queues, and video and data packets
to AF queues, and bind drop profiles.

3. Configure a traffic policy on the Router, configure traffic classifiers based on
VLAN IDs to shape packets from different VLANSs, and bind the traffic policy
to the sub traffic policies.

4. Apply the traffic policy to the interface of the Router connected to the WAN-
side network to provide differentiated QoS services.

Procedure

Step 1 Create VLANs and configure interfaces.

# Create VLAN10 and VLAN20 on the Router.

<Huawei> system-view
[Huawei] sysname Router
[Router] vlan batch 10 20

# Configure Eth2/0/0 as a trunk interface, and add Eth2/0/0 to VLAN 10.

[Router] interface ethernet 2/0/0
[Router-Ethernet2/0/0] port link-type trunk
[Router-Ethernet2/0/0] port trunk allow-pass vlan 10
[Router-Ethernet2/0/0] quit

# Configure Eth2/0/1 as a trunk interface, and add Eth2/0/1 to VLAN 20.

[Router] interface ethernet 2/0/1
[Router-Ethernet2/0/1] port link-type trunk
[Router-Ethernet2/0/1] port trunk allow-pass vlan 20
[Router-Ethernet2/0/1] quit

(10 NOTE

Configure the switch interface connected to the Router as a trunk interface, and add it to
VLAN 10 and VLAN 20.

# Create VLANIF10 and VLANIF20, and assign IP addresses 192.168.1.1/24 and
192.168.2.1/24 to VLANIF 10 and VLANIF 20.

[Router] interface vlanif 10
[Router-Vlanif10] ip address 192.168.1.1 24
[Router-Vlanif10] quit

[Router] interface vlanif 20
[Router-Vlanif20] ip address 192.168.2.1 24
[Router-Vlanif20] quit

# Assign IP address 192.168.3.1/24 to GE3/0/0.

[Router] interface gigabitethernet 3/0/0
[Router-GigabitEthernet3/0/0] ip address 192.168.3.1 24
[Router-GigabitEthernet3/0/0] quit

# Configure the control VLAN of GE3/0/0.1 as VLAN 10, set the encapsulation
mode to dot1q, and assign 192.168.4.1/24 to it. Configure the control VLAN of
GE3/0/0.2 as VLAN 20, set the encapsulation mode to dot1qg, and assign
192.168.5.1/24 to it.
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Step 2

[Router] interface gigabitethernet 3/0/0.1
[Router-GigabitEthernet3/0/0.1] ip address 192.168.4.1 24
[Router-GigabitEthernet3/0/0.1] dot1q termination vid 10
[Router-GigabitEthernet3/0/0.1] quit

[Router] interface gigabitethernet 3/0/0.2
[Router-GigabitEthernet3/0/0.2] ip address 192.168.5.1 24
[Router-GigabitEthernet3/0/0.2] dot1q termination vid 20
[Router-GigabitEthernet3/0/0.2] quit

Configure sub traffic policies for groupa and groupb.

# Create traffic classifiers data, video, control, and voice on the Router to classify
different service flows from the enterprise based on DSCP priorities.

[Router] traffic classifier data
[Router-classifier-data] if-match dscp af11
[Router-classifier-data] quit

[Router] traffic classifier video
[Router-classifier-video] if-match dscp af21
[Router-classifier-video] quit

[Router] traffic classifier control
[Router-classifier-control] if-match dscp cs6
[Router-classifier-control] quit

[Router] traffic classifier voice
[Router-classifier-voice] if-match dscp ef
[Router-classifier-voice] quit

# Create drop profiles data and video on the Router.

[Router] drop-profile data

[Router-drop-profile-data] wred dscp

[Router-drop-profile-data] dscp 10 low-limit 70 high-limit 85 discard-percentage 60
[Router-drop-profile-data] quit

[Router] drop-profile video

[Router-drop-profile-video] wred dscp

[Router-drop-profile-video] dscp 18 low-limit 80 high-limit 95 discard-percentage 60
[Router-drop-profile-video] quit

# Create traffic behaviors data, video, control, and voice on the Router to
configure congestion management and congestion avoidance for different service
flows of the enterprise.

[Router] traffic behavior data
[Router-behavior-data] queue af bandwidth pct 45
[Router-behavior-data] drop-profile data
[Router-behavior-data] quit

[Router] traffic behavior video
[Router-behavior-video] queue af bandwidth pct 30
[Router-behavior-video] drop-profile video
[Router-behavior-video] quit

[Router] traffic behavior control
[Router-behavior-control] queue ef bandwidth pct 5
[Router-behavior-control] quit

[Router] traffic behavior voice
[Router-behavior-voice] queue llq bandwidth pct 15
[Router-behavior-voice] quit

# Define sub traffic policies for groupa and groupb on the Router.

[Router] traffic policy groupa-sub

[Router-trafficpolicy-groupa-sub] classifier voice behavior voice
[Router-trafficpolicy-groupa-sub] classifier control behavior control
[Router-trafficpolicy-groupa-sub] classifier video behavior video
[Router-trafficpolicy-groupa-sub] classifier data behavior data
[Router-trafficpolicy-groupa-sub] quit

[Router] traffic policy groupb-sub

[Router-trafficpolicy-groupb-sub] classifier voice behavior voice
[Router-trafficpolicy-groupb-sub] classifier control behavior control
[Router-trafficpolicy-groupb-sub] classifier video behavior video
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Step 3

Step 4

Step 5

[Router-trafficpolicy-groupb-sub] classifier data behavior data
[Router-trafficpolicy-groupb-sub] quit

Configure a traffic policy.

# Configure traffic classifiers groupa and groupb on the Huawei to classify
different service flows from the enterprise based on the VLAN ID.

[Router] traffic classifier groupa
[Router-classifier-groupa] if-match vlan-id 10
[Router-classifier-groupa] quit

[Router] traffic classifier groupb
[Router-classifier-groupb] if-match vlan-id 20
[Router-classifier-groupb] quit

# Create traffic behaviors groupa and groupb on the Router to shape packets
from different VLANs and bind them to sub traffic policies.

[Router] traffic behavior groupa

[Router-behavior-groupa] gts cir 20000 cbs 500000 queue-length 50
[Router-behavior-groupa] traffic-policy groupa-sub
[Router-behavior-groupa] quit

[Router] traffic behavior groupb

[Router-behavior-groupb] gts cir 30000 cbs 750000 queue-length 50
[Router-behavior-groupb] traffic-policy groupb-sub
[Router-behavior-groupb] quit

# Configure a traffic policy on the Router.

[Router] traffic policy enterprise

[Router-trafficpolicy-enterprise] classifier groupa behavior groupa
[Router-trafficpolicy-enterprise] classifier groupb behavior groupb
[Router-trafficpolicy-enterprise] quit

Apply the traffic policy.
# Apply the traffic policy on GE3/0/0 of the Router in the outbound direction.

[Router] interface gigabitethernet 3/0/0
[Router-GigabitEthernet3/0/0] traffic-policy enterprise outbound

Verify the configuration.

# View the interface configuration on the Router.

[Router-GigabitEthernet3/0/0] display this
#

interface GigabitEthernet3/0/0

ip address 192.168.3.1 255.255.255.0
traffic-policy enterprise outbound

#

return

# View the traffic policy configuration.

[Router-GigabitEthernet3/0/0] quit
[Router] display traffic-policy applied-record enterprise

Policy Name: enterprise

Policy Index: 2

Classifier:groupa  Behavior:groupa
Classifier:groupb ~ Behavior:groupb

*interface GigabitEthernet3/0/0
traffic-policy enterprise outbound
slot 3 : success
nest Policy : groupa-sub
slot 0 : success
nest Policy : groupb-sub
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slot 0 : success
Classifier: groupa
Operator: OR
Rule(s) :
if-match vlan-id 10
Behavior: groupa
General Traffic Shape:
CIR 20000 (Kbps), CBS 500000 (byte)
Queue length 50 (Packets)
Nest Policy : groupa-sub
Classifier: voice
Operator: OR
Rule(s) :
if-match dscp ef
Behavior: voice
Low-latency:
Bandwidth 15 (%)
Bandwidth 3000 (Kbps) CBS 75000 (Bytes)
Classifier: control
Operator: OR
Rule(s) :
if-match dscp cs6
Behavior: control
Expedited Forwarding:
Bandwidth 5 (%)
Bandwidth 1000 (Kbps) CBS 25000 (Bytes)
Queue Length: 64 (Packets) 131072 (Bytes)
Classifier: video
Operator: OR
Rule(s) :
if-match dscp af21
Behavior: video
Assured Forwarding:
Bandwidth 30 (%)
Bandwidth 6000 (Kbps)
Drop Method: WRED
Drop-profile: video
Classifier: data
Operator: OR
Rule(s) :
if-match dscp af11
Behavior: data
Assured Forwarding:
Bandwidth 45 (%)
Bandwidth 9000 (Kbps)
Drop Method: WRED
Drop-profile: data
Behavior: Be
Assured Forwarding:
Bandwidth 50000 (Kbps)
Classifier: groupb
Operator: OR
Rule(s) :
if-match vlan-id 20
Behavior: groupb
General Traffic Shape:
CIR 30000 (Kbps), CBS 750000 (byte)
Queue length 50 (Packets)
Nest Policy : groupa-sub
Nest Policy : groupb-sub
Classifier: voice
Operator: OR
Rule(s) :
if-match dscp ef
Behavior: voice
Low-latency:
Bandwidth 15 (%)
Bandwidth 4500 (Kbps) CBS 112500 (Bytes)
Classifier: control

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd.

159



Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS

6 Configuring HQoS

Operator: OR
Rule(s) :
if-match dscp cs6
Behavior: control
Expedited Forwarding:
Bandwidth 5 (%)
Bandwidth 1500 (Kbps) CBS 37500 (Bytes)
Queue Length: 64 (Packets) 131072 (Bytes)
Classifier: video
Operator: OR
Rule(s) :
if-match dscp af21
Behavior: video
Assured Forwarding:
Bandwidth 30 (%)
Bandwidth 9000 (Kbps)
Drop Method: WRED
Drop-profile: video
Classifier: data
Operator: OR
Rule(s) :
if-match dscp af11
Behavior: data
Assured Forwarding:
Bandwidth 45 (%)
Bandwidth 13500 (Kbps)
Drop Method: WRED
Drop-profile: data
Behavior: Be
Assured Forwarding:
Bandwidth 50000 (Kbps)

Policy total applied times: 1.

--—-End

Configuration Files

e Router configuration file
#
sysname Router
#
vlan batch 10 20
#
drop-profile data
wred dscp
dscp af11 low-limit 70 high-limit 85 discard-percentage 60
drop-profile video
wred dscp
dscp af21 low-limit 80 high-limit 95 discard-percentage 60
#
traffic classifier control operator or
if-match dscp cs6
traffic classifier groupb operator or
if-match vlan-id 20
traffic classifier video operator or
if-match dscp af21
traffic classifier groupa operator or
if-match vlan-id 10
traffic classifier data operator or
if-match dscp af11
traffic classifier voice operator or
if-match dscp ef
#
traffic behavior control
queue ef bandwidth pct 5
traffic behavior groupb
gts cir 30000 cbs 750000 queue-length 50
traffic-policy groupb-sub
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traffic behavior video
queue af bandwidth pct 30
drop-profile video

traffic behavior groupa

gts cir 20000 cbs 500000 queue-length 50

traffic-policy groupa-sub
traffic behavior data

queue af bandwidth pct 45
drop-profile data

traffic behavior voice

queue llg bandwidth pct 15
#

traffic policy groupa-sub

classifier voice behavior voice
classifier control behavior control
classifier video behavior video
classifier data behavior data

traffic policy enterprise

classifier groupa behavior groupa
classifier groupb behavior groupb
traffic policy groupb-sub

classifier voice behavior voice
classifier control behavior control
classifier video behavior video
classifier data behavior data

#

interface Vlanif10

ip address 192.168.1.1 255.255.255.0
#

interface Vlanif20

ip address 192.168.2.1 255.255.255.0
#

interface Ethernet2/0/0

port link-type trunk

port trunk allow-pass vlan 10

#

interface Ethernet2/0/1

port link-type trunk

port trunk allow-pass vlan 20

#

interface GigabitEthernet3/0/0

ip address 192.168.3.1 255.255.255.0
traffic-policy enterprise outbound

#

interface GigabitEthernet3/0/0.1
dot1q termination vid 10

ip address 192.168.4.1 255.255.255.0
#

interface GigabitEthernet3/0/0.2
dot1q termination vid 20

ip address 192.168.5.1 255.255.255.0
#

return
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Packet Filtering Configuration

About This Chapter

7.1 Overview of Packet Filtering

7.2 Application Scenarios for Packet Filtering

7.3 Licensing Requirements and Limitations for Packet Filtering
7.4 Configuring Packet Filtering

7.5 Configuration Examples for Packet Filtering

7.1 Overview of Packet Filtering

Modular QoS Command-Line Interface (MQC) implements packet filtering.

There are many untrusted packets on networks. An untrusted packet is a packet
with potential security risks or a packet that users do not want to receive. The
packet filtering function allows a device to directly discard untrusted packets to
improve network security.

With MQC, a device is configured to identify untrusted packets and discard them,
as well as identify trusted packets and permit them to pass through.

MQC-based packet filtering classifies packets in a more precise manner than a
blacklist, and is more flexible to deploy.

7.2 Application Scenarios for Packet Filtering

Packet filtering allows the device to only permit trusted packets to pass through.
The device discards any untrusted packets. This function improves network
security and allows flexible network planning.

As shown in Figure 7-1, packets of different services are identified by 802.1p
priorities on the LAN. When packets reach the WAN, it is required that data
packets be filtered and voice and video services be ensured.
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Figure 7-1 Networking of packet filtering
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7.3 Licensing Requirements and Limitations for Packet
Filtering

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Packet filtering is a basic feature of a router and is not under license control.

Feature Limitations

None
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7.4 Configuring Packet Filtering

Context

A device configured to use packet filtering implements traffic control to filter
packets that match traffic classification rules.

Procedure
1.

Configure a traffic classifier.

Run system-view

The system view is displayed.

Run traffic classifier classifier-name [ operator { and | or } ]

A traffic classifier is created and the traffic classifier view is displayed.

and indicates that rules are ANDed with each other.

" |f a traffic classifier contains ACL rules, packets match the traffic
classifier only when they match one ACL rule and all the non-ACL

rules.

® |f a traffic classifier does not contain ACL rules, packets match the
traffic classifier only when the packets match all the non-ACL rules.

or indicates that the relationship between rules is OR. Packets match a
traffic classifier as long as packets match only one rule of the traffic

classifier.

By default, the relationship between rules in a traffic classifier is OR.

Run the following commands as required.

Matching Rule

Command

Outer VLAN ID

if-match vlan-id start-vian-id [ to end-vian-
id]

Inner VLAN IDs in
QinQ packets

if-match cvlan-id start-vian-id [ to end-vian-
id]

802.1p priority in
VLAN packets

if-match 8021p 8027p-value &<1-8>

Inner 802.1p priority
in QinQ packets

if-match cvlan-8021p 8027p-value &<1-8>

EXP priority in MPLS
packets
(AR1200&AR2200&A
R3200&AR3600
series)

if-match mpls-exp exp-value &<1-8>

Destination MAC
address

if-match destination-mac mac-address [ mac-
address-mask mac-address-mask ]
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Matching Rule

Command

Source MAC address

if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR
packets

if-match dlci start-dlci-number [ to end-dlci-
number ]

DE value in FR
packets

if-match fr-de

Protocol type field
encapsulated in the
Ethernet frame
header

if-match [2-protocol { arp | ip | mpls | rarp |
protocol-value }

All packets

if-match any

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>

NOTE
If DSCP priority matching is configured in a traffic
policy, the SAE220 (WSIC) and SAE550 (XSIC) cards
do not support redirect ip-nexthop /p-address post-
nat.

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is
AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }

QoS group index of
packets

if-match qos-group gos-group-value

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-number/vci-number

RTP port number

if-match rtp start-port start-port-number
end-port end-port-number

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst |
syn |urg }’

Inbound interface

if-match inbound-interface /nterface-type
interface-number

Outbound interface

if-match outbound-interface Cellular
interface-number:channel
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Matching Rule

Command

ACL rule

if-match acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

ACLS6 rule

if-match ipv6 acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source |IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-
set user-set-name] [ time-range time-name ]
NOTE

Before defining a matching rule based on an

application protocol, enable Smart Application
Control (SA) and load the signature file.

SA group

if-match category category-name [ user-set
user-set-name] [ time-range time-name ]
NOTE

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group

if-match user-set user-set-name [ time-range
time-range-name ]

d. Run quit

Exit from the traffic classifier view.

2. Configure a traffic behavior.

a. Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is displayed, or
the view of an existing traffic behavior is displayed.
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b.

Run the following commands as required.

®  Run permit

The device is configured to forward packets matching the traffic
classifier based on the original policy.

"  Run deny
The device is configured to reject packets matching the traffic
classifier.

(11 NOTE

e When permit and other actions are configured in a traffic behavior, the
actions are performed in sequence. If the deny action is configured together
with other actions, only the deny action (and traffic statistics, if configured)
can take effect.

e To specify the packet filtering action for packets matching an ACL rule that
defines permit, the action taken for the packets depends on deny or permit
in the traffic behavior. If the ACL rule defines deny, the packets are discarded
regardless of whether deny or permit is configured in the traffic behavior.

(Optional) Run statistic enable

The traffic statistics function is enabled.
Run quit

Exit from the traffic behavior view.

Run quit

Exit from the system view.

3. Configure a traffic policy.

a.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the
view of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]

A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic
policy.

Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

4.  Apply the traffic policy.

Apply the traffic policy to an interface.

i. Run system-view
The system view is displayed.
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Run interface /nterface-type interface-numberi.subinterface-
number ]

The interface view is displayed.
Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to the inbound or outbound direction on
the interface.

By default, no traffic policy is applied to an interface.

Apply the traffic policy to an interzone.
(1O NOTE

Only the ART100&AR120&AR150&ART60&AR200 series routers support this
configuration.

Run system-view

The system view is displayed.

Run firewall interzone zone-name1 zone-name2

An interzone is created and the interzone view is displayed.
By default, no interzone is created.

You must specify two existing zones for the interzone.

Run traffic-policy policy-name

The traffic policy is bound to the interzone.

By default, no traffic policy is bound to an interzone.

Apply the traffic policy to a BD.
{10 NOTE

Only the ART100&AR120&AR150&ART60&AR200&AR1200 series routers and the
AR2220E support this configuration.

Run system-view

The system view is displayed.

Run bridge-domain bd-id

A BD is created and the BD view is displayed.

By default, no BD is created.

Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.

By default, no traffic policy is applied to a BD.

Apply the traffic policy in the system view.

Run system-view
The system view is displayed.

Run traffic-policy policy-name global bind interface { /interface-
type interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.

By default, no traffic policy is applied to the system or bound to any
interface of an AR.
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(11 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of
MPLS packets or applied to IPv6 packets. The remark mpls-exp action cannot
be configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global
traffic policy is applied, the traffic policies take effect according to the following
rules:

e |If the redirecting action is configured in both traffic policies, only the
redirecting behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-
based traffic policy and then the traffic behavior in the global traffic policy.

Verifying the Configuration

e Run the display traffic classifier { system-defined | user-defined }
[ classifier-name ] command to check the traffic classifier configuration.

e Run the display traffic behavior { system-defined | user-defined }
[ behavior-name ] command to check the traffic behavior configuration.

e Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name ] ] command to check the traffic policy configuration.

e Run the display traffic-policy applied-record [ policy-name] command to
check the application record of a traffic policy.

7.5 Configuration Examples for Packet Filtering
7.5.1 Example for Configuring Packet Filtering

Networking Requirements

In Figure 7-2, voice, video, and data services on the enterprise's LAN are
transmitted to Eth2/0/0 and Eth2/0/1 of RouterA through SwitchA and SwitchB,
and to the WAN through GE1/0/0 of RouterA.

Packets of different services are identified by 802.1p priorities on the LAN. When
packets reach the WAN through GE1/0/0, it is required that data packets be
filtered and voice and video services be ensured.
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Figure 7-2 Networking of packet filtering
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Configuration Roadmap

You can define the deny action in a traffic policy to filter packets. The

configuration roadmap is as follows:

1. Configure interfaces so that enterprise users can access the WAN through
RouterA.

2. Configure traffic classifiers to classify packets based on 802.1p priorities.

3. Configure traffic behaviors so that the device permits or rejects packets
matching rules.

4. Configure a traffic policy, bind the traffic policy to the traffic classifiers and

traffic behaviors, and apply the traffic policy to Eth2/0/0 and Eth2/0/1 in the

inbound direction to filter packets.

Procedure

Step 1 Create VLANSs and configure interfaces.

# Create VLAN 10 and VLAN 20 on RouterA.
<Huawei> system-view

[Huawei] sysname RouterA
[RouterA] vlan batch 10 20

# Configure Eth2/0/0 and Eth2/0/1 on RouterA as trunk interfaces, and add
Eth2/0/0 to VLAN 10 and Eth2/0/1 to VLAN 20. Configure IP address

192.168.4.1/24 for GE1/0/0.

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] port link-type trunk
[RouterA-Ethernet2/0/0] port trunk allow-pass vlan 10
[RouterA-Ethernet2/0/0] quit
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Step 2

Step 3

[RouterA] interface ethernet 2/0/1
[RouterA-Ethernet2/0/1] port link-type trunk
[RouterA-Ethernet2/0/1] port trunk allow-pass vlan 20
[RouterA-Ethernet2/0/1] quit

[RouterA] interface gigabitethernet 1/0/0
[RouterA-GigabitEthernet1/0/0] ip address 192.168.4.1 24
[RouterA-GigabitEthernet1/0/0] quit

(1 NOTE

Configure the interface on SwitchA connected to RouterA as a trunk interface and add it to
VLAN 10.

Configure the interface on SwitchB connected to RouterA as a trunk interface and add it to
VLAN 20.

# Create VLANIF 10 and VLANIF 20, and assign IP address 192.168.2.1/24 to
VLANIF 10 and IP address 192.168.3.1/24 to VLANIF 20.

[RouterA] interface vlanif 10
[RouterA-Vlanif10] ip address 192.168.2.1 24
[RouterA-Vlanif10] quit

[RouterA] interface vlanif 20
[RouterA-Vlanif20] ip address 192.168.3.1 24
[RouterA-Vlanif20] quit

# Configure IP address 192.168.4.2/24 for GE1/0/0 on RouterB.

<Huawei> system-view

[Huawei] sysname RouterB

[RouterB] interface gigabitethernet 1/0/0
[RouterB-GigabitEthernet1/0/0] ip address 192.168.4.2 24
[RouterB-GigabitEthernet1/0/0] quit

# Configure RouterB to interwork with the network layer of the LAN.

[RouterB] ip route-static 192.168.2.0 255.255.255.0 192.168.4.1
[RouterB] ip route-static 192.168.3.0 255.255.255.0 192.168.4.1

(11 NOTE

Configure the default gateway address 192.168.2.1/24 for enterprise users connected to
SwitchA.

Configure the default gateway address 192.168.3.1/24 for enterprise users connected to
SwitchB.

Configure traffic classifiers.

# Create and configure traffic classifiers c1, €2, and c3 on RouterA to classify
packets based on 802.1p priorities.

[RouterA] traffic classifier c1
[RouterA-classifier-c1] if-match 8021p 2
[RouterA-classifier-c1] quit

[RouterA] traffic classifier c2
[RouterA-classifier-c2] if-match 8021p 5
[RouterA-classifier-c2] quit

[RouterA] traffic classifier c3
[RouterA-classifier-c3] if-match 8021p 6
[RouterA-classifier-c3] quit

Configure traffic behaviors.

# Configure a traffic behavior named b1 on RouterA and define the deny action.

[RouterA] traffic behavior b1
[RouterA-behavior-b1] deny
[RouterA-behavior-b1] quit
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# Configure traffic behaviors b2 and b3 on RouterA and define the permit action.

[RouterA] traffic behavior b2
[RouterA-behavior-b2] permit
[RouterA-behavior-b2] quit
[RouterA] traffic behavior b3
[RouterA-behavior-b3] permit
[RouterA-behavior-b3] quit

Step 4 Configure a traffic policy and apply the traffic policy to interfaces.

# Create a traffic policy named p1 on RouterA, bind the traffic behaviors and

traffic classifiers to the traffic policy, and apply the traffic policy to Eth2/0/0 and

Eth2/0/1 in the inbound direction to filter packets.

[RouterA] traffic policy p1
[RouterA-trafficpolicy-p1] classifier c1 behavior b1
[RouterA-trafficpolicy-p1] classifier c2 behavior b2
[RouterA-trafficpolicy-p1] classifier c3 behavior b3
[RouterA-trafficpolicy-p1] quit

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] traffic-policy p1 inbound
[RouterA-Ethernet2/0/0] quit

[RouterA] interface ethernet 2/0/1
[RouterA-Ethernet2/0/1] traffic-policy p1 inbound
[RouterA-Ethernet2/0/1] quit

Step 5 Verify the configuration.

# Check the traffic classifier configuration.

<RouterA> display traffic classifier user-defined
User Defined Classifier Information:
Classifier: c2
Operator: OR
Rule(s) :
if-match 8021p 5
Classifier: ¢3
Operator: OR
Rule(s) :
if-match 8021p 6
Classifier: c1
Operator: OR
Rule(s) :
if-match 8021p 2

# Check the traffic policy record.

<Router> display traffic-policy applied-record p1

Policy Name: p1

Policy Index: 0
Classifier:c1 ~ Behavior:b1
Classifier:c2  Behavior:b2
Classifier:c3  Behavior:b3

*interface Ethernet2/0/0

traffic-policy p1 inbound
slot 0 : success
slot 2 : success

Classifier: c1

Operator: OR

Rule(s) :
if-match 8021p 2
Behavior: b1
Deny

Classifier: c2

Operator: OR

Rule(s) :
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if-match 8021p 5
Behavior: b2
Classifier: c3
Operator: OR
Rule(s) :
if-match 8021p 6
Behavior: b3
*interface Ethernet2/0/1
traffic-policy p1 inbound
slot 0 : success
slot 2 : success
Classifier: c1
Operator: OR
Rule(s) :
if-match 8021p 2
Behavior: b1
Deny
Classifier: c2
Operator: OR
Rule(s) :
if-match 8021p 5
Behavior: b2
Classifier: c3
Operator: OR
Rule(s) :
if-match 8021p 6
Behavior: b3
Behavior: Be
Assured Forwarding:
Bandwidth 0 (Kbps)

Policy total applied times: 2.

--—-End

Configuration Files

e RouterA configuration file

#

sysname RouterA

#

vlan batch 10 20

#

traffic classifier c3 operator or
if-match 8021p 6

traffic classifier c2 operator or
if-match 8021p 5

traffic classifier c1 operator or
if-match 8021p 2

#

traffic behavior b3

traffic behavior b2

traffic behavior b1

deny

#

traffic policy p1

classifier c1 behavior b1
classifier c2 behavior b2
classifier ¢3 behavior b3

#

interface Vlanif10

ip address 192.168.2.1 255.255.255.0
#

interface Vlanif20

ip address 192.168.3.1 255.255.255.0
#

interface Ethernet2/0/0

port link-type trunk
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port trunk allow-pass vlan 10
traffic-policy p1 inbound
#

interface Ethernet2/0/1

port link-type trunk

port trunk allow-pass vlan 20
traffic-policy p1 inbound

#

interface GigabitEthernet1/0/0

ip address 192.168.4.1 255.255.255.0
#

return

e RouterB configuration file

#

sysname RouterB

#

interface GigabitEthernet1/0/0

ip address 192.168.4.2 255.255.255.0

#

ip route-static 192.168.2.0 255.255.255.0 192.168.4.1
ip route-static 192.168.3.0 255.255.255.0 192.168.4.1
#

return
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Priority Re-marking Configuration

About This Chapter

This chapter describes how to configure priority re-marking.

8.1 Overview of Priority Re-marking

8.2 Application Scenarios for Priority Re-marking

8.3 Licensing Requirements and Limitations for Priority Re-marking
8.4 Configuring Priority Re-marking

8.5 Configuration Examples for Priority Re-marking

8.1 Overview of Priority Re-marking

Modular QoS Command-Line Interface (MQC) is used to implement priority re-
marking.

The priority determines the packet scheduling or forwarding sequence. Packets of
different types are scheduled or forwarded based on priorities.

Priority re-marking technology increases or reduces the priority to change packet
transmission. For example, priority re-marking technology re-marks 802.1p
priorities in VLAN packets so that the device schedules or forwards VLAN packets
based on the re-marked 802.1p priorities. This changes transmission of VLAN
packets on the Layer 2 network.

This document describes how to use MQC to implement priority re-marking.
Priority re-marking allows the device to re-mark priorities of packets matching
traffic classification rules. The packets that require a short delay and high service
quality can be re-marked with a high priority so that the packets can be
preferentially scheduled or forwarded. Similarly, the priority of packets that have
no special requirements on the delay or service quality can be reduced so that the
device provides sufficient network resources for high-priority packets.
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8.2 Application Scenarios for Priority Re-marking

Priority Re-marking

Priority re-marking technology re-marks the packets that require a short delay and
high service quality with a high priority so that the packets can be preferentially
scheduled or forwarded.

As shown in Figure 8-1, packets of different services are identified by 802.1p
priorities on the LAN. When packets reach the WAN, it is required that
differentiated services are provided based on DSCP priorities.

Figure 8-1 Networking of priority re-marking
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Configure priority re-
marking in the inbound
direction

Service Deployment
e Configure a traffic classifier and define a matching rule based on 802.1p
priorities to differentiate voice, video, and data packets.
e Configure a traffic behavior to re-mark different DSCP priorities for packets of
voice, video, and data services. The priorities of voice, video, and data services
are in descending order.
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e Configure a traffic policy, bind the traffic classifier and traffic behavior to the
traffic policy, and apply the traffic policy to the inbound direction of RouterA
so that the priorities of voice, video, and data services are in descending order
on the Layer 3 network.

8.3 Licensing Requirements and Limitations for Priority
Re-marking

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Priority re-marking is a basic feature of a router and is not under license control.

Feature Limitations

None

8.4 Configuring Priority Re-marking

Context
Priority re-marking allows the device to re-mark priorities of packets matching
traffic classification rules so that packets are scheduled or forwarded based on re-
marked priorities.

Procedure

1. Configure a traffic classifier.

a. Run system-view
The system view is displayed.
b. Run traffic classifier classifier-name [ operator { and | or } ]
A traffic classifier is created and the traffic classifier view is displayed.
and indicates that rules are ANDed with each other.
" |f a traffic classifier contains ACL rules, packets match the traffic

classifier only when they match one ACL rule and all the non-ACL
rules.

" |f a traffic classifier does not contain ACL rules, packets match the
traffic classifier only when the packets match all the non-ACL rules.

or indicates that the relationship between rules is OR. Packets match a
traffic classifier as long as packets match only one rule of the traffic
classifier.

By default, the relationship between rules in a traffic classifier is OR.
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Run the following commands as required.

Matching Rule

Command

Outer VLAN ID

if-match vlan-id start-vian-id [ to end-vian-
id]

Inner VLAN IDs in
QinQ packets

if-match cvlan-id start-vian-id [ to end-vian-
id]

802.1p priority in
VLAN packets

if-match 8021p 8027p-value &<1-8>

Inner 802.1p priority
in QinQ packets

if-match cvlan-8021p 8027p-value &<1-8>

EXP priority in MPLS
packets
(AR1200&AR2200&A
R3200&AR3600
series)

if-match mpls-exp exp-value &<1-8>

Destination MAC
address

if-match destination-mac mac-address [ mac-
address-mask mac-address-mask ]

Source MAC address

if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR
packets

if-match dlci start-dlci-number [ to end-dlci-
number ]

DE value in FR
packets

if-match fr-de

Protocol type field
encapsulated in the
Ethernet frame
header

if-match [2-protocol { arp | ip | mpls | rarp |
protocol-value }

All packets

if-match any

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>
NOTE
If DSCP priority matching is configured in a traffic
policy, the SAE220 (WSIC) and SAE550 (XSIC) cards

do not support redirect ip-nexthop /p-address post-
nat.

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is
AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }
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Matching Rule

Command

QoS group index of
packets

if-match qos-group gos-group-value

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-numberfvci-number

RTP port number

if-match rtp start-port start-port-number
end-port end-port-number

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst |
syn|urg}”

Inbound interface

if-match inbound-interface /nterface-type
interface-number

Outbound interface

if-match outbound-interface Cellular
interface-number:channel

ACL rule

if-match acl { ac/-number| acl-name '}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

ACLS6 rule

if-match ipv6 acl { acl-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-
set user-set-name] [ time-range time-name ]
NOTE

Before defining a matching rule based on an

application protocol, enable Smart Application
Control (SA) and load the signature file.
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Matching Rule Command
SA group if-match category category-name [ user-set
user-set-name] [ time-range time-name ]
NOTE

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group if-match user-set user-set-name [ time-range
time-range-name |

d. Run quit
Exit from the traffic classifier view.
2. Configure a traffic behavior.

a. Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is displayed, or
the view of an existing traffic behavior is displayed.

b. Run the following commands as required.

®"  Run remark 8021p 8027p-value

The device is configured to re-mark the 802.1p priority in packets
matching the traffic classifier.

®"  Run remark cvlan-8021p 8021p-value

The device is configured to re-mark the inner 802.1p priority in QinQ
packets matching the traffic classifier.

"  Run remark dscp { dscp-name | dscp-value}

The device is configured to re-mark the DSCP priority in packets
matching the traffic classifier.

"  (AR1200&AR2200&AR3200&AR3600) Run remark mpls-exp exp-
value

The device is configured to re-mark the EXP priority in packets
matching the traffic classifier.

®"  Run remark fr-de fr-de-value
The device is configured to re-mark the DE value in FR packets
matching the traffic classifier.

®"  Run remark local-precedence /local-precedence-value
The device is configured to re-mark the internal priority in packets
matching the traffic classifier.

(1 NOTE

If the traffic behavior is configured with remark 8021p, remark mpls-exp,
and remark dscp, but not remark local-precedence, the device re-marks
the local priority of packets with 0.

¢. Run quit
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Exit from the traffic behavior view.
Run quit
Exit from the system view.

Configure a traffic policy.

a.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the
view of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]

A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic
policy.

Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

Apply the traffic policy.

Apply the traffic policy to an interface.

i.  Run system-view
The system view is displayed.

ii. Run interface interface-type interface-number.subinterface-
number ]

The interface view is displayed.
iii. Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to the inbound or outbound direction on
the interface.

By default, no traffic policy is applied to an interface.
Apply the traffic policy to an interzone.

(11 NOTE

Only the ART100&AR120&AR150&ART60&AR200 series routers support this
configuration.

i.  Run system-view
The system view is displayed.
ii. Run firewall interzone zone-name1 zone-name2
An interzone is created and the interzone view is displayed.
By default, no interzone is created.
You must specify two existing zones for the interzone.
iii. Run traffic-policy policy-name
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The traffic policy is bound to the interzone.
By default, no traffic policy is bound to an interzone.
- Apply the traffic policy to a BD.

(1 NOTE

Only the ART00&ART20&AR150&ART60&AR200&AR1200 series routers and the
AR2220E support this configuration.

i.  Run system-view
The system view is displayed.

ii. Run bridge-domain bd-id
A BD is created and the BD view is displayed.
By default, no BD is created.

iii. Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.
By default, no traffic policy is applied to a BD.

- Apply the traffic policy in the system view.

i.  Run system-view
The system view is displayed.

ii. Run traffic-policy policy-name global bind interface { /nterface-
type interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.

By default, no traffic policy is applied to the system or bound to any
interface of an AR.

(1 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of
MPLS packets or applied to IPv6 packets. The remark mpls-exp action cannot
be configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global
traffic policy is applied, the traffic policies take effect according to the following
rules:

e If the redirecting action is configured in both traffic policies, only the
redirecting behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-
based traffic policy and then the traffic behavior in the global traffic policy.

Verifying the Configuration

Run the display traffic classifier { system-defined | user-defined }
[ classifier-name ] command to check the traffic classifier configuration.

Run the display traffic behavior { system-defined | user-defined }
[ behavior-name ] command to check the traffic behavior configuration.

Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name ] ] command to check the traffic policy configuration.

Run the display traffic-policy applied-record [ policy-name] command to
check the application record of a traffic policy.
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8.5 Configuration Examples for Priority Re-marking

8.5.1 Example for Configuring

Networking Requirements

Priority Re-marking

As shown in Figure 8-2, voice, video, and data terminals on the enterprise's LAN
connect to Eth2/0/0 and Eth2/0/1 of RouterA through SwitchA and SwitchB. These

terminals connect to the WAN

through GE3/0/0 of RouterA.

Packets of different services are identified by 802.1p priorities on the LAN. When
packets reach the WAN through GE3/0/0, it is required that differentiated services

are provided based on DSCP pr

jorities.

Figure 8-2 Networking for configuring priority re-marking

Video .
‘ 802.1p=5
,,..~"‘§/oice li
/802.1p=6
Data SwitchA \
802.1p=2 Eth2/0/0 ) GE3/0/0
LAN Video Eth2/0/1 GE3/0/0 WAN
802.1p=5 i
li p SwitchB /" RouterA RouterB
Voice
802.1p=6 Data
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Configuration Roadmap

802.1p priorities are re-marked

with DSCP priorities to implement differentiated

services. The configuration roadmap is as follows:

1. Create VLANs and VLANIF

that enterprise users can a

2. Configure traffic classifiers
priorities.

3. Configure traffic behaviors
with DSCP priorities.

4. Configure a traffic policy o

interfaces on RouterA and configure interfaces so
ccess the WAN-side network through RouterA.
on RouterA to classify packets based on 802.1p

on RouterA to re-mark 802.1p priorities of packets

n RouterA, bind the configured traffic behaviors

and traffic classifiers to the traffic policy, and apply the traffic policy to
Eth2/0/0 and Eth2/0/1 in the inbound direction so that packets are re-marked.
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Procedure

Step 1 Create VLANs and configure interfaces.
# Create VLAN 20 and VLAN 30 on RouterA.

<Huawei> system-view
[Huawei] sysname RouterA
[RouterA] vlan batch 20 30

# Configure Eth2/0/0 and Eth2/0/1 as trunk interfaces, and add Eth2/0/0 to VLAN
20 and Eth2/0/1 to VLAN 30.

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] port link-type trunk
[RouterA-Ethernet2/0/0] port trunk allow-pass vlan 20
[RouterA-Ethernet2/0/0] quit

[RouterA] interface ethernet 2/0/1
[RouterA-Ethernet2/0/1] port link-type trunk
[RouterA-Ethernet2/0/1] port trunk allow-pass vlan 30
[RouterA-Ethernet2/0/1] quit

(10 NOTE

Configure the interface of SwitchA connected to RouterA as a trunk interface and add it to
VLAN 20.

Configure the interface of SwitchB connected to RouterA as a trunk interface and add it to
VLAN 30.

# Create VLANIF 20 and VLANIF 30, and assign IP address 192.168.2.1/24 to
VLANIF 20 and IP address 192.168.3.1/24 to VLANIF 30.

[RouterA] interface vlanif 20
[RouterA-Vlanif20] ip address 192.168.2.1 24
[RouterA-Vlanif20] quit

[RouterA] interface vlanif 30
[RouterA-Vlanif30] ip address 192.168.3.1 24
[RouterA-Vlanif30] quit

# Configure IP address 192.168.4.1/24 for GE3/0/0 on RouterA.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] ip address 192.168.4.1 24
[RouterA-GigabitEthernet3/0/0] quit

# Configure IP address 192.168.4.2/24 for GE3/0/0 on RouterB.

<Huawei> system-view

[Huawei] sysname RouterB

[RouterB] interface gigabitethernet 3/0/0
[RouterB-GigabitEthernet3/0/0] ip address 192.168.4.2 24
[RouterB-GigabitEthernet3/0/0] quit

# Configure RouterB to interwork with the LAN-side device.

[RouterB] ip route-static 192.168.2.0 255.255.255.0 192.168.4.1
[RouterB] ip route-static 192.168.3.0 255.255.255.0 192.168.4.1

(11 NOTE

Configure the default gateway address 192.168.2.1/24 for enterprise users connected to
SwitchA.
Configure the default gateway address 192.168.3.1/24 for enterprise users connected to
SwitchB.

Step 2 Configure traffic classifiers.
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Step 3

Step 4

Step 5

# Create and configure traffic classifiers c1, ¢2, and ¢3 on RouterA to classify
packets based on 802.1p priorities.

[RouterA] traffic classifier c1
[RouterA-classifier-c1] if-match 8021p 2
[RouterA-classifier-c1] quit

[RouterA] traffic classifier c2
[RouterA-classifier-c2] if-match 8021p 5
[RouterA-classifier-c2] quit

[RouterA] traffic classifier c3
[RouterA-classifier-c3] if-match 8021p 6
[RouterA-classifier-c3] quit

Configure traffic behaviors.

# Create and configure traffic behaviors b1, b2, and b3 on RouterA to re-mark
802.1p priorities of packets with DSCP priorities.

[RouterA] traffic behavior b1
[RouterA-behavior-b1] remark dscp 15
[RouterA-behavior-b1] quit

[RouterA] traffic behavior b2
[RouterA-behavior-b2] remark dscp 40
[RouterA-behavior-b2] quit

[RouterA] traffic behavior b3
[RouterA-behavior-b3] remark dscp 50
[RouterA-behavior-b3] quit

Configure traffic policies and apply the traffic policies to interfaces.

# Create a traffic policy p1 on RouterA, bind the traffic behaviors and traffic
classifiers to the traffic policy, and apply the traffic policy to Eth2/0/0 and
Eth2/0/1 in the inbound direction.

[RouterA] traffic policy p1
[RouterA-trafficpolicy-p1] classifier c1 behavior b1
[RouterA-trafficpolicy-p1] classifier c2 behavior b2
[RouterA-trafficpolicy-p1] classifier c3 behavior b3
[RouterA-trafficpolicy-p1] quit

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] traffic-policy p1 inbound
[RouterA-Ethernet2/0/0] quit

[RouterA] interface ethernet 2/0/1
[RouterA-Ethernet2/0/1] traffic-policy p1 inbound
[RouterA-Ethernet2/0/1] quit

Verify the configuration.

# View the traffic classifier configuration.

<RouterA> display traffic classifier user-defined
User Defined Classifier Information:
Classifier: c2
Operator: OR
Rule(s) :
if-match 8021p 5
Classifier: c3
Operator: OR
Rule(s) :
if-match 8021p 6
Classifier: c1
Operator: OR
Rule(s) :
if-match 8021p 2

# View the traffic policy configuration.

<RouterA> display traffic policy user-defined p1
User Defined Traffic Policy Information:
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Policy: p1
Classifier: c1
Operator: OR
Behavior: b1
Marking:
Remark DSCP 15

Classifier: c2
Operator: OR
Behavior: b2
Marking:
Remark DSCP cs5

Classifier: ¢3
Operator: OR
Behavior: b3
Marking:
Remark DSCP 50

--—-End

Configuration Files

e RouterA configuration file

#

sysname RouterA

#

vlan batch 20 30

#

traffic classifier c3 operator or
if-match 8021p 6

traffic classifier c2 operator or
if-match 8021p 5

traffic classifier c1 operator or
if-match 8021p 2

#

traffic behavior b3

remark dscp 50

traffic behavior b2

remark dscp cs5

traffic behavior b1

remark dscp 15

#

traffic policy p1

classifier c1 behavior b1
classifier c2 behavior b2
classifier ¢3 behavior b3

#

interface Vlanif20

ip address 192.168.2.1 255.255.255.0
#

interface Vlanif30

ip address 192.168.3.1 255.255.255.0
#

interface Ethernet2/0/0

port link-type trunk

port trunk allow-pass vlan 20
traffic-policy p1 inbound

#

interface Ethernet2/0/1

port link-type trunk

port trunk allow-pass vlan 30
traffic-policy p1 inbound
#

interface GigabitEthernet3/0/0
ip address 192.168.4.1 255.255.255.0
#

return

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd.

186



Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS 8 Priority Re-marking Configuration

e RouterB configuration file
#
sysname RouterB
#
interface GigabitEthernet3/0/0
ip address 192.168.4.2 255.255.255.0
#
ip route-static 192.168.2.0 255.255.255.0 192.168.4.1
ip route-static 192.168.3.0 255.255.255.0 192.168.4.1
#
return
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Traffic Statistics Configuration

About This Chapter

This document describes how to configure traffic statistics.

9.1 Overview of Traffic Statistics

9.2 Application Scenarios for Traffic Statistics

9.3 Licensing Requirements and Limitations for Traffic Statistics
9.4 Configuring Traffic Statistics

9.5 Configuration Examples for Traffic Statistics

9.1 Overview of Traffic Statistics

After MQC is used to implement traffic statistics, the device collects statistics on
packets matching traffic classification rules. The statistics on forwarded and
discarded packets matching a traffic policy help you check whether the traffic
policy is correctly applied and locate faults.

You can run the display traffic policy statistics command to view the statistics
on forwarded and discarded packets matching a traffic policy only after MQC is
used to implement traffic statistics.

Table 9-1 describes the differences between traffic statistics and interface
statistics.
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Table 9-1 Differences between traffic statistics and interface statistics

Statistics Display Range Remarks
Collection Mode | Command
Traffic statistics display traffic Packets matching | The packets do
policy statistics traffic not include
classification rules | packets sent to
after a traffic the CPU.

policy is applied

Interface statistics | display interface | All packets on an | The packets
interface include packets
sent to the CPU.

9.2 Application Scenarios for Traffic Statistics

Traffic Statistics

As shown in Figure 9-1, the MAC address of PC1 is 0000-0000-0003 and PC1 is
connected to the WAN-side network device through the switch. The router is
required to collect statistics on packets with the source MAC address
0000-0000-0003.

Figure 9-1 Networking of traffic statistics

-

PC1 Switch Router
MAC:0000-0000-0003

Configure traffic
© statistics in the inbound
direction

Service Deployment

e Configure a traffic classifier to match packets with the source MAC address of
0000-0000-0003 so that the device differentiates packets of PC1.

e Configure a traffic behavior and define traffic statistics in the traffic behavior.

e Configure a traffic policy, bind the traffic classifier and traffic behavior to the
traffic policy, and apply the traffic policy to the inbound direction of the
router so that the device collects statistics on packets of PC1.
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9.3 Licensing Requirements and Limitations for Traffic
Statistics

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Traffic statistics is a basic feature of a router and is not under license control.

Feature Limitations

None

9.4 Configuring Traffic Statistics

Context
After the traffic statistics function is enabled, the device collects statistics on
packets matching traffic classification rules. The statistics on forwarded and
discarded packets matching a traffic policy help you check whether the traffic
policy is correctly applied and locate faults.

Procedure

1. Configure a traffic classifier.

a. Run system-view
The system view is displayed.
b. Run traffic classifier classifier-name [ operator { and | or } ]
A traffic classifier is created and the traffic classifier view is displayed.
and indicates that rules are ANDed with each other.
® |f a traffic classifier contains ACL rules, packets match the traffic

classifier only when they match one ACL rule and all the non-ACL
rules.

" |f a traffic classifier does not contain ACL rules, packets match the
traffic classifier only when the packets match all the non-ACL rules.

or indicates that the relationship between rules is OR. Packets match a
traffic classifier as long as packets match only one rule of the traffic
classifier.

By default, the relationship between rules in a traffic classifier is OR.
¢. Run the following commands as required.
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Matching Rule

Command

Outer VLAN ID

if-match vlan-id start-vian-id [ to end-vian-
id]

Inner VLAN IDs in
QinQ packets

if-match cvlan-id start-vian-id [ to end-vian-
id]

802.1p priority in
VLAN packets

if-match 8021p 8027p-value &<1-8>

Inner 802.1p priority
in QinQ packets

if-match cvlan-8021p 8027p-value &<1-8>

EXP priority in MPLS
packets
(AR1200&AR2200&A
R3200&AR3600
series)

if-match mpls-exp exp-value &<1-8>

Destination MAC
address

if-match destination-mac mac-address [ mac-
address-mask mac-address-mask ]

Source MAC address

if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR
packets

if-match dlci start-dlci-number [ to end-dlci-
number ]

DE value in FR
packets

if-match fr-de

Protocol type field
encapsulated in the
Ethernet frame
header

if-match [2-protocol { arp | ip | mpls | rarp |
protocol-value '}

All packets

if-match any

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>
NOTE
If DSCP priority matching is configured in a traffic
policy, the SAE220 (WSIC) and SAE550 (XSIC) cards
do not support redirect ip-nexthop /p-address post-
nat.

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is
AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }

QoS group index of
packets

if-match qos-group gos-group-value

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 191




Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS

9 Traffic Statistics Configuration

Matching Rule

Command

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-number/ vci-number

RTP port number

if-match rtp start-port start-port-number
end-port end-port-number

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst |
syn|urg}”

Inbound interface

if-match inbound-interface /nterface-type
interface-number

Outbound interface

if-match outbound-interface Cellular
interface-number:channel

ACL rule

if-match acl { acl-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

ACLS6 rule

if-match ipv6 acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-
set user-set-name] [ time-range time-name ]
NOTE

Before defining a matching rule based on an

application protocol, enable Smart Application
Control (SA) and load the signature file.
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Matching Rule Command
SA group if-match category category-name [ user-set
user-set-name] [ time-range time-name ]
NOTE

d.

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group if-match user-set user-set-name [ time-range
time-range-name |

Run quit
Exit from the traffic classifier view.

2. Configure a traffic behavior.

a.

Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is displayed, or
the view of an existing traffic behavior is displayed.

Run statistic enable

The traffic statistics function is enabled.

By default, the traffic statistics function is disabled.
Run quit

Exit from the traffic behavior view.

Run quit

Exit from the system view.

3. Configure a traffic policy.

a.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the
view of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]

A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic
policy.

Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

4.  Apply the traffic policy.

Apply the traffic policy to an interface.
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i.  Run system-view
The system view is displayed.

ii. Run interface interface-type interface-number.subinterface-
number ]

The interface view is displayed.
iii. Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to the inbound or outbound direction on
the interface.

By default, no traffic policy is applied to an interface.
- Apply the traffic policy to an interzone.

(11 NOTE

Only the ART100&AR120&AR150&ART60&AR200 series routers support this
configuration.

i.  Run system-view
The system view is displayed.

ii. Run firewall interzone zone-name1 zone-name2
An interzone is created and the interzone view is displayed.
By default, no interzone is created.
You must specify two existing zones for the interzone.

iii. Run traffic-policy policy-name
The traffic policy is bound to the interzone.
By default, no traffic policy is bound to an interzone.

- Apply the traffic policy to a BD.

{11 NOTE

Only the ART00&ART20&AR150&ART60&AR200&AR1200 series routers and the
AR2220E support this configuration.

i.  Run system-view
The system view is displayed.

ii. Run bridge-domain bd-id
A BD is created and the BD view is displayed.
By default, no BD is created.

iii. Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.
By default, no traffic policy is applied to a BD.

- Apply the traffic policy in the system view.

i.  Run system-view
The system view is displayed.

ii. Run traffic-policy policy-name global bind interface { /nterface-
type interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.
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By default, no traffic policy is applied to the system or bound to any
interface of an AR.

(1 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of
MPLS packets or applied to IPv6 packets. The remark mpls-exp action cannot
be configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global
traffic policy is applied, the traffic policies take effect according to the following
rules:

e If the redirecting action is configured in both traffic policies, only the
redirecting behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-
based traffic policy and then the traffic behavior in the global traffic policy.

Verifying the Configuration

e Run the display traffic classifier { system-defined | user-defined }
[ classifier-name ] command to check the traffic classifier configuration.

e Run the display traffic behavior { system-defined | user-defined }
[ behavior-name ] command to check the traffic behavior configuration.

e Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name ] 1 command to check the traffic policy configuration.

e Run the display traffic-policy applied-record [ policy-name] command to
check the application record of a traffic policy.

9.5 Configuration Examples for Traffic Statistics
9.5.1 Example for Configuring Traffic Statistics

Networking Requirements

As shown in Figure 9-2, the MAC address of PC1 is 0000-0000-0003 and PC1 is
connected to the WAN-side network device through the switch. The Router is
required to collect statistics on packets with the source MAC address of
0000-0000-0003.

Figure 9-2 Networking for configuring traffic statistics

Eth2/0/0
GE1/0/‘I GE1/0/2 VLAN 20
CF—EN- o O
PC1 Switch Router

MAC:0000-0000-0003

Configuration Roadmap

You can define the traffic statistics action in a traffic policy. The configuration
roadmap is as follows:
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Procedure
Step 1

Step 2

Step 3

Configure interfaces so that the Router can connect to the switch and PCI1.

2. Configure an ACL to match packets with the source MAC address of
0000-0000-0003.

3. Configure a traffic classifier and reference the ACL in the traffic classifier.

4. Configure a traffic behavior so that the Router collects statistics on packets
matching rules.

5. Configure a traffic policy, bind the traffic policy to the traffic classifier and
traffic behavior, and apply the traffic policy to the inbound direction of
Eth2/0/0 so that the Router collects statistics on packets with the source MAC
address of 0000-0000-0003.

Create VLANSs and configure interfaces.

# Create VLAN 20 on the Router.

<Huawei> system-view
[Huawei] sysname Router
[Router] vlan 20
[Router-vlan20] quit

# Configure Eth2/0/0 on the Router as a trunk interface and add Eth2/0/0 to
VLAN 20.

[Router] interface ethernet 2/0/0
[Router-Ethernet2/0/0] port link-type trunk
[Router-Ethernet2/0/0] port trunk allow-pass vlan 20
[Router-Ethernet2/0/0] quit

# Create VLAN 20 on the switch, configure GE1/0/2 as a trunk interface and
GE1/0/1 as an access interface, and add GE1/0/2 to VLAN 20.

<Huawei> system-view

[Huawei] sysname Switch

[Switch] vlan 20

[Switch-vlan20] quit

[Switch] interface gigabitethernet 1/0/1
[Switch-GigabitEthernet1/0/1] port link-type access
[Switch-GigabitEthernet1/0/1] port default vlan 20
[Switch-GigabitEthernet1/0/1] quit

[Switch] interface gigabitethernet 1/0/2
[Switch-GigabitEthernet1/0/2] port link-type trunk
[Switch-GigabitEthernet1/0/2] port trunk allow-pass vlan 20
[Switch-GigabitEthernet1/0/2] quit

Configure an ACL.

# Create ACL 4000 (Layer 2 ACL) on the Router to match packets with the source
MAC address of 0000-0000-0003.

[Router] acl 4000
[Router-acl-L2-4000] rule permit source-mac 0000-0000-0003 ffff-ffff-ffff
[Router-acl-L2-4000] quit

Configure a traffic classifier.

# Create a traffic classifier ¢1 on the Router and reference ACL 4000 in the traffic
classifier.

[Router] traffic classifier c1
[Router-classifier-c1] if-match acl 4000
[Router-classifier-c1] quit
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Step 4

Step 5

Step 6

Configure a traffic behavior.

# Create a traffic behavior b1 on the Router and configure the traffic statistics

action in the traffic behavior.

[Router] traffic behavior b1
[Router-behavior-b1] statistic enable
[Router-behavior-b1] quit

Configure a traffic policy and apply the traffic policy to an interface.

# Create a traffic policy p1 on the Router and bind the traffic policy to the traffic

classifier and traffic behavior.

[Router] traffic policy p1
[Router-trafficpolicy-p1] classifier c1 behavior b1
[Router-trafficpolicy-p1] quit

# Apply the traffic policy p1 to Eth2/0/0.

[Router] interface ethernet 2/0/0
[Router-Ethernet2/0/0] traffic-policy p1 inbound
[Router-Ethernet2/0/0] quit

Verify the configuration.

# View the ACL configuration.

<Router> display acl 4000

L2 ACL 4000, 1 rule

Acl's step is 5

rule 5 permit source-mac 0000-0000-0003

# View the traffic classifier configuration.

<Router> display traffic classifier user-defined
User Defined Classifier Information:
Classifier: c1
Operator: OR
Rule(s) :
if-match acl 4000

# View the traffic policy configuration.

<Router> display traffic policy user-defined p1
User Defined Traffic Policy Information:
Policy: p1
Classifier: c1
Operator: OR
Behavior: b1
statistic: enable

# View the traffic statistics.
<Router> display traffic policy statistics interface ethernet 2/0/0 inbound

Interface: Ethernet2/0/0
Traffic policy inbound: p1
Rule number: 1

Current status: OK!

Iltem Sum (Packets/Bytes) Rate(pps/bps)
Matched 0/0 0/0
Passed 0/0 0/0
Dropped 0/0 0/0
Filter 0/0 0/0
CAR 0/0 0/0
Queue Matched 0/0 0/0
Enqueued 0/0 0/0
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Discarded 0/0 0/0
CAR 0/0 0/0
Green packets 0/0 0/0
Yellow packets 0/0 0/0
Red packets 0/0 0/0
---—-End

Configuration Files

Router configuration file

#

sysname Router

#

vlan batch 20

#

acl number 4000

rule 5 permit source-mac 0000-0000-0003
#

traffic classifier c1 operator or
if-match acl 4000

#

traffic behavior b1

statistic enable

#

traffic policy p1

classifier c1 behavior b1

#

interface Ethernet2/0/0

port link-type trunk

port trunk allow-pass vlan 20
traffic-policy p1 inbound

#

return

Switch configuration file

#

sysname Switch

#

vlan batch 20

#

interface GigabitEthernet1/0/1
port link-type access

port default vlan 20

#

interface GigabitEthernet1/0/2
port link-type trunk

port trunk allow-pass vlan 20
#

return
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1 O Bandwidth Management

Configuration

About This Chapter

When congestion occurs on a network, the device configured with bandwidth
management preferentially ensures that key services obtain bandwidth and limits
the uplink and downlink rates of non-key services.

10.1 Overview of Bandwidth Management
This section provides the definition of bandwidth management and describes its
purpose.

10.2 Understanding Bandwidth Management
This section describes basic concepts of bandwidth management.

10.3 Application Scenarios for Bandwidth Management
This section describes the application scenario of bandwidth management.

10.4 Licensing Requirements and Limitations for Bandwidth Management

10.5 Configuring Bandwidth Management
This section describes how to configure bandwidth management.

10.6 Configuration Examples for Bandwidth Management

This section provides a configuration example of bandwidth management,
including networking requirements, configuration roadmap, configuration
procedure, and configuration files.

10.1 Overview of Bandwidth Management

This section provides the definition of bandwidth management and describes its
purpose.
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Definition

Purpose

Bandwidth management technology manages and controls traffic based on the
flow direction (inbound or outbound) of an interface, source or destination IP
address, user group, time range, and description.

Bandwidth management technology provides bandwidth guarantee and limiting
to improve the bandwidth use efficiency and prevent bandwidth exhaustion.

e Bandwidth guarantee: guarantees the bandwidth required by key services.
When a network is busy, the bandwidth for key services is not affected.

e Bandwidth limiting: limits the bandwidth occupied by non-key services, and
prevents the non-key services from consuming much bandwidth to affect
other services.

Bandwidth management helps network administrators properly allocate
bandwidth resources, thereby improving the network operation quality.

10.2 Understanding Bandwidth Management

This section describes basic concepts of bandwidth management.

Maximum Bandwidth Per IP Address or User Group

The maximum bandwidth per IP address or user group is the maximum bandwidth
obtained by packets based on the IP address or user group. The device collects
statistics on traffic that matches bandwidth policies based on the IP address or
user group, and traffic from each IP address or user group cannot exceed the
configured maximum bandwidth.

Guaranteed Bandwidth Per IP Address or User Group

The guaranteed Bandwidth per IP address or user group is the minimum
bandwidth obtained by packets based on the IP address or user group. The device
allocates part of bandwidth to traffic of the matching IP address or user group.
The specified traffic can use the guaranteed bandwidth exclusively even if the
network is busy.

Bandwidth Policy

Bandwidth policies determine the traffic to which bandwidth management is
applied and how bandwidth management is performed.

A bandwidth policy is a set of multiple bandwidth allocation rules, and a
bandwidth allocation rule consists of conditions and actions.

The condition is the basis for the device to match packets, including:

e Interface type and number
e Interface name
e Inbound direction
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Outbound direction
IP address

User group

Time range

An action is taken by the device to process packets, including:

Uniform rate limiting: Rate limiting is performed for packets from all IP
addresses of the matching user group.

Single rate limiting: Rate limiting is performed for packets from an IP address.

10.3 Application Scenarios for Bandwidth Management

This section describes the application scenario of bandwidth management.

As shown in Figure 10-1, voice, video, and data services on a LAN of an enterprise
equally share bandwidth on the LAN. The enterprise faces the following problems:

When users on the LAN access the Internet, the required bandwidth is much
larger than the bandwidth that the enterprise leases from the carrier,
resulting in bandwidth bottlenecks.

Video services consume most bandwidth resources. As a result, bandwidth of
voice services cannot be ensured.

Bandwidth guarantee or limiting rules can be configured on the WAN interface of
RouterA to control data traffic of different services.

Figure 10-1 Networking of bandwidth management

= Configure bandwidth guarantee and
limiting on the WAN interface
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10.4 Licensing Requirements and Limitations for
Bandwidth Management

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Bandwidth management is a basic feature of a router and is not under license
control.

Feature Limitations
(10 NOTE

Only ART00&ART20&AR150&ART60&AR200 series support bandwidth management.

10.5 Configuring Bandwidth Management

This section describes how to configure bandwidth management.

Context

After bandwidth management is configured, the device controls the bandwidth of
packets matching conditions to manage network traffic.

Procedure
e Configure bandwidth guarantee.

a. Run system-view
The system view is displayed.
b. Run web
The web view is displayed.
c. (Optional) Run user-set user-set-name

A web user group is created and the web user group view is displayed, or
the view of an existing web user group is displayed.

By default, the device contains two web user groups named VIP and
Default.

d. (Optional) Run user-ip from jp_addr7 to ip_addr2 [ description
description ]

An IP address segment is configured for users in a web user group.

By default, no IP network segment is configured for users in a web user
group.
e. Run bandguarantee interface { /interface-type interface-number |

interface-name } type { ip ip-address | user-set user-set-name } cir cir-
value [ time-range time-range-name] [ description desctiption ]
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User bandwidth guarantee is configured.

By default, user bandwidth guarantee is not configured.
Run quit

Exit from the web view.

Run quit

Exit from the system view.

Configure bandwidth limiting.

a.

Run system-view

The system view is displayed.

Run web

The web view is displayed.

(Optional) Run user-set user-set-name

A web user group is created and the web user group view is displayed, or
the view of an existing web user group is displayed.

By default, the device contains two web user groups named VIP and
Default.

(Optional) Run user-ip from /p_addr to jp_addr2 [ description
description ]

An IP address segment is configured for users in a web user group.

By default, no IP network segment is configured for users in a web user
group.

Run bandlimit interface { /interface-type interface-number | interface-
name } type { ip ip-address { { inbound cir /n-cir-value | outbound cir
out-cir-value } " } | user-set user-set-name { { inbound cir in-cir-value |
outbound cir out-cir-value} " [ share ] } } [ time-range time-range-
name] [ description desctiption ]

User bandwidth limiting is configured.

By default, user bandwidth limiting is not configured.
Run quit

Exit from the web view.

Run quit

Exit from the system view.

Follow-up Procedure

Run the disable bandguarantee interface { interface-type interface-number |
interface-name } type { ip ip-address | user-set user-set-name } cir cir-value

[ time-range time-range-name] [ description desctiption] command to
disable user bandwidth guarantee.

Run the disable bandlimit interface { interface-type interface-number |
interface-name } type { ip ip-address [ { inbound cir /in-cir-value | outbound
cir out-cir-value } " ] | user-set user-set-name [ { inbound cir in-cir-value |
outbound cir out-cir-value} " [ share ] ] } [ time-range time-range-name ]
[ description desctiption] command to disable user bandwidth limiting.
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Verifying the Configuration

Run the display current-configuration command to check the parameter settings
that have taken effect on the device.

10.6 Configuration Examples for Bandwidth
Management

This section provides a configuration example of bandwidth management,
including networking requirements, configuration roadmap, configuration
procedure, and configuration files.

10.6.1 Example for Configuring Bandwidth Management

Networking Requirements

As shown in Figure 10-2, RouterA is used to connect departments on the
enterprise network, and the enterprise network connects to the WAN through
GE3/0/0 of RouterA. Bandwidth management needs to be configured correctly to
meet the following requirements:

e The downlink rate of packets between R&D departments and the Internet
cannot exceed 256 kbit/s during the working time (8:00 a.m. to 17:30 p.m.
from Monday to Friday).

e Packets from the president office are sent preferentially, and the minimum
bandwidth of packets from the president office is 2048 kbit/s when
congestion occurs.

Figure 10-2 Networking for configuring bandwidth management

R&D |:_|

departments

10.10.1.0/24 I:l-

Eth2/0/0  GE3/0/0

. Eth2/0/1 RouterA RouterB
president

office
10.10.2.4/24

Configuration Roadmap

The configuration roadmap is as follows:

1. Create VLANs and VLANIF interfaces on RouterA and configure interfaces to
enable enterprise users to access the WAN through RouterA.
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Procedure

Step 1

Step 2

Step 3

2. Configure a time range.
3. Set different bandwidths for departments on GE3/0/0 of RouterA.

Create VLANSs and VLANIF interfaces, and configure interfaces.

# Create VLAN 10 and VLAN 20 on RouterA.

<Huawei> system-view
[Huawei] sysname RouterA
[RouterA] vlan batch 10 20

# Configure Eth2/0/0 and Eth2/0/1 on RouterA as access interfaces, and add 2/0/0
and Eth2/0/1 to VLAN 10 and VLAN 20 respectively.

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] port link-type access
[RouterA-Ethernet2/0/0] port default vlan 10
[RouterA-Ethernet2/0/0] quit

[RouterA] interface ethernet 2/0/1
[RouterA-Ethernet2/0/1] port link-type access
[RouterA-Ethernet2/0/1] port default vlan 20
[RouterA-Ethernet2/0/1] quit

# Create VLANIF 10 and VLANIF 20, configure IP addresses of 10.10.1.1/24 and
10.10.2.1/24 for VLANIF 10 and VLANIF 20 respectively.

[RouterA] interface vlanif 10
[RouterA-Vlanif10] ip address 10.10.1.1 24
[RouterA-Vlanif10] quit

[RouterA] interface vlanif 20
[RouterA-Vlanif20] ip address 10.10.2.1 24
[RouterA-Vlanif20] quit

# Configure the IP address of 1.1.1.1/24 for GE3/0/0 on RouterA.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] ip address 1.1.1.1 24
[RouterA-GigabitEthernet3/0/0] quit

# Configure RouterB to ensure reachable routes between RouterB and RouterA.
The configuration is not provided here.

Configure a time range.

# Configure the time range from 8:00 to 17:30.

[RouterA] time-range worktime 8:00 to 17:30 working-day
Set different bandwidths for departments on GE3/0/0 of RouterA.

# On GE3/0/0 of RouterA, set the downlink rate limit for packets of R&D
departments to 256 kbit/s during the working time.

[RouterA] web

[RouterA-web] user-set vd

[RouterA-web-user-set-vd] user-ip from 10.10.1.2 to 10.10.1.254

[RouterA-web-user-set-vd] quit

[RouterA-web] bandlimit interface gigabitethernet 3/0/0 type user-set vd inbound cir 256 time-range
worktime

[RouterA-web] quit

# On GE3/0/0 of RouterA, set the minimum bandwidth of packets from the
president office to 2048 kbit/s.
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Step 4

[RouterA] web

[RouterA-web] bandguarantee interface gigabitethernet 3/0/0 type ip 10.10.2.4 cir 2048

[RouterA-web] quit
Verify the configuration.

# Check the bandwidth management configuration on RouterA.

<RouterA> display current-configuration

#

acl name Acl10.10.2.40007 3999

rule 5 permit ip source 10.10.2.4 0

#

traffic classifier Class-10.10.2.4-0007 operator or
if-match acl Acl10.10.2.40007

#

traffic behavior Behavior-10.10.2.4-0007

queue af bandwidth 2048

statistic enable

#

traffic policy GigabitEthernet3/0/0

classifier Class-10.10.2.4-007 behavior Behavior-10.10.2.4-0007 precedence 5
#

interface GigabitEthernet3/0/0

gos car inbound destination-ip-address range 10.10.1.2 to 10.10.1.254 cir 256 c
bs 48128 pbs 80128 green pass yellow pass red discard
traffic-policy GigabitEthernet3/0/0 outbound

#

return

--—-End

Configuration Files

e Configuration file of RouterA

#

sysname RouterA
#

time-range worktime 08:00 to 17:30 working-day
#
vlan batch 10 20
#
acl name Acl10.10.2.40007 3999

rule 5 permit ip source 10.10.2.4 0
#
web

user-set vd

user-ip from 10.10.1.2 to 10.10.1.254

bandlimit interface GigabitEthernet3/0/0 type user-set vd inbound cir 256 time-
range worktime

bandguarantee interface GigabitEthernet3/0/0 type ip 10.10.2.4 cir 2048
#
traffic classifier Class-10.10.2.4-0007 operator or
if-match acl Acl10.10.2.40007
#
traffic behavior Behavior-10.10.2.4-0007

queue af bandwidth 2048

statistic enable
#
traffic policy GigabitEthernet3/0/0

classifier Class-10.10.2.4-0007 behavior Behavior-10.10.2.4-0007 precedence 5
#
interface Vlanif10

ip address 10.10.1.1 255.255.255.0
#
interface Vlanif20

ip address 10.10.2.1 255.255.255.0
#
interface Ethernet0/0/1
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port link-type access

port default vlan 10

#

interface Ethernet0/0/2

port link-type access

port default vlan 20

#

interface GigabitEthernet3/0/0

ip address 1.1.1.1 255.255.255.0

gos car inbound destination-ip-address range 10.10.1.2 to 10.10.1.254 cir 256 ¢
bs 48128 pbs 80128 green pass yellow pass red discard
traffic-policy GigabitEthernet3/0/0 outbound
#

return
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1 1 Application Control Management

Configuration

About This Chapter

11.1 Overview of Application Control Management

11.2 Understanding Application Control Management

11.3 Licensing Requirements and Limitations for Application Control Management
11.4 Application Scenarios for Application Control Management

11.5 Configuring Application Control Management

11.6 Configuration Examples for Application Control Management

11.1 Overview of Application Control Management

Definition

Purpose

Application control management is a security mechanism that manages
permission to use application software based on the user group, filtering mode,
time range, and description.

Various application software including amusement software emerges with the
rapid development of network technologies. If enterprise employees use
entertainment software during working hours, their working efficiency will be
lowered. Application control management can be configured to prohibit use of the
entertainment software during the working hours.
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11.2 Understanding Application Control Management

Application control management defines a series of conditions and actions to
manage users' application usage permission based on the user group, time range,
application protocol, and filtering mode.

User Group
Users that require the same application control management are classified into a
user group. Application control management takes effect for all members in the
user group.

Time Range

Application control management can be implemented at a specified time or
scheduled time range. The time range specifies the period of time during which
application control management takes effect.

Application Protocol
Matching rules are used to control application usage permission based on the
application protocol.

Filtering Mode

Two filtering modes are available:

1. Prohibit application.
2. Limit rate.

11.3 Licensing Requirements and Limitations for
Application Control Management

Involved Network Elements

Other network elements are not required.

Licensing Requirements
Application control management is a basic feature of a router and is not under

license control.

Feature Limitations
(1 NOTE

Only ART00&ART20&AR1T50&ART60&AR200 series support application control management.
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11.4 Application Scenarios for Application Control
Management

Enterprise employees of various departments access the Internet through the
router, as shown in Figure 11-1. Some employees access entertainment software
such as QQ and Thunder during working hours, lowering their working efficiency.
Application control management is required to prohibit access to entertainment
software during working hours.

Application control management can be configured to prohibit applications such
as entertainment software.

Figure 11-1 Application control management

R&D Igj_

department

-
= Internet
I:'j_ Router
Design

departmentljj_

11.5 Configuring Application Control Management

11.5.1 Enabling Deep Security Defense and Loading a
Signature File

Context

To use the application control management function, run the engine enable
command to enable deep security defense.

After enabling deep security defense, run the update restore sdb-default
command to upload the SA signature file if application control management is
used for the first time.

The SA signature file can be loaded only when the available memory space is
larger than the signature file size.
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Procedure

Step 1

Step 2

Run engine enable

Deep security defense is enabled.

L] NOTE
After running the engine enable command, you can run the display sa information
command to view the SA status. If the SA status is enabled, deep security defense is
enabled successfully.
Run update restore sdb-default
The SA signature file is restored to the factory default version.

--—-End

11.5.2 Configuring Application Control Management

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Run system-view

The system view is displayed.
Run web

The web view is displayed.
Run user-set user-set-name

A web user group is created and the web user group view is displayed, or the view
of an existing web user group is displayed.

By default, the device contains two web user groups named VIP and Default.
Run quit

Return to the web view.

Run app-profile app-profile-name

An application control profile is created.

By default, the name of an application control profile is not configured.

Run category category-name

The type of application protocols is configured.

By default, application protocol types are not added to the SA signature file.

(11 NOTE

To use application control management, ensure that deep security defense has been
enabled and the SA signature file has been loaded.

Run application application-name

The name of an application protocol is configured.
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Step 8

Step 9

By default, application protocol names are not added to the SA signature file.

(11 NOTE

To use application control management, ensure that deep security defense has been
enabled and the SA signature file has been loaded.

Run quit
Return to the web view.

Run application-control user-set user-set-name app-profile app-profile-name
type { cir cir-value | application-deny } [ time-range time-range-name ]
[ description description-text ]

Application control management is configured for a user group.
By default, application control management is not configured for a user group.

--—-End

11.6 Configuration Examples for Application Control
Management

11.6.1 Example for Configuring Application Control
Management

Networking Requirements

In Figure 11-2, enterprise employees of the R&D department access the Internet
through the RouterA. The enterprise wants to prohibit access to games such as
ChinaGameOnline, to ensure high working efficiency of R&D engineers.

Figure 11-2 Application control management
R&D department =
® Internet

192.168.10.1/24 -
|;I Router A

Configuration Roadmap

The configuration roadmap is as follows:

1. Create user group Development.

2. Create application control profile game and add the application type
ChinaGameOnline to the profile.
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3. Configure application control management on the router to prohibit R&D
employees from accessing games such as ChinaGameOnline.

Procedure

Step 1 Create user group Development and add all the members in the R&D department
to the user group.

<Huawei> system-view

[Huawei] web

[Huawei-web] user-set development

[Huawei-web-user-set-development] user-ip from 192.168.10.1 to 192.168.10.254 description
development

[Huawei-web-user-set-development] quit

Step 2 Create application control profile game and add the application type
ChinaGameOnline to the profile.

[Huawei-web] app-profile game
[Huawei-web-app-profile-game] application ChinaGameOnline
[Huawei-web-app-profile-game] quit

Step 3 Configure application control management on the router to prohibit R&D
employees from accessing games.
[Huawei-web] application-control user-set development app-profile game type application-deny

Step 4 Verify the configuration.

# Run the display this command to view the application control management
configuration.

[Huawei-web] display this
#
user-set development
user-ip from 192.168.10.1 to 192.168.10.254 description development
#
app-profile game
application ChinaGameOnline
application-control user-set development app-profile game type application-deny
#
return

--—-End

Configuration Files

#
sysname Huawei
#
engine enable
#
user-set development
user-ip from 192.168.10.1 to 192.168.10.254 description development
#
app-profile game
application ChinaGameOnline
#
application-control user-set development app-profile game type application-deny
#
return
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SAC Configuration

About This Chapter

This section describes the basic concepts of SAC and provides configuration
methods and examples of SAC.

12.1 Overview of SAC

12.2 Implementation of SAC

12.3 Application Scenarios for SAC

12.4 Licensing Requirements and Limitations for SAC

12.5 Configuring SAC

12.6 Maintaining SAC

12.7 Configuration Examples for SAC

12.1 Overview of SAC

Definition

Purpose

Service Awareness (SA) is a smart application protocol identification and
classification engine. Smart Application Control (SAC) uses service awareness
technology to detect and identify Layer 4 to Layer 7 information such as HTTP
and RTP in packets, and implements fine-grained QoS management based on the
classification result.

As network and multimedia technologies develop fast, network applications
become diversified and bandwidth resources are increasingly insufficient. In
particular, P2P technology is widely used. P2P applications are extended to voice
and video fields in addition to file sharing, and P2P users and traffic increase
explosively. Many P2P applications may even abuse network resources. As a result,
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network congestion occurs. When both P2P traffic and traffic of key applications
are transmitted, non-key services occupy much bandwidth, core services are lost,
delay and jitter are uncontrollable, and service quality cannot be guaranteed.
Users urgently want to control these unauthorized applications, so service
detection technology is used.

Traditional traffic classification technology only checks the content of Layer 4 and
lower layers in packets, for example, source address, destination address, source
port, destination port, and service type. It cannot analyze applications in packets.
Service detection technology is traffic detection and control technology based on
the application layer. Apart from the IP packet header, service detection
technology can analyze the content of the application layer. Service awareness
technology intelligently classified applications, identifies key services, ensures
bandwidth for key services, and limits traffic of non-key service traffic to ensure
stable and efficient transmission of core services.

12.2 Implementation of SAC

12.2.1 SAC Signature Database

Signature Database

Signature identification is the basic method of service detection technology.
Different applications use different protocols and each protocol has its
characteristics, which can be a specific port, a character string, or a bit sequence.
The characteristics that can identify a protocol are called character codes.
Signature identification determines an application by detecting character codes in
packets. Because character codes of some protocols are embedded in multiple
packets, the device must collect and analyze multiple packets to identify the
protocol type. The system analyzes service flows passing through the device, and
compares the analysis result with the signature file loaded on the device. It
identifies an application by detecting character codes in data packets, and
implements fine-grained QoS management according to the identification result.
Figure 12-1 shows the SAC working mechanism.

Figure 12-1 SAC working mechanism
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The device identifies application protocol packets based on character codes of
application protocols. As application software is upgraded and updated
continuously, the character codes also change. As a result, the original character
codes cannot correctly or accurately match application protocols. Therefore,
character codes must be updated in a timely manner. If character codes are
inherited in the software package, the software version must be updated, greatly
affecting services. Huawei device separates the signature file from the system
software. The signature file can be loaded and upgraded at any time, without
affecting services.

Huawei analyzes various common applications to form a signature file. The
signature file is pre-defined and loaded on the device. After the SAC signature
database file is loaded, the system automatically generates 45 application groups,
for example, Instant_Messaging. The Instant_Messaging application group
contains the common instant messaging software including QQ_IM, MSN_IM,
ICQ_IM, YahooMsg_IM, SinaUC_IM, Fetion_IM, AliTalk_IM, DoShow_IM,
XiaoNeiTong, Skype_IM, Lava_Lava_IM, and GoogleTalk_IM. The predefined SAC
signature database file cannot be manually modified. Modifications can only be
made through upgrades. Table 12-1 lists the commonly used application groups
and corresponding application protocols in the predefined SAC signature database.

Table 12-1 Commonly used application groups and application protocols in the
SAC signature database

Application | Application Protocol
Group

FileShare_P2 | BT
P

Thunder

eDonkey_eMule

Fasttrack

DirectConnect

KuGoo

PPGou

POCO

BaiBao

Maze

Vagaa

QQDownLoad

Filetopia

Soulseek

KooWo

Foxy
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Application | Application Protocol
Group

SpeedUpper

The AR cannot identify packets that are based on regular expression rules and
SSL-encrypted passerby packets.

12.3 Application Scenarios for SAC

As shown in Figure 12-2, the enterprise network connects to the WAN through
the Router as the egress gateway. To ensure network quality and standardize
employee behaviors, use service awareness technology to identify various
applications on networks and control packets of the application protocols. For
example:

e Permit network browsing behaviors so that office services of internal users
can be correctly transmitted on the internal network.

e Block applications of Instant_Messaging type such as QQ or limit the rate of
traffic matching these applications to standardize employee behaviors.

e Limit bandwidth of FileShare_P2P packets such as BT and eDonkey_eMule
packets to ensure network quality.

Figure 12-2 Service detection networking

f“ g= Enable SAC
- Enterpris Eth1/0/0 GE1/0/0 Internet
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12.4 Licensing Requirements and Limitations for SAC

Involved Network Elements

Other network elements are not required.

Licensing Requirements

For SAC-capable devices, their licensing requirements for the SAC function are as
follows:

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 217



Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS 12 SAC Configuration

e ART00&AR120 series: SAC is a basic feature of the device and is not under
license control.

e AR150&AR160&AR200&AR1200&AR2200&AR3200&AR3600 series: By default,
this function is disabled on a new device. To use the SAC function, apply for
and purchase the following license from the Huawei local office.

- AR150&160&200 series: AR150&160&200 value-added service package
for security services

- AR1200 series: AR1200 value-added service package for security services
- AR2200 series: AR2200 value-added service package for security services
- AR3200 series: AR3200 value-added service package for security services
- AR3600 series: AR3600 value-added service package for security services

Feature Limitations

(11 NOTE

AR161EW, ART161EW-M1, AR169EW, AR169EGW-L, AR161FW, ART161FV-1P, AR169FVW,
AR169FVW-8S, ART69FGW-L, AR169FGVW-L, AR169FGVW-La, AR169BF, AR1220E, AR1220EV,
AR1220EVW, AR2204, AR2220-AC, AR2220-DC, AR2220L-AC, AR2220L-DC, AR2220E, AR2240,
AR2240C, AR3200&AR3600 series define more than 1500 protocols, and the SAC signature file
of other models define more than 500 protocols.

12.5 Configuring SAC

12.5.1 Enabling Deep Security Defense and Loading the SAC
Signature Database

Context

Procedure

Step 1

Step 2

To use the SAC function on a device, you need to purchase the corresponding
license and enable the deep security defense function. The SAC identifies
applications by using the signature database file. By default, the system software
has an embedded signature database file. After the deep security defense function
is enabled, the system automatically loads the embedded signature database file.
To use a signature database file of a later version, you can upgrade the signature
database file separately. For details, see 12.6.1 Upgrading the SAC Signature
File. The remaining memory space of the device must be greater than the size of
the signature database file that is used. Otherwise, the signature database file
fails to be loaded.

Run system-view
The system view is displayed.
Run engine enable

Deep security defense is enabled.
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By default, deep security defense is disabled.
----End

Verifying the Configuration
Run the following commands to check the previous configuration.

e Run the display sa information command to check the SA status. If the SA is
enabled, deep security defense is enabled.

12.5.2 Configuring SA Applications

12.5.2.1 (Optional) Specifying Parameters for SA Detection

Context

Signature identification technology determines an application by detecting
character codes in packets. Because character codes of some protocols are
embedded in multiple packets, signature identification technology must collect
and analyze multiple packets. Signature identification technology can identify the
protocol type only when detection parameters in packets are set correctly. The
default values of detection parameters in packets are recommended.

Procedure

Step 1 Runsa
The SA view is displayed.
Step 2 Run detect max-packets max-packets

The maximum number of packets to be detected in a session of the SA module is
set.

Step 3 Run detect max-bytes max-bytes

The maximum number of bytes to be detected in a session of the SA module is
set.

Step 4 Run port-identification packet-number-threshold packets

The packet number threshold is set for the SA module to enable port information-
based identification.

Step 5 Run detect uni-direction
Unidirectional detection of the SA module is enabled.

----End
12.5.2.2 (Optional) Configuring a User-Defined SA Application

Context

Generally, the built-in SA application signature database can identify various
common SA applications. For an SA application that is not included in the
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Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

predefined applications, you can create an SA application based on signatures of

the application.

For SA applications, the router can create rules based on the triplet, keyword, or a
combination of them. The triplet refers to the server IP address, protocol type, and
port number. A keyword is a signature of a data packet or a data flow
corresponding to the application and uniquely identifies the application.

Table 12-2 Rule creation

variable port number

Content Rule Creation Mode
Server address, protocol type, and Triplet

fixed port number

Server address, protocol type, and Keyword

Identical port number for two or more
services

Triplet + keyword

Run system-view
The system view is displayed.
Run sa

The SA view is displayed.

Run user-defined-application name name

A user-defined application is created and its view is displayed.

(Optional) Run description description

A description is configured for the user-defined application.

By default, no description is configured for a user-defined application.

(Optional) Configure basic attributes of the user-defined application.

1. Run category category sub-category sub-category

A category and a subcategory are configured for the user-defined application.

By default, the category and sub-category of a user-defined application are

General and Other, respectively.

2.  Run data-model { unassigned | client-server | browser-based | networking

| peer-to-peer }

A data model is configured for the user-defined application.

By default, the data model of a user-defined application is unassigned.

3. Run label label-name &<1-8>

A label is configured for the user-defined application.
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By default, no label is configured for a user-defined application.

Step 6 Configure a user-defined application rule.

Step 7

Step 8

Step 9

Step 10

1.

Run quit

Run rule name name

A user-defined application rule is created and its view is displayed.

By default, no user-defined application rule is configured.

(Optional) Run description description

A description is configured for the user-defined application rule.

By default, no description is configured for a user-defined application rule.

Configure a user-defined application rule.

a.

Run ip-address ip-address [ mask | mask-length ]
The IPv4 address is configured for the user-defined application rule.

By default, no IPv4 address is configured for a user-defined application
rule.

Run port port
The port number is configured for the user-defined application rule.

By default, no port number is configured for a user-defined application
rule.

(Optional) Run protocol { tcp | udp }

The transport layer protocol type is configured for the user-defined
application rule.

By default, a user-defined application rule uses any type of a transport
layer protocol, that is, the rule is valid for both TCP and UDP packets.

(Optional) Run signature context { flow | packet } direction { request |
response | both } plain-string plain-string [ field field ]

A signature is configured for the user-defined application rule.
By default, no signature is configured for a user-defined application rule.

(10 NOTE

A user-defined application rule contains at least one IP address or one port number.

Exit from the user-defined application rule view.

Run quit

Exit from the user-defined application view.

Run quit

Exit from the SA view.

Run engine configuration commit

The configuration is committed.
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(11 NOTE

After a user-defined application is created or modified, you must submit the configuration to
activate it. Activating the configuration takes a long period of time. It is recommended that you
commit the configuration after performing all user-defined application operations.

----End

Follow-up Procedure
After configuring user-defined applications, you can adjust them as follows:

e  Run the rename new-name command in the user-defined application view to
rename an existing user-defined application.

e Run the rename new-name command in the user-defined application rule
view to rename an existing user-defined application rule.

12.5.3 Configuring an SAC Traffic Policy

12.5.3.1 Configuring an SAC Traffic Classifier

Context

An SAC traffic classifier identifies application layer packets of a certain type by
using matching rules, so that the device can provide differentiated services.

Procedure
Step 1 Run system-view
The system view is displayed.

Step 2 Configure an SAC traffic classifier.

e To match a single application protocol such as BT, perform the following
operations.

a. Run traffic classifier classifier-name [ operator { and | or } ]
A traffic classifier is created and the traffic classifier view is displayed.
b. Run if-match application application-name [ user-set user-set-name ]
[ time-range time-name ]
A matching rule based on the application protocol is defined.
e To match a single application group, perform the following configurations:

a. Run traffic classifier classifier-name [ operator { and | or } ]
A traffic classifier is created and the traffic classifier view is displayed.

b. Run if-match category category-name [ user-set user-set-name ]
[ time-range time-name ]

A matching rule based on the SAC group is defined.
----End
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12.5.3.2 Configuring an SAC Traffic Behavior

Context
An SAC traffic classifier identifies application layer packets of a certain type by
using matching rules. The device can provide differentiated services by configuring
a traffic behavior.

Procedure

Step 1 Run system-view
The system view is displayed.
Step 2 Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is displayed, or the view
of the existing traffic behavior is displayed.

Step 3 Define actions in the traffic behavior. You can configure multiple non-conflicting
actions in a traffic behavior.

Action Command

Packet deny | permit
filtering

Configure a remark qos-group gos-group-value
QoS group
that packets
belong to

remark 8021p 8027p-value
remark cvlan-8021p 8027p-value
remark dscp { dscp-name | dscp-value '}

o remark mpls-exp exp-value

Priority re- (AR1200&AR2200&AR3200&AR3600 series)
marking by K fr-de Fr-de-val
MQC remark fr-de fr-de-value

remark local-precedence /local-precedence-value

NOTE
If a traffic behavior contains remark 8021p, remark mpls-exp, or
remark dscp, but not remark local-precedence, the device marks the
local priority of packets with 0.
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Action Command
Traffic car cir { cir-value | pct cir-percentage } [ pir { pir-value | pct pir-
policing by percentage } ] [ cbs cbs-value pbs pbs-value] [ share ] [ mode
MQC { color-blind | color-aware } ] [ green { discard | pass
[ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ] [ yellow { discard | pass
[ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ] [ red { discard | pass
[ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ]
NOTE
The ARTO0&AR120&AR150&AR160&AR200 series do not support
remark-mpls-exp exp-value.
Traffic gts cir { cir-value [ cbs cbs-value] | pct pct-value } [ queue-
shaping by length gueuve-length ]
MQC
Adaptive gts adaptation-profile adaptation-profile-name
traffic
shaping by
MQC
Congestion queue af bandwidth { bandwidth | [ remaining ] pct
management | percentage }
by MQC queue ef bandwidth { bandwidth [ cbs cbs-value] | pct
percentage [ cbs cbs-value] }
queue llg bandwidth { bandwidth [ cbs cbs-value] | pct
percentage [ cbs cbs-value] }
queue wfq [ queue-number total-queue-number ]
queue-length { bytes bytes-value | packets packets-value }'
Congestion drop-profile drop-profile-name

avoidance by
MQC

Sampling of
NetStream
statistics by
MQC

ip netstream sampler { fix-packets packet-interval | fix-time

time-interval | random-packets packet-interval | random-time

time-interval } { multicast | rpf-failure | unicast }'
NOTE

e The device does not support sampling of NetStream statistics for IPv6
and MPLS packets, so traffic classification rules cannot contain IPv6

or MPLS.

e Layer 2 VE interfaces do not support this function.
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Action Command
Unicast PBR | redirect ip-nexthop /p-address [ vpn-instance vpn-instance-

name] [ track { nqa admin-name test-name | ip-route jp-
address { mask | mask-length } | interface interface-type
interface-number} ] [ post-nat ] [ discard ] [ sfc-nsh spi spi-
index si si-index ]
NOTE

If DSCP priority matching is configured in a traffic policy, the SAE220

(WSIC) and SAE550 (XSIC) cards do not support redirect ip-nexthop /jp-
address post-nat.

redirect ipv6-nexthop jpv6-address [ track { nqa nga-admin
nga-name | ipv6-route jpv6-address mask-length} ] [ discard ]

redirect interface /nterface-type interface-number [ track { nqa
admin-name test-name | ip-route /p-address { mask | mask-
length} [ weak ] | ipv6-route jpv6-address mask-length } ]

[ discard ]

redirect vpn-instance vpn-instance-name

NOTE
Layer 2 VE interfaces do not support this function.

redirect backup-nexthop /p-address [ vpn-instance vpn-
instance-name ]

Sub traffic

policy
binding

traffic-policy policy-name

Traffic
statistics

statistic enable

Configure
MQC to
implement
URL filtering

url-filter-profile profile-name

(11 NOTE

When an interface is added to a network bridge, the traffic behavior that is configured on the
interface in the inbound direction can only define the following actions:

e  Re-marking the 802.1p priority in VLAN packets.

e  Configuring MQC to implement traffic policing.

° Traffic statistics.

Step 4 Run quit

Exit from the traffic behavior view.

--—-End
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12.5.3.3 Configuring an SAC Traffic Policy

Procedure

Step 1

Step 2

Step 3

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the existing
traffic policy view is displayed.

Run classifier classifier-name behavior behavior-name
A traffic behavior is bound to the traffic classifier in the traffic policy.

--—-End

12.5.3.4 Applying the SAC Traffic Policy

Context

Procedure

Step 1

Step 2

Step 3

After an SAC traffic policy is applied to a WAN-side interface, the system analyzes
the packets passing the interface and takes actions for application layer packets
matching rules to implement fine-grained management.

(11 NOTE

The SAC traffic policy can be only applied to Layer 3 interfaces.

Run system-view

The system view is displayed.

Run interface interface-type interface-number

The interface view is displayed.

Run traffic-policy policy-name { inbound | outbound }

The SAC traffic policy is applied to the inbound or outbound direction of the
interface.

--—-End

12.5.4 Enabling the SA Statistics Function on an Interface

Context

To enable SAC identification for incoming traffic on an interface, you must enable
the SA statistics function on the interface where the application is to be identified
so that the SAC application configuration takes effect. Otherwise, the application
cannot be identified.
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Procedure

Step 1 Run system-view
The system view is displayed.
Step 2 Run interface interface-type interface-number
The interface view is displayed.
Step 3 Run sa application-statistic enable
The SA statistics function is enabled on the interface.

By default, the SA statistics function is disabled on an interface.

--—-End

12.5.5 Verifying the Configuration

Prerequisites

The SAC configuration is complete.

Procedure

e Run the display sa information command to check the SA configuration on
the device.

e Run the display sa category [ category-name] command to check the
configured SA group.

e Run the display sa application-list command to check the SA protocol list on
the device.

e Run the display application command to check information about
applications in the system.

e Run the display application name aging-time command to check the aging
time of the application association table.

--—-End

12.6 Maintaining SAC

12.6.1 Upgrading the SAC Signature File

Context

You can upgrade the signature file using the following methods:
e Online upgrade

- If the device can access the security center platform, you can upgrade the
signature file through the security center platform.

- If the device cannot access the security center platform, you can upgrade
the signature file through the internal upgrade server.
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i.  Ensure that the internal upgrade server can normally access the

security center platform.

ii. Ensure that there are reachable routes between the device and the

internal upgrade server.

Local upgrade

When the device cannot be connected to the security center platform through
a network, you can log in to the security center platform to download the
upgrade package, and then upload the signature file to the device through
FTP or TFTP, to upgrade the SAC signature file.

(11 NOTE

After the SAC signature file is upgraded, the new SAC signature file may adjust categories of
application groups and application protocols. If there is the configuration based on the
application group on the device, some services may be unavailable. You can run the display sa
category command to check categories in the new signature file and run the display
application command to check information about applications. Then you can adjust the
configuration.

Procedure

Perform an online upgrade.

a.
b.

Run system-view

(Optional) Run update server { domain domain-name | ip ip-address }
[ port port-number ]

(Optional) Visit the upgrade server through the proxy server.

i.  Run update proxy enable
The signature file proxy upgrade function is enabled.
By default, the signature file proxy upgrade function is disabled.

ii. Run update proxy { domain domain-name | ip ip-address} [ port
port-number] [ user user-name [ password password] ]

The IP address or domain name of the proxy server is configured.
(Optional) Run update online-mode { http | https }The online update
mode of the signature database is set.

By default, the online update is in HTTPS mode.

{11 NOTE

When configuring the online update mode of the signature database, you can select
HTTP or HTTPS. By default, the online update is in HTTPS mode. Update in HTTP
mode is risky, and update in HTTPS mode is recommended. To perform update in
HTTP mode, you must strictly restrict security policy matching conditions.

Determine an online upgrade mode.

®  Online upgrade through the security center platform

To ensure that the device can access the security center platform,
configure DNS.

1) Run dns resolve
Dynamic DNS resolution is enabled.
2) Run dns server jp-address
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An IP address is configured for the DSN server.

f.  Scheduled upgrade

Run update schedule sa-sdb enable
The scheduled upgrade function of the SAC signature file is enabled.

By default, the scheduled online upgrade function of the SAC
signature file is enabled.

Run update schedule [ { daily | weekly { Mon | Tue | Wed | Thu |
Fri| Sat | Sun } } time]
The fixed online upgrade time of the SAC signature file is set.

If no fixed upgrade time is set, a time between 22:00 and 08:00 is
selected randomly as the daily upgrade time by default.

It is recommended that you set time to the time when the device has
the minimum traffic volume, for example, 6:00 am.

Set the installation mode of the SAC signature file.

An SAC signature file can take effect only after being installed on a
device. You can select the installation mode, that is, whether
confirmation is needed. If you select the confirmation mode, the
device asks you whether to install the SAC signature file before the
upgrade is performed.

When you install the new SAC signature file, the old SAC signature
file will be overwritten. During this process, services will be
interrupted, so you are advised to enable installation confirmation
when there is less impact on services.

o Installation after confirmation

1) Run update confirm sa-sdb enable

The installation confirmation function is enabled. The
upgrade file downloaded at a fixed time will be installed
after confirmation.

By default, the automatic installation confirmation function
of all signature databases is disabled. The upgrade file
downloaded at a fixed time will be installed automatically.

2) Run update apply sa-sdb
The downloaded upgrade file is installed.
o Installation without confirmation
Run undo update confirm sa-sdb enable

The installation confirmation function is disabled. The upgrade
file downloaded at a fixed time will be installed automatically
without confirmation.

g. (Optional) Immediate upgrade

Generally, scheduled upgrade can meet service requirements.
However, if the upgrade time is not reached, you can select
immediate upgrade.

1) Run update online sa-sdb
The SAC signature database is upgraded immediately.
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2) Run update apply sa-sdb
The downloaded upgrade file is installed.
Terminate the upgrade.

After the upgrade is started, if many network resources are occupied, you can
terminate the upgrade.

(1] NOTE

The update can be terminated only during file downloading.
a. Run system-view
The system view is displayed.
b. Run update abort
The upgrade is terminated.
Perform a version rollback.
If an error occurs after the upgrade or the new SAC signature file does not

meet requirements, use this command to roll back the version of the SAC
signature file.

(10 NOTE

Before the version rollback, you are advised to run the display version sa-sdb command to
check the rollback version. Then you can choose whether to perform the version rollback. If
no rollback version is available, the version rollback fails. The version in the device remains
unchanged.

a. Run system-view
The system view is displayed.
b. Run update rollback sa-sdb
The SAC signature file version is rolled back.
Perform a local upgrade.
a. Run system-view
The system view is displayed.
b. Run update local sa-sdb file filename
The SAC signature file is upgraded locally.
{11 NOTE
Terminate upgrade are not supported in the local upgrade.

Restore the version.

(1] NOTE

If the signature file is restored to the factory default version, all other versions on the
device are deleted.
a. Run system-view
The system view is displayed.
b. Run update restore sdb-default sa-sdb
The SAC signature file is restored to the factory default version.

--—-End
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Verifying the Configuration

e Run the display engine information command to check the engine status
and the version of all signature files.

e Run the display version sa-sdb command to check version information of the
SAC signature file.

e Run the display update status command to check the upgrade status.

e Run the display update configuration command to check the upgrade
configuration.

12.6.2 Restoring the Version

Context
If an exception occurs during the update of the signature database, you can
restore the signature database to the factory default version and perform the
update again.
NOTICE
If the signature database is restored to the factory default version, all other
versions on the Router are deleted. Perform the operation with caution.
Procedure

Step 1 Run system-view
Access the system view.
Step 2 Run update restore sdb-default sa-sdb
Restore the signature database to the factory default version.

--—-End

12.6.3 Displaying Statistics on Application Protocol Packets

Prerequisites

SAC has been enabled and a signature file has been loaded.

Context

When the SA statistics function is enabled on an interface, you can check statistics
on SA application protocol packets on the interface. You can also check the
statistics on application protocol packets with the most number of bytes. The
statistics help you learn information about application protocol packets and
network usage.
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Procedure
Step 1 Run the system-view command to enter the system view.

Step 2

Step 3

Step 4

Run the interface /nterface-type interface-number command to enter the
interface view.

Run the sa application-statistic enable command to enable the SA statistics
function.

Run the display sa application-statistic { application application-name | top-n
number | all } interface { interface-type interface-number | virtual-template v¢-
number virtual-access va-number} [ inbound | outbound ] command to check
statistics on packets of SA application protocols.

NOTICE

After the reset session command is used to delete all session table information,
run the reset engine session table command to clear engine session information.
Then you can collect statistics on application protocol packets.

SA cannot identify a protocol of which a connection has been set up. To ensure
that SA can identify the protocol, terminate the connection, and then establish the
connection.

----End

12.6.4 Clearing Statistics on Application Protocol Packets

Context

Procedure

Before viewing communication packets of a device within a specified period, clear
existing statistics on the device.

NOTICE

The cleared statistics cannot be restored. Exercise caution when you use the
command.

Run the reset sa application-statistic { application application-name| all }
interface { /interface-type interface-number | virtual-template vé-number virtual-
access va-number} command to clear application layer protocol statistics.

12.7 Configuration Examples for SAC
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12.7.1 Example for Limiting Traffic

Networking Requirements

As shown in Figure 12-3, an enterprise connects to the Internet through the
Router as the gateway. To ensure network quality, bandwidth use efficiency, and
normal running of services, the device detects FileShare_P2P packets of BT and
eDonkey_eMule and limits the rate of the FileShare_P2P packets within 4 Mbit/s.

Figure 12-3 Networking for limiting FileShare_P2P traffic

g\ < P2P: CAR >

[E-n/terpris ==

Jla=network Eth1 /0/0 GE1/0/0 Internet
[} R
CJ;’ Router

Configuration Roadmap

Procedure

Step 1

Step 2

Step 3

Step 4

The configuration roadmap is as follows:

Enable deep security defense and load a signature file.

2. Configure a traffic classifier and define a rule matching the FileShare_P2P
group.

3. Configure a traffic behavior and limit the rate of FileShare_P2P packets within
4 Mbit/s.

4. Configure a traffic policy and bind the traffic classifier and traffic behavior to
the traffic policy.

5. Apply the traffic policy to the inbound direction of the WAN interface and
enable the SA statistics function on the interface for the SAC configurations to
take effect.

Enable deep security defense and load a signature file.

<Huawei> system-view
[Huawei] sysname Router
[Router] engine enable

Configure a traffic classifier to identify FileShare_P2P packets.

[Router] traffic classifier p2p
[Router-classifier-p2p] if-match category FileShare_P2P
[Router-classifier-p2p] quit

Configure a traffic behavior and limit the rate of FileShare_P2P packets.

[Router] traffic behavior p2p
[Router-behavior-p2p] car cir 4096
[Router-behavior-p2p] quit

Configure a traffic policy and bind the traffic classifier and traffic behavior to the
traffic policy.
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Step 5

Step 6

[Router] traffic policy p2p
[Router-trafficpolicy-p2p] classifier p2p behavior p2p
[Router-trafficpolicy-p2p] quit

Apply the traffic policy to the inbound direction of WAN-side Layer 3 interface
GE2/0/0 and enable the SA statistics function on the interface for the SAC
configurations to take effect.

[Router] interface gigabitethernet 2/0/0
[Router-GigabitEthernet2/0/0] traffic-policy p2p inbound
[Router-GigabitEthernet2/0/0] sa application-statistic enable
[Router-GigabitEthernet2/0/0] quit

Run the display current-configuration command to check the configuration.

--—-End

Configuration Files

e Configuration file of the Router

#

sysname Router

#

engine enable

#

traffic classifier p2p operator or

if-match category FileShare_P2P

#

traffic behavior p2p

car cir 4096 cbs 770048 pbs 1282048 mode color-blind green pass yellow pass red discard
#

traffic policy p2p

classifier p2p behavior p2p precedence 5
#

interface GigabitEthernet2/0/0
traffic-policy p2p inbound

sa application-statistic enable

#

return

12.7.2 Example for Preventing Instant Messaging Software

Networking Requirements

As shown in Figure 12-4, a school lab connects to the Internet through the Router
as the gateway. Students are not allowed to use instant messaging software such
as QQ and MSN in the lab.

Figure 12-4 Networking for preventing instant messaging software
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Configuration Roadmap

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

The configuration roadmap is as follows:

Enable deep security defense and load a signature file.

2. Configure a traffic classifier and define a matching rule based on the
Instant_Messaging protocol group. The Instant_Messaging protocol group
defines commonly usedinstant_Messaging software.

3. Configure a traffic behavior to denylnstant_Messaging packets.

4. Configure a traffic policy and bind the traffic classifier and traffic behavior to
the traffic policy.

5. Apply the traffic policy to the inbound direction of the WAN interface and
enable the SA statistics function on the interface for the SAC configurations to
take effect.

Enable deep security defense and load a signature file.

<Huawei> system-view
[Huawei] sysname Router
[Router] engine enable

Configure a traffic classifier and define a matching rule based on the
Instant_Messaging protocol group.

[Router] traffic classifier im
[Router-classifier-im] if-match category Instant_Messaging
[Router-classifier-im] quit

Configure a traffic behavior to filter Instant_Messaging packets.

[Router] traffic behavior im
[Router-behavior-im] deny
[Router-behavior-im] quit

Configure a traffic policy and bind the traffic classifier and traffic behavior to the
traffic policy.
[Router] traffic policy im

[Router-trafficpolicy-im] classifier im behavior im
[Router-trafficpolicy-im] quit

Apply the traffic policy to the inbound direction of WAN-side Layer 3 interface
GE2/0/0 and enable the SA statistics function on the interface for the SAC
configurations to take effect.

[Router] interface gigabitethernet 2/0/0
[Router-GigabitEthernet2/0/0] traffic-policy im inbound
[Router-GigabitEthernet2/0/0] sa application-statistic enable
[Router-GigabitEthernet2/0/0] quit

Run the display current-configuration command to check the configuration.

--—-End

Configuration Files

e Configuration file of the Router

#

sysname Router
#

engine enable
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#

traffic classifier im operator or
if-match category Instant_Messaging
#

traffic behavior im

deny

#

traffic policy im

classifier im behavior im

#

interface GigabitEthernet2/0/0
traffic-policy im inbound

sa application-statistic enable
#

return
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